(%" S3X00V2/S3110RF3z#E#H1802.1X+RadiusiAEFREBRA (fS1TiR)

802.1X [EF 2020-09-04 K&

BRI RI5EA

1 B BB RakifieE

1.1 EAERET

AZFEATFUIS3100V2-26TP-SI. S3100V2-26TP-El, S3600V2-28TP-El. S3600V2-28TP-SI. S3
110-26TP-PWRZS3100V2, S3600V2, 3110ZFIAIZTIEM.

1.2 BEERRREETIMAIHE

FEAEIS S A2 IEAN ML, IR EIHZIH RN AP #E17802 1 XIAELUEFIELAE Internet, RA
DIUSIRSSE St IAEE, Hitthr210.1.1.2/24, RADIUSIRSZSE/EINAIEITZRIRSZEE, IANERTESE
BHTRADIUSIAIE, G1ERRADIUSHRSS 28i&E MR NI TARBIAIE,

2 {ARE

10.1.1.2/24

SEHESR

3.1 THEHVLANREEOE RS

HENZIRINERNE

<H3C>system-view

System View: return to User View with Ctrl+Z.

#6lz2vlan 1-2

[H3C]vlan 1 to 2

#EgEvlan 1, vian 2EE#EOIPHELE

[H3Clinterface Vlan-interface 1

[H3C-Vlan-interface1] ip address 192.168.1.1 255.255.255.0
[H3C-Vlan-interface1]quit

[H3Clinterface Vlan-interface 2

[H3C-Vlan-interface2] ip address 10.1.1.1 255.255.255.0
[H3C-Vlan-interface2]quit

#HEIROD IS EIRTEvIan, imO2BLAEFvian 1, iKO10EFvian 2
[H3C] int Ethernet 1/0/10

[H3C-Ethernet1/0/10] port access vlan 2

[H3C-Ethernet1/0/10]quit

HIL B EIIRSSRRATIREIRH

[H3C] ip route-static 0.0.0.0 0 10.1.1.2

3.2 EEERADIUSHE

#FL BradiusIAIE, EcEradiusBRSS23A9IPHENE, 4R

[H3C]radius scheme radius1

New Radius scheme
#ECERADIUSTT=AIENERIE LT 2RSSR ELR ISR,
[H3C-radius-radius1]primary authentication 10.1.1.2 1812 key simple key
[H3C-radius-radius1]primary accounting 10.1.1.2 1813 key simple key
#EL B RIELERADIUSERSS 2RI P B ST ISP S
[H3C-radius-radius1]user-name-format without-domain
[H3C-radius-radius1]qu

3.3 ECEIAE

#OUFER HafyISPIRFHIF N EIE

[H3C]domain a

#79dot 1 x AP ECEAAANIE A IRADIUSHEFBlocallERSRi% A =

[H3C-isp-a]authentication lan-access radius-scheme radius1 local


https://zhiliao.h3c.com/questions/catesDis/125
https://zhiliao.h3c.com/User/other/32520

#79dot1 x AP ER B AAAIRIN S A IRADIUSHRFlocall A&/ 5
[H3C-isp-aJauthorization lan-access radius-scheme radius1 local
#dot x B P EEEAAALTEE /T ARADIUSHRBlocall EAERIE 3
[H3C-isp-a] accounting lan-access radius-scheme radius1 local
[H3C-isp-a]qu

3.4 EtE802.1XIAIE

#2/F3FFIE802.1XIAIE

[H3C]dot1x

802.1X is already enabled globally.

# Ethernet 1/0/2820 TFFF/5802.1XIAIE

[H3C]int Ethernet 1/0/2

[H3C-Ethernet1/0/2]dot1x

802.1X is enabled on port Ethernet1/0/2 already.
#ELLKim O Ethernet1/0/2 EECE802. 1 XFIF EF&RIIAIE A
[H3C-Ethernet1/0/2]dot1x mandatory-domain a
[H3C-Ethernet1/0/2]qu

3.5 EEEAMNWFTIZEE (ARSSEFTIMRRI At HFIAIE)
#BUE AR h3c, ZHg9h3c, BRSBSEA Nlan-access
[H3Cllocal-user h3c

New local user added.

[H3C-luser-dot1x]password simple h3c
[H3C-luser-dot1x]service-type lan-access

[H3C-luser-dot1x]qu

HRAFEE

[H3C]save force

3.6 RadiusfRs3E8iRE

#NELEEBWinRadiusiRFAIEER (10.1.1.2/24) Joff)

1. RE-#UEE-BaEcEODBC-ERRH

"opBC BT -
Iiﬁ @Jﬁ; 0DBC' Fhi%E RADIUS 3‘5{}%

'‘WinRadius.mdb®, #7400 |}
Tﬁﬁ a%ﬂ%eﬁa‘ﬁﬁﬁf SINEI{EAT 0DBC F%

B50E.E oDBC |
ODBC 7 |WinRadius

FE: MEEE usernamefpassword, E5[A
"yourOdbcName;:Uid=yourUsername;
Pwd=yourPassword".

APkSEE: [tbUsers
HEILEER: |thLogs
VoIPIL RS |th\r’oIP
R o oHMRF—RARGER
FHHRESTF [dynaset -]
 mE | mE |
2. RE-EF, EENASEHETIRADIUSHENZE—, ERKMG

RGEE XN

NAS &= lkey

hiFiRO: |1 812

imn: [1813

R A

I REER MR
& ] i

3. BR-CIERADIUSE, EEHH
4, BAE-RINBAKS




Emwe -
@F% iceshi i

F19:  |ceshi
o ] I
HEEME. |

S mackbtib el 0 S 53T ﬁHF' fE. T
[P S il i

e | 0 ik

ZIHAE . |
FE. immiddZE =2 EAH ;s BIEET A%—
%}\Wﬁmﬁ»ﬁ& 2R 80ET
EE. |
CHRBRR @ BHERR
RS [EEET R =l

e

=iE:
AR Radius TestUlilRADIUSIRE SR ER RN, ERHMNIRSSEEIE, 28, BFE
MRS, mkX, WTERFRERAR (ceshi) MBS,

.. v

14 A8 GR A0 4e

AR, IMDI FARERNERT I ARENARMDY

3.7 REEFIR
HEZ PN R EE N -RAIPVAtE192.168.1.2/24, ¥%/9192.168.1.1, RLINODEZRFiHIK
%, EHIB02.1XiEREE, MNP EMIEE ceshi/ceshi

iNode 19 it % 1 3

802.1X i d

1 ceshl
L eessd |
B &

L2TP IPsec VPNIE L

Portalif {i L

] SSLVPNIER

3.8 SCISZESREGIE
BB INODEE Fim KA HIEB IR N STHRAAYEthernet 1/0/2, 112802 1XiER:, MINIERMRIFEFEM
TOEREEE, MTES2. XGAEET
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80210 ik 4k
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S E AT
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L2TP IPsec VPN

- B R »

=%

LRSI T802. 1 XIAERIEB i RT LApingiB B SAIMIE

Ims, Ims
LI SRS ESAVEOMTTIERE, ZFinRRSEHAELIRAT LA h3c/h3chi P BFEmREH T
8021 XIAIE

i
iNode i

802X ik

BfE e &

L2TP IPsec VPN
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- BihisR »
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