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1.1 BERAFERE

AZGIERATFINS5008PV2-El, S5024PV2-EI-PWR, S5048PV2-EI-HPWR, S5120-52P-LI, S$5120-
28P-SI, S5120-48P-EIZS5000PV2, S5120FRFIHIZIHEM.

1.2 BEERRREETIMAIHE

FEANEIT SN A2 IEAN ML, IREFHZH AR #7802 1 XINIELEFIE B Internet, RA
DIUSIRSSE St IAEE, Hitthr210.1.1.2/24, RADIUSIRSZSE/EINAIEITZRIRSZEE, IANERTESE
BHTRADIUSIAIE, G1ERRADIUSHRSS 28i&E MR NI TARBIAIE,

2 {ARE

10.1.1.2/24
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3.1 HEMVLANR EIEOEFRS
BN R SR

<H3C>system-view

System View: return to User View with Ctrl+Z.

#6lz2vlan 1-2

[H3C]vlan 1 to 2

#EgEvlan 1, vian 2EEiEOIPHELE

[H3Clinterface Vlan-interface 1

[H3C-Vlan-interface1] ip address 192.168.1.1 255.255.255.0
[H3C-Vlan-interface1]quit

[H3Clinterface Vlan-interface 2

[H3C-Vlan-interface2] ip address 10.1.1.1 255.255.255.0
[H3C-Vlan-interface2]quit

#HEHOS RIS TIRTBvIan, i#O2BGAETvian 1, #O10EF vian 2
[H3C] int Ethernet 1/0/10

[H3C-Ethernet1/0/10] port access vlan 2

[H3C-Ethernet1/0/10]quit

#HIL B EIIRSS RRATIREIEH

[H3C] ip route-static 0.0.0.0 0 10.1.1.2

3.2 EEBRADIUSHE

#ELBradiusIAIE, ELBradiusiRSS88A9IPHBIE, F5E

[H3C]radius scheme radius1

New Radius scheme

#ECERADIUS S =MENERIE LT 2R IRS S R HIB ISR,
[H3C-radius-radius1]primary authentication 10.1.1.2 1812 key simple key
[H3C-radius-radius1]primary accounting 10.1.1.2 1813 key simple key
#ECERIELERADIUSERSS 2RI P S ST ISP S
[H3C-radius-radius1]user-name-format without-domain
[H3C-radius-radius1]qu

3.3 ECEIAE

#OUFER HafyISPIRFHHF N EE

[H3C]domain a

#/9dot1 x A EREAAAINIE /S A IRADIUSH R Flocall A& A 5
[H3C-isp-aJauthentication lan-access radius-scheme radius1 local

#/9dot1 x FAFECEAAAIZAN T3 1L IRADIUSH R Flocall E 95175 52


https://zhiliao.h3c.com/questions/catesDis/125
https://zhiliao.h3c.com/User/other/32520

[H3C-isp-aJauthorization lan-access radius-scheme radius1 local
#79dot1 x A ER B AAALTZE 5 IRADIUSH R Flocall & /A 5
[H3C-isp-a] accounting lan-access radius-scheme radius1 local
[H3C-isp-a]qu

3.4 EtE802.1XIAIE

#EFFFE802.1XIAIE

[H3C]dot1x

802.1X is already enabled globally.

# Ethernet 1/0/25 0 FFF/E802.1XIAIE

[H3Clint Ethernet 1/0/2

[H3C-Ethernet1/0/2]dot1x

802.1X is enabled on port Ethernet1/0/2 already.
#ELLKim ] Ethernet1/0/2 EECE802. 1 XFIF SEFE&RITAIE A
[H3C-Ethernet1/0/2]dot1x mandatory-domain a
[H3C-Ethernet1/0/2]qu

3.5 EEEAKATIZEE (ARSEFTIMRIR] A1t FHFIAIE)
#BIFEAHBAFh3c, FEAh3c, PRSIHEENlan-access
[H3C]local-user h3c

New local user added.

[H3C-luser-dot1x]password simple h3c
[H3C-luser-dot1x]service-type lan-access

[H3C-luser-dot1x]qu

HAFEE

[H3C]save force

3.6 RadiusfRs388iRE

# FELAERBWinRadiusiRFIIEERN (10.1.1.2/24) J9ff)

1. RE-EUEE-BaEcEODBC-ERRMH

"oDBC 2= -

Iiﬁ @Jﬁ; 0DBC' Fhi%E RADIUS 3‘5{}%

"‘WinRadius.mdb*, 40, T] |

T?ﬁ s:%ﬂ?E%‘HEEPMD@ |24 0DBC 555%

B5)E.E opBC |
ODBC 7 |WinRadius

FE: MEEE usernamefpassword, 1544
"yourOdbcName;:Uid=yourUsername;
Pwd=yourPassword".

ARPkSEE: [tbUsers
HEILREER. fibLogs
VolPiRF3RE |th\r’oIP
B8R o SHRF—RAPES
FHHRESF [dynaset -]
L wE | mE |
2. BE-EH, EENASEHISRADIUSHRNZSE—H, ERfH
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3. B&-BIFERADIUSE, EEKMH
4. BAE-RINBAAKS
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3.7 REEFIR
HEZ PN R EE N -RAIPVAtE192.168.1.2/24, ¥%/9192.168.1.1, RLINODEZRFiHIK
%, EHIB02.1XiEREE, MNP EMIEE ceshi/ceshi
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1 ceshl
L eessd |
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L2TP IPsec VPNIE L

Portalif {i L

] SSLVPNIER

3.8 SCISZESREGIE
BB INODEE Fim KA HIEB IR N STHRAAYEthernet 1/0/2, 112802 1XiER:, MINIERMRIFEFEM
TOEREEE, MTES2. XGAEET
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