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nqa template hitp 80 /ECEHTTPRERIGIEN, BUABZEMIIget/T
expect status 200 302 //ECEHIEIREINE

url http://1.1.1.100:8080/ //AR5SE8URLIF TR

#

interface GigabitEthernet1/0/1 /[RdE2 iR

port link-mode route

ip address 6.6.6.1 255.255.255.0

#

interface GigabitEthernet1/0/2 /[RJ1ERS 28

port link-mode route

ip address 1.1.1.1 255.255.255.0

#

security-zone name http

import interface GigabitEthernet1/0/1

import interface GigabitEthernet1/0/2

#

server-farm http /ECESCARSSAE, BHTFEIIEE, HRRUIER
predictor hash address source

probe 80

#

loadbalance class http type http match-any

match 1 url / /GBS ICECATE URL

#

loadbalance action http type http

redirect relocation https:/%h%p /H&httpiREETE R Ahttps

#

loadbalance policy 1 type http

class http action http //<BXEFIZNE

#

real-server a /ECELIRSEEE, IBEHAHO, MASLIRSE
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http://1.1.1.100:8080/

ip address 1.1.1.100

port 8080

server-farm http
#
virtual-server gy type http /ECE tak & R ARSS IUAC SRR HTHTTPSEE®
virtual ip address 6.6.6.1

port 8080

Ib-policy 1 /ARFAGEIIE SRR

default server-farm http //ZRI\ICECSEARSSE

service enable

#

virtual-server http_unload type hitp /Bt & TEISEREIRS HH ThitpsENZ
port 80 /EEEhttpsEEREMIRAS

virtual ip address 6.6.6.1

default server-farm http /BRIAPCEZSCRRSS4H

ssl-server-policy gy //AFASSLEREZHIThttpsEIE;

service enable

#

rule 0 name dzy

action pass

FRESIERHTOEESAPKIE, BERIENT:
BBk S Hhttps-server
o

=1
e

2

https-server.p12

+

B IERERR D BT :
BRI T:

=n
SR ER IR A pdf

BEICAIER:
R e .
H ! E | H
. "
¢ https-CA.cer |
| S 1 — !

NTEE, XEEWebFREHTIERSFNE E s
1. RENER > PKI > IEBER, #NEBEREERNE, [REHE, BANEBEREETR

TamE SER @Ew X ]
@ 8 e man
=9 AR =
LRS- Bl v
@ B acL
@ WSSL
A R
@ APKI

CEN k s
- ENHN L o

L ® Pt AEEERCETEIPEA T HERDEP il

1, HORBREIER > PKI > I, HAPKISRENMIEBSANFRHE. SEFHEPKIE, BINEER,
EEEEPER



TEtmE BAIem X AAEs ©eEece X E
eamm sEn
® @ aa
o EmEE - s (LS
S asnen B fwe a—
ep—tiricad {
®EAL [
ELEEY ]
A : R TR
Ea e Wit RSA
®
AP B whvon P SRR
T - o -
- T g e Rz
CESAR
ChUtE BB RRCATI
WA IKE SLENR  SUEAR
PRCSITEBEREIITNE  pgscpe
|}

LS ]

FORRE IR > PKI > IER", HAPKIFEREREBSARE, RESNIER", EEPKIE, EHE
BNARRCAIES", IR ABRAMAICAER X, XEEESARI

PKIiE, halo -

| iEpsm
TR HSARER

HEBRIAS

CAIEF

EEARIER
e

T

-

C:\fakepathihttps-CA cer JBIEM{4 *

LUHE]

FORRE R > PKI>IER", HAPKISEERIEBSARE. RESNIER", EEPKIE, EHE
RSP AHIIER”, MR ABRAlocalEBIE, HWANER, BEHENEREHE

PKIiz;

R
IR R AN
IEBEOS
EEAREER

halo

AHBEF

IERBSARTHENT
0 D 2

tscal M

n

-

C:\fakepath\https-serverp B4 *

EESTEL ST

ENSHICHTIPS Sl Signed Lot FOLS-11-30 075630

CN-HICHTIPS Sl Signed Lo FILSL3007S830  NobALsorsess B

HORRE VISR > SSL > RZARHRAE", N RSHFHKIE BERE. AL HE BARRER,

EREPKIE., IMEENZ ERERE

o
| e ==
|
SSUBBEED st Bs10
M ®RE (2] e
QLR

L A

MAFEENE oo
SEETRE
SR T

o]

® 3 Eiic]

EEREEEIATUT:
LRSS AR, AEIER

= (1-31%5 )

Es 11

=2
Q i

mns Lz
FEL

=L

SSLRSA_with_AES, 128 CBC_SHA
SSL_RSA_with_DES_CBC_SHA
SSL_ASA_with_RC4_128 MDS
SSL_RSA_with_RC4_128_SHA
SSL_RSA_with_IDES_EDE_CRC_SHA
SSL_RSA_with AES 255 CBC_SHA
SSL_RSA_export_with_RC4_40_MES

S5L_RSA_export_with_RC2 CBC_40_MD5
SSL_RSA_export_with DES_CBC_SHA
SSL_DHE_RSA_with AES_128_CBC_SHA
SSL_DHE_RSA_with AES_ 296 CBC SHA
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virtual-server gy type http //Ee & EIIEEIRS LE R THTTPSEER

virtual ip address 6.6.6.1

port 8080

Ib-policy 1 /AfFRTaEEIERAS

default server-farm http //ZKIAPCEESCARSS4H

service enable

#

virtual-server http_unload type http //Ft & EIIEREIRS#H ThttpsENE;

port 80 /EtEhttpsEERBHIRAS

virtual ip address 6.6.6.1

default server-farm http /BRIAPCEZSERRSS4H

ssl-server-policy gy //JAFISSLERE& I ThitpsiENZ;

service enable
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virtual-server gy type http /ECE aE e REARSS LA SRR THTTPSEEM
virtual ip address 6.6.6.1

Ib-policy 1 /AEFEEIIE RIS

default server-farm http //ZRIA\PCHECSEARSSE



service enable

#

virtual-server http_unload type http /BCE kI REARSSH ThitpsiElE;

port 443 /[EiBEhttpsEEBGHHOS

virtual ip address 6.6.6.1

default server-farm http /BRIAPCEZSCRRSS4H

ssl-server-policy gy //JAFASSLEREZHIThttpsEIE;

service enable
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Frame 26: 167 bytes on wire (1336 bits), 167 bytes captured (1336 bits)
© Ethernet IT, Src: Hangrhou_aS:7hied (74:1f:da:a5:7bied), Dst: 9c:vbrefi9aildies (Sci7hiefigaildies)
* Enternet Protocol Version 4, SFe: 6.6.6.1, D3t: 6.6.6.2

Trassmission Contral Pratocol, Src Port: b5t Pert:

SEULH, Say: Ack: 207, LéAz

# [Expert Info (Chat/Sequence): WITRA1.1 302 Fousdirin]
[MTTR/2.1 382 Found\rin]
[Severity level: chat]

[Group: Sequence]
Besponse Version: MTTR/1,1
Status Code:

[Status Code Description: Found]
Response Phease: Found
Cache-Contrel: ma-cache\rin
connection: close\rin
+ _Content-length: &

Locat ion: h\m:ﬂ'e.e‘o 1/4rhn
1

[HITP response
[Time since reques

0000795000 seconds]
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6.3 0 S6RA o 00 [MK] =
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| b6 60 364 - 483 [ACK] ©
| | 256 client belle
LT 599 Sorver Mells, Cort
b6 60 S64 - 483 [ACK] ©
6ad 236 Client Key Exchang:
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Frams 14: 348 bytes on wire (1968 bits), 3 captured (1068
Ethernet T, Srci 0CiThief 192114165 (5C17b1ef 19a114105), Dat1 hnumq_mmu (P41l 1401351 Tb1e8)
Internet Protocol Version 4, Sre: 6 ) Bak:

Tramsaisuion Conbral Protacel, Sre POt SGMB, DIE Pert: 43, 693 1, MK: 3, Lin: 192
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# [Expert Info (Chat/Sequence}s GET J HFTR/1.10rin]
[ET £ WITRI1, 1irin]
[Severity levels €hat]
[t Sequen

/11
Accept: test/htal, application/ahtalesad, *f*iehn

Accept-Language: th-CHr\e

var-Agent: Mozilla/s.® (Mindos NT 6.0 WOMd; Trident/7.0; rvz10.0) Like Gacksirin
Accept-Encoding: giip, deflatelria
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# Transmission Costrol Protocol, Src Port: BOSO, D3t Port: 1083, Seq: B, Ack: 287, Len: 194

1000 ... = Meadr Length: 32 bytes (8}
Flags: ewdin [PSh, MK}
Window vize valee: 257

[€aleulated window size: 63797]
[Window size scaling factor: 156]
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