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FISFREUMKIPsechitiE, —#EM, —&EH, LATAREHIMEN, RERIEHKE.

1. Internetfit&

interface GigabitEthernet0/0

ip address 100.100.100.1 255.255.255.0

#

interface GigabitEthernet0/1

ip address 150.150.150.1 255.255.255.0

#

interface GigabitEthernet0/2

ip address 200.200.200.1 255.255.255.0

2. FifR&

interface LoopBackO # ECE{F/9%E 7 GRERKE Rt AIERE ]
ip address 192.168.1.1 255.255.255.255

#

interface LoopBack1 # ELE{F /A GREFKERIHIAYFRE O
ip address 192.168.1.3 255.255.255.255

#

interface LoopBack10 # B E{F AP MtbiAIERE O

ip address 10.10.10.1 255.255.255.0

#

interface GigabitEthernet1/0/0 # ECEISP1/AMEC, JARIPSecE g
ip address 100.100.100.100 255.255.255.0

nat outbound name nat

ipsec apply policy ipsec-isp1

#

interface GigabitEthernet1/0/1 # BL&ISP2ARIE, JERIPSectkEg
ip address 150.150.150.150 255.255.255.0

nat outbound name nat

ipsec apply policy ipsec-isp2

#

interface Tunnell mode gre # ECEBGRERE1

ip address 192.168.2.1 255.255.255.252

source 192.168.1.1 # jEHbil 710 Otk

destination 192.168.1.2 # B9ttt A3THlo Otk

keepalive 10 3 # EiEKeepalivel& NIGREBEE B IEEEE
#

interface Tunnel2 mode gre # Eo & GRER¥E2

ip address 192.168.2.5 255.255.255.252

source 192.168.1.3 # ittt Fglo 13tEhE

destination 192.168.1.4 # BAYitbiE F%dislo 13tk

keepalive 10 3
#
policy-based-route ipsec permit node 10 # EZEPBR, PUEZERIZN M H OFIXTiHE ZipsechIiEEE
AR

if-match acl 3500

apply next-hop 100.100.100.1
#
policy-based-route ipsec permit node 20 # EeEPBR, PLEIEFARH OFIATi#E ZipsecHinE TS
5 fasm|

if-match acl 3501
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apply next-hop 150.150.150.1
#

ip local policy-based-route ipsec # AHEFARIRISH, MRAEEIX), £SHEHAEOMipseciieE
TRIBIMFRETAHO, NMSHipsect RN,
#

security-zone name Trust # JEGRERKE SR ONNIATrusti

import interface LoopBack10

import interface Tunnell

import interface Tunnel2
#

security-zone name Untrust # $§23 R 0\ Untrust;

import interface GigabitEthernet1/0/0

import interface GigabitEthernet1/0/1
#

zone-pair security source Local destination Trust # FiiELocal®|Trust, FAFISMERE, BT
INERIIREI ORI AMMNER, ELtRELocalZTrustifiAZ TrustZ Trust

packet-filter 2000

#

zone-pair security source Local destination Untrust # sliLocalZ|Untrust, {EGRE over IPSecBXEIE
B

packet-filter 2000

#

zone-pair security source Trust destination Local # i@ TrustZlLocal, FAFIESMERTS, BT
INERSIRE R AR, ELZETrustELocalfiAZ TrustZ Trust

packet-filter 2000

#

zone-pair security source Trust destination Trust# HOE Trust@Trust, EESCAVIAEE FECESLIIS
WERE I

packet-filter 2000

#

zone-pair security source Untrust destination Local # pti@UntrustZlLocal, 8EGRE over IPSecH¥EIE
E3zava

packet-filter 2000

#

ip route-static 0.0.0.0 0 100.100.100.1 # AW FFAEEH

ip route-static 0.0.0.0 0 150.150.150.1 preference 65 # 2\MIEH{D S

ip route-static 10.20.20.0 24 192.168.2.2 # VS HifEEARKE

ip route-static 10.20.20.0 24 192.168.2.6 preference 65 # /5SS MERE D ERH

ip route-static 192.168.1.2 32 100.100.100.1 # GRE over IPsedi&i&E1EISP1

ip route-static 192.168.1.4 32 150.150.150.1 # GRE over IPSecdf#i&27EISP2, £8BILEKRH, &
E Ot SFENERIIPsec SAA—HISHTAEENEIPSec SA

#

acl basic 2000 # IEIFEHEACL

rule 0 permit

#

acl advance 3500 # PBR ACL1

rule 10 permit ip source 100.100.100.100 0 destination 200.200.200.200 0

#

acl advance 3501 # PBR ACL2

rule 10 permit ip source 150.150.150.150 0 destination 200.200.200.200 0

#

acl advanced name ipsec # IPSec ACL

rule 10 permit ip source 192.168.1.1 0 destination 192.168.1.2 0

rule 20 permit ip source 192.168.1.3 0 destination 192.168.1.4 0

#

acl advanced name nat # NAT ACL, 1B4&IPSeciiiE

rule 10 deny ip source 192.168.1.1 0 destination 192.168.1.2 0

rule 20 deny ip source 192.168.1.3 0 destination 192.168.1.4 0

rule 30 permit ip

#

ipsec transform-set 1 # L& IPSectEHatE

esp encryption-algorithm aes-cbc-256

esp authentication-algorithm shat

#



ipsec policy ipsec-isp1 10 isakmp # EZEISP1RYIPSecikEg
transform-set 1

security acl name ipsec # ICEZGRERFIE R

local-address 100.100.100.100

remote-address 200.200.200.200 # policy/REg&Eremote-address, EXFpolicy-templatel A2 4%
%

ike-profile isp1

#

ipsec policy ipsec-isp2 10 isakmp # ECL& ISP2fIPSecHRig
transform-set 1

security acl name ipsec # ICECGREFSER

local-address 150.150.150.150

remote-address 200.200.200.200

ike-profile isp2

#

ike profile isp1 # BCEISP1RIIKESRREEE

keychain 1

local-identity address 100.100.100.100

match remote identity address 200.200.200.200 255.255.255.255
proposal 1

#

ike profile isp2 # ER&ISP2RYIKESREREE

keychain 1

local-identity address 150.150.150.150

match remote identity address 200.200.200.200 255.255.255.255
proposal 1

#

ike proposal 1 # ECEIKE proposal

encryption-algorithm aes-cbc-256

dh group2

#

ike keychain 1 # ECEIKEZ$A

pre-shared-key address 200.200.200.200 255.255.255.255 key simple ipsec
3. F2fii &

interface LoopBack0 # EL &1/ GRERKE R AYFRE
ip address 192.168.1.2 255.255.255.255
#

interface LoopBack1 # ELE{F/9%E 37 GRERKE Rt AIERE ]
ip address 192.168.1.4 255.255.255.255
#

interface LoopBack10 # Be&1F AR RHEIAYERE O

ip address 10.20.10.1 255.255.255.0
#

interface GigabitEthernet1/0/0 # EEE R3O, FEAIPSecHkh
ip address 200.200.200.200 255.255.255.0

nat outbound name nat

ipsec apply policy ipsec
#

interface Tunnell mode gre # ECEGREFXE1

ip address 192.168.2.2 255.255.255.252

source 192.168.1.2

destination 192.168.1.1

keepalive 10 3
#

interface Tunnel2 mode gre # ECEGRER%E2

ip address 192.168.2.6 255.255.255.252

source 192.168.1.4

destination 192.168.1.3

keepalive 10 3
#
security-zone name Trust # JEGREFE S M AN Trusti
import interface LoopBack10

import interface Tunneld

import interface Tunnel2



#
security-zone name Untrust # 52 R0 A Untrustizf
import interface GigabitEthernet1/0/0
#
zone-pair security source Local destination Trust # FUELocalZE! Trust
packet-filter 2000
#
zone-pair security source Local destination Untrust # si&LocalZ|Untrust
packet-filter 2000
#
zone-pair security source Trust destination Local # Bu&E TrustZlLocal
packet-filter 2000
#
zone-pair security source Trust destination Trust # FUE TrustZ| Trust
packet-filter 2000
#
zone-pair security source Untrust destination Local # A& Untrust®]Local
packet-filter 2000
#
ip route-static 0.0.0.0 0 200.200.200.1 # ERIAREH
ip route-static 10.20.10.0 24 192.168.2.1 # WS EiSEFFRKE
ip route-static 10.20.10.0 24 192.168.2.5 preference 65 # /S MRS ERH
#
acl basic 2000 # IHAIFEHZACL
rule 0 permit
#
acl advanced name ipsec_to_isp1 # Bif£ISP1AJIPSec ACL
rule 10 permit ip source 192.168.1.2 0 destination 192.168.1.1 0
#
acl advanced name ipsec_to_isp2 # Bi{EISP2AYIPSec ACL
rule 10 permit ip source 192.168.1.4 0 destination 192.168.1.3 0
#
acl advanced name nat # NAT ACL
rule 10 deny ip source 192.168.1.2 0 destination 192.168.1.1 0
rule 20 deny ip source 192.168.1.4 0 destination 192.168.1.3 0
rule 30 permit ip
#
ipsec transform-set 1 # BL&IPSect&iatE
esp encryption-algorithm aes-cbc-256
esp authentication-algorithm shat
#
ipsec policy ipsec 10 isakmp # BLERI{FISP1HYIPSecHkhg
transform-set 1
security acl name ipsec_to_isp1
local-address 200.200.200.200
remote-address 100.100.100.100
ike-profile to_isp1
#
ipsec policy ipsec 20 isakmp # EEER/I{FISP2RIIPSecHlg
transform-set 1
security acl name ipsec_to_isp2
local-address 200.200.200.200
remote-address 150.150.150.150
ike-profile to_isp2
#
ike profile to_isp1 # ELERIFEISP1AYIKESRRZEE
keychain to_isp1
local-identity address 200.200.200.200
match remote identity address 100.100.100.100 255.255.255.255
proposal 1
#
ike profile to_isp2 # ELERI{EISP2AIIKESRRSEE
keychain to_isp2
local-identity address 200.200.200.200



match remote identity address 150.150.150.150 255.255.255.255

proposal 1

#

ike proposal 1 # ECEIKE proposal

encryption-algorithm aes-cbc-256

dh group2

#

ike keychain to_isp1 # ERERIFFISP1A9IKEZH

pre-shared-key address 100.100.100.100 255.255.255.255 key simple ipsec
#

ike keychain to_isp2 # ECERI{EISP2HIIKERSH

pre-shared-key address 150.150.150.150 255.255.255.255 key simple ipsec

BCEXHER

1. IPSecAE&EREEN, TELMERE, EILRAGRE over IPsec/5 = FIFIGREAITunneli%
OsEEETIL,
2. NATRIRSERELIPSecs, BN ITENATRIRCKERRIELIRIPSechIEdER, BUEIERSN
FEAENATERAR, ARSI AL PSecRiEllit,
3. FIEWHO, FRRBHO, RFIREREAMRIEEN, MREREOEinEIPSechii
EFEOMNEIPSechiRMENESEEA, BUSSHEEONEIPSechnERIERHFREERE
O, MmFEiEhEIPSec SA,
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