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(Code: 3) . IT##EK (Code: 4) FOit#RHELNL (Code: 5) , BH— (Code: 11
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) FMessage-Authenticator (GHSIAIERS) . XTRADIUSEME X, XEABENA,
TESTERARAEER.
(1) 1E5R—: RADIUSERSZBARIIRIAIEEK.

1ERLRADIUSIRSZS s AN ANEREG £, {Bi@idRadius debugERFTIEX D EAR
%3, EEESHMBSAFRAR. ENNERE:

? ACFIRADIUSWIEEARAIIX;
? ACKIZHIRADIUSIRSCHEFL X IEIENT, B BRSS S EEAIRSIH T,
? RADIUSHRSSEEHRANINACHInas-ip, EACHInas-ipEeEA1EH;

FEERAYBEFRRADIUSAIIRIAYER, RJLABISEbFERGHEIFINT, W0 nas-ipiREping
fR$SEE. tracert,

Debug &7 :

{8 ZFKcode=[1119KX, KRIMAKEIRNEE,; EITERAEIcode=[2]. code=[3iEX (FNRA
ClRRJFIEPORTALIAIE, FESCFaMILIEIRPORTALIAIEA radius debugis2) .

*Mar 28 09:29:22:091 2012 UBXG-MB-WLAN-AC05-2 RDS/7/DEBUG: Recv MSG,[MsgTy
pe=PKT auth timeout Index = 210, ulParam3=0]

*Mar 28 09:29:22:112 2012 UBXG-MB-WLAN-AC05-2 RDS/7/DEBUG: Send: IP=[120.202.
164.131], Userindex=[210], ID=[210], RetryTimes=[1], Code=[1], Length=[263] /AAMEIEK
IR (code: 1) KREFE—IREE,

*Mar 28 09:29:22:132 2012 UBXG-MB-WLAN-AC05-2 RDS/7/DEBUG:
Event: Set socket VPN attribute, VPN index=0, Result=0!

*Mar 28 09:29:25:091 2012 UBXG-MB-WLAN-AC05-2 RDS/7/DEBUG: Recv MSG,[MsgTy
pe=PKT auth timeout Index = 210, ulParam3=0]

*Mar 28 09:29:25:112 2012 UBXG-MB-WLAN-AC05-2 RDS/7/DEBUG: Send: IP=[120.202.
164.131], UserIndex=[210], ID=[210], RetryTimes=[2], Code=[1], Length=[263] /AAIEEK
RIZ (code: 1) A4FEIREE,

*Mar 28 09:29:25:132 2012 UBXG-MB-WLAN-AC05-2 RDS/7/DEBUG:
Event: Set socket VPN attribute, VPN index=0, Result=0!

#Mar 28 09:29:25:439 2012 UBXG-MB-WLAN-AC05-2 WRRM/4/Channel detected interfer
e: Channel detected interfere :1.3.6.1.4.1.2011.10.2.75.2.3.0.7 AP Serial 1d:210235A22WC
119006470 Radio id:1 Channel Number:11

#Mar 28 09:29:25:469 2012 UBXG-MB-WLAN-AC05-2 WRRM/4/AP detected interfere: AP
detected interfere :1.3.6.1.4.1.2011.10.2.75.2.3.0.8 AP Serial 1d:210235A22WC119006470
Radio id:1 Channel Number:11 APMAC:C4:CA:D9:62:1B:01

%Mar 28 09:29:25:882 2012 UBXG-MB-WLAN-AC05-2 WMAC/6/WMAC_CLIENT_JOIN_
WLAN: Client 7c11-bed7-13c3 successfully joins WLAN CMCC-EDU, on APID 70 with BS
SID c4ca-d92d-60ci.

Y%Mar 28 09:29:29:454 2012 UBXG-MB-WLAN-AC05-2
8021X/6/DOT1X_AUTH_FAILURE: -IfName=WLAN-DBSS5:1119-
UserName=15717290014; DOT1X authentication failed.

Y%Mar 28 09:29:29:806 2012 UBXG-MB-WLAN-AC05-2 WMAC/6/WMAC_CLIENT_GOES_
OFFLINE: Client 0016-6d7a-2a60 disconnected from WLAN AUTOCMCC-EDU. Reason ¢
odeis 1.

%Mar 28 09:29:29:826 2012 UBXG-MB-WLAN-AC05-2 PORTSEC/5/PORTSEC_VIOLATI
ON: -IfName=WLAN-DBSS5:1119-MACAddr=00:16:6D:7A:2A:60-Vlanld=-1501-IfStatus=U
p; Intrusion detected.

%Mar 28 09:29:29:946 2012 UBXG-MB-WLAN-AC05-2 WMAC/6/WMAC_CLIENT_JOIN_
WLAN: Client 0016-6d7a-2a60 successfully joins WLAN AUTOCMCC-EDU, on APID 3 wit
h BSSID c4ca-d915-2d32.

%Mar 28 09:29:30:127 2012 UBXG-MB-WLAN-AC05-2 WMAC/6/WMAC_CLIENT_GOES_
OFFLINE: Client b8c7-5d7c-e521 disconnected from WLAN CMCC-EDU. Reason code is
8.

*Mar 28 09:29:30:304 2012 UBXG-MB-WLAN-AC05-2 RDS/7/DEBUG: Recv MSG,[MsgTy
pe=PKT auth timeout Index = 210, ulParam3=0]

*Mar 28 09:29:30:404 2012 UBXG-MB-WLAN-ACO05-2 RDS/7/DEBUG:



Event: Begin to switch RADIUS server when sending 0 packet.

*Mar 28 09:29:30:534 2012 UBXG-MB-WLAN-AC05-2 RDS/7/DEBUG: The RD TWL timer
has resumeed.

*Mar 28 09:29:30:615 2012 UBXG-MB-WLAN-AC05-2 RDS/7/DEBUG:

Event: No active RADIUS server is available for switching when sending packet (pkt-flag =
0).

*Mar 28 09:29:30:788 2012 UBXG-MB-WLAN-AC05-2 RDS/7/DEBUG:

Error: Auth server no response.(AAAID = 210, Reg-ID = 0) /AR}E: RADIUSIRSSEEAE]
X

*Mar 28 09:29:30:908 2012 UBXG-MB-WLAN-AC05-2 RDS/7/DEBUG: RADIUS Server No
Response

(2) BR=: FFIKSAIER, BITHIKS. (ERTFPEAPIAIL)

FFIKSTHETEERFBANKSERER, BERRkERR LIXERIBR
2, HiwindowRSHHPEAPIAIERISRZSiE BEh{EAWindows B REFIFTL 158 1A,
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DebuglE R o H:
#EFcode=[3]AIRIL, code=[3I/TIAIEELIRIL, messageidEHIETHEMRIEIRIES

. “user not found in db”,

*Jul 4 17:40:09:098 2012 SDQDA-WLAN-AC141-HSWX6108-AC1 RDS/7/DEBUG: Recv
MSG,[MsgType=PKT response Index = 129, ulParam3=3238036976]

*Jul 4 17:40:09:099 2012 SDQDA-WLAN-AC141-HSWX6108-AC1 RDS/7/DEBUG: Receiv
e Raw Packet is:

*Jul 4 17:40:09:099 2012 SDQDA-WLAN-AC141-HSWX6108-AC1 RDS/7/DEBUG:
03 81 00 81 2e 55 c4 c2 1f a9 be 4f 4b da d2 3e

€6 21 18 8d 4f 06 04 0a 00 04 12 55 33 39 3b 45

617020 41 75 74 68 65 6e 74 69 63 61 74 69 6f

6e 20 46 61 69 6¢ 65 64 2c 20 75 73 65 72 20 6e

6f 74 20 66 6f 75 6e 64 20 69 6e 20 64 62 2¢ 20

5265 71 75 65 73 74 20 44 65 6e 79 20 62 79 20

63 68 69 6e 61 6d 6f 62 69 6¢ 65 2e 63 6f 6d 50

12253858 ee 11 be fb 16 41 17 65 bd eb 57 f5

f2

*Jul 4 17:40:09:099 2012 SDQDA-WLAN-AC141-HSWX6108-AC1 RDS/7/DEBUG: No pic
k-up Notify from Receive Raw Packet!

“Jul 4 17:40:09:099 2012 SDQDA-WLAN-AC141-HSWX6108-AC1 RDS/7/DEBUG: Receiv
e:IP=[221.176.1.138],Code=[3], Length=[129]

*Jul 4 17:40:09:099 2012 SDQDA-WLAN-AC141-HSWX6108-AC1 RDS/7/DEBUG:

[79 EAP-Message ]1[6]1[040A0004]

[18 Reply-Message ]1[85] [39;Eap Authentication Failed, user not found in db, Req
uest Deny by chinamobile.com]  //radiusiE4B/RAN: FUEERFGARETATZIKS,

[80 Message-Autheticator 1[18] [A53858EE11BEFB16411765BDEB57F5F2]

*Jul 4 17:40:09:100 2012 SDQDA-WLAN-AC141-HSWX6108-AC1 RDS/7/DEBUG: Reject



Msg=[39;Eap Authentication Failed, user not found in db, Request Deny by chinamobile.co
m]

%Jul 4 17:40:09:100 2012 SDQDA-WLAN-AC141-HSWX6108-AC1 8021X/6/DOT1X_AUT
H_FAILURE: -IfName=WLAN-DBSS30:443-UserName=18500000100; DOT1X authenticati
on failed.

#Jul 4 17:40:09:102 2012 SDQDA-WLAN-AC141-HSWX6108-AC1 WMAC/4/Station Autho
rization Fail: Station Auth Fail:1.3.6.1.4.1.2011.10.2.75.3.2.0.3
StaMac1:00:22:FB:19:BC:B2 StaMac2:00:22:FB:19:BC:B2 UserName:18500000100 StaM
ac3:00:22:FB:19:BC:B2 Radioid:1 SSIDName:CMCC-AUTO Cause:1 Desc:Unknown
Failure APID:210235A0D4C11A025505 BSSID:C4:CA:D9:81:E3:B0 AuthMode: 1

%Jul 4 17:40:09:102 2012 SDQDA-WLAN-AC141-HSWX6108-AC1 PORTSEC/6/PORTS
EC_DOT1X_LOGIN_FAILURE: -IfName=WLAN-DBSS30:443-MACAddr=00:22:FB:19:BC:
B2-Vlanld=3000-UserName=18500000100; The user failed the 802.1X authentication.

%Jul 4 17:40:09:103 2012 SDQDA-WLAN-AC141-HSWX6108-AC1 WMAC/6/WMAC_CLI
ENT_GOES_OFFLINE: Client 0022-fb19-bcb2 disconnected from WLAN CMCC-AUTO. R
eason code is 1.

%Jul 4 17:40:09:170 2012 SDQDA-WLAN-AC141-HSWX6108-AC1 PORTSEC/5/PORTS
EC_VIOLATION: -lfName=WLAN-DBSS30:443-MACAddr=00:22:FB:19:BC:B2-Vlanld=-30
00-IfStatus=Up; Intrusion detected.

(3) BR=: TRUEIR (ERTFPEAPAILE) .
PEAPEGHERAT, FARSTTHcode=[3]radiusiELEIR T, MRS EEEE Tcode

SRR SOE SR, IRRERSEITLN, Kk FSRINETATILY (B

PRI S B SRR ERIEX) |

Debug & o :

HZRcode=[11HHRL, BRE—5code=[11IRXSIEFEIRSE: “MSCHAPV2_FAILUR
E"

*Aug 20 11:38:15:880 2012 GSLZ-MA-WLAN-RJJD-AC4-JQL-H3C RDS/7/DEBUG: Receiv
e:IP=[221.176.1.138],Code=[11],Length=[179]

*Aug 20 11:38:15:881 2012 GSLZ-MA-WLAN-RJJD-AC4-JQL-H3C RDS/7/DEBUG:

[79 EAP-Message 1 [109]
[010B006B1900170301006086100BD61DIED6C2FA7AF2A95595CA22E3D9690894839367
B5C49B8F6296CB1F18418994818D7B06D64B3DE318629D1E42B574EC10F6C01A396ED
9F5EAO0CD6EDD4C6FED548EFBE2E1C2917486705D3858DD8F81A8581382C8DFD8A46
A9D1786F]

[24 State 1[10] [843B558D00027A7A]
[18 Reply-Message 1[22] IMSCHAPV2_FAILURE_REQ]
[80 Message-Autheticator ] [18] [A3B8692EE27DD7837BBA2A42D16B4854]

*Aug 20 11:38:15:881 2012 GSLZ-MA-WLAN-RJJD-AC4-JQL-H3C RDS/7/DEBUG: Event:
Received Access-Challenge pkt.

*Aug 20 11:38:15:882 2012 GSLZ-MA-WLAN-RJJD-AC4-JQL-H3C RDS/7/DEBUG: Event:
Succeeded in processing Access-Challenge pkt.

*Aug 20 11:38:15:883 2012 GSLZ-MA-WLAN-RJJD-AC4-JQL-H3C 8021X/7/EVENT: Auth:
119,Msg: ACM authentication continue.

*Aug 20 11:38:15:883 2012 GSLZ-MA-WLAN-RJJD-AC4-JQL-H3C 8021X/7/EVENT: Port:
WLAN-DBSS10:139,Auth:119,Received Msg:20482, Current state:14

*Aug 20 11:38:15:884 2012 GSLZ-MA-WLAN-RJJD-AC4-JQL-H3C 8021X/7/PACKET: Port
:WLAN-DBSS10:139, Transmitted a packet.

---Verbose information of the packet---
Destination Mac Address: 5cac-4c7d-841d
Source Mac Address: c4ca-d97b-3102
Mac Frame Type: 888e.

Protocol Version ID: 1.



Packet Type: 0.

Packet Length: 107.

Code: 1.
Identifier: b.
Length: 107.

%Aug 20 11:38:15:894 2012 GSLZ-MA-WLAN-RJJD-AC4-JQL-H3C WMAC/6/WMAC_CLI
ENT_GOES OFFLINE: Client 5cac-4c7d-841d disconnected from WLAN CMCC-AUTO. R
eason code is 8.

*Aug 20 11:38:15:894 2012 GSLZ-MA-WLAN-RJJD-AC4-JQL-H3C 8021X/7/EVENT: Port:
WLAN-DBSS10:139,Notify 1x User offline.

*Aug 20 11:38:15:895 2012 GSLZ-MA-WLAN-RJJD-AC4-JQL-H3C 8021X/7/EVENT: Auth:
118,

*Aug 20 11:38:15:896 2012 GSLZ-MA-WLAN-RJJD-AC4-JQL-H3C 8021X/7/EVENT: Port:
WLAN-DBSS10:139,Auth:119,Received Msg:32, Current state:14

*Aug 20 11:38:15:896 2012 GSLZ-MA-WLAN-RJJD-AC4-JQL-H3C 8021X/7/EVENT: Auth:
119,Processing node FAILURE...

*Aug 20 11:38:15:897 2012 GSLZ-MA-WLAN-RJJD-AC4-JQL-H3C 8021X/7/EVENT: Port:
WLAN-DBSS10:139,Auth:119,Processing node Unauthor action...

*Aug 20 11:38:15:897 2012 GSLZ-MA-WLAN-RJJD-AC4-JQL-H3C 8021X/7/EVENT: Auth:
119,Sending EAPoL-Failure...

(4) BRN: APFFEWS (EFRTSIMIALE) .

SHFSIMIAIE, AFEEFMAEFR. BiS. AAABEEAFIHLR/GGSNIZEIREY
FBRPRSIUSESARIBFRIALE. MNEAFPHFENSRIFESIMIAE, MIAERIA
SR
Debugi&Eo#r:

##Zcode=[3]AUIRI, code=[3|MIAIHELEIR, messageiHEHiEHEAIEIRHEE

: “lllegal Account”,

*Apr 6 17:50:29:645 2012 GDGZ-MA-WLAN-HS-0124-QHD-AC RDS/7/DEBUG: Receive
Raw Packet is:

*Apr 6 17:50:29:645 2012 GDGZ-MA-WLAN-HS-0124-QHD-AC RDS/7/DEBUG:
03 96 00 8c Oe 5e 56 f6 31 40 4f 05 7f 01 47 98

33 60 a7 4c 12 78 31 38 3b 55 73 65 72 28 35 45

4138 32 43 42 36 34 30 43 45 36 34 31 38 43 31

3539 42 29 20 43 68 65 63 6b 69 6e 67 20 4c 6f

67 69 6e 55 73 65 72 20 52 42 69 6¢ 6¢ 53 65 72

76 65 72 2¢ 20 72 65 74 75 72 6e 20 49 6¢ 6¢ 65

67 61 6¢ 20 41 63 63 6f 75 6e 74 2¢c 20 52 65 71

7565 73 74 20 44 65 6e 79 20 62 79 20 63 68 69

6e 61 6d 6f 62 69 6¢ 65 2e 63 6f 6d

*Apr 6 17:50:29:646 2012 GDGZ-MA-WLAN-HS-0124-QHD-AC RDS/7/DEBUG: No pick-u
p Notify from Receive Raw Packet!

*Apr 6 17:50:29:646 2012 GDGZ-MA-WLAN-HS-0124-QHD-AC RDS/7/DEBUG: Receive:l
P=[221.176.1.138],Code=[3],Length=[140]

*Apr 6 17:50:29:646 2012 GDGZ-MA-WLAN-HS-0124-QHD-AC RDS/7/DEBUG:

[18 Reply-Message 1[120] [18;User(5EA82CB640CE6418C159B) Checking Login
User RBillServer, return lllegal Account, Request Deny by chinamobile.com] //radiusiEé

REA: KSIEE.



*Apr 6 17:50:29:646 2012 GDGZ-MA-WLAN-HS-0124-QHD-AC RDS/7/DEBUG: RejectMs
g=[18;User(5EA82CB640CE6418C159B) Checking LoginUser RBillServer, return lllegal Ac
count, Request Deny by chinamobile.com]

%Apr 6 17:50:29:646 2012 GDGZ-MA-WLAN-HS-0124-QHD-AC 8021X/6/DOT1X_AUTH_
FAILURE: -IfName=WLAN-DBSS4:128-UserName=5EA82CB640CE6418C159B; DOT1X
authentication failed.

(5) BRA: BPIKSHRITRE.

BINFTRAN SO IMABRE, sof2/E, KPRIEE. INFMRERAER,
Hirk 2 B EREIERFHBARRAILSS. HtkSRER, IANELM.

Debugi@Eio#r:

#£ZRcode=[3]ANRSL, code=[3[/TAIEIRLEIRSL, messageiHBHHEFEARINERER
: “Credit is ZERO”,

*Aug 31 18:16:15:239 2012 HEHAD-WLAN-AC01-HSWX6103 RDS/7/DEBUG: Receive Ra
w Packet is:

*Aug 31 18:16:15:249 2012 HEHAD-WLAN-AC01-HSWX6103 RDS/7/DEBUG:
03 84 00 81 15 ea b9 5¢ 9f 73 96 10 e5 e4 4b 04

b0 4b 47 0a 12 6d 31 38 3b 55 73 65 72 28 31 33

34 38 33 34 30 39 38 33 38 29 20 43 68 65 63 6b

69 6e 67 20 4c 6f 67 69 6e 55 73 65 72 20 52 42

69 6¢ 6¢ 53 65 72 76 65 72 2¢ 20 72 65 74 75 72

6e 20 43 72 65 64 69 74 20 69 73 20 5a 45 52 4f

2c 20 52 65 71 75 65 73 74 20 44 65 6e 79 20 62

79 20 63 68 69 6e 61 6d 6f 62 69 6¢ 65 2¢e 63 6f

6d

*Aug 31 18:16:15:300 2012 HEHAD-WLAN-AC01-HSWX6103 RDS/7/DEBUG: Event: Rec
eived the detect response from auth-server(IP:221.176.1.138).

*Aug 31 18:16:15:370 2012 HEHAD-WLAN-AC01-HSWX6103 RDS/7/DEBUG: No pick-up
Notify from Receive Raw Packet!

*Aug 31 18:16:15:475 2012 HEHAD-WLAN-AC01-HSWX6103 RDS/7/DEBUG: Free seed:
132 in 221.176.1.138 for User ID:2589

*Aug 31 18:16:15:596 2012 HEHAD-WLAN-ACO1-HSWX6103 RDS/7/DEBUG: Receive:IP
=[221.176.1.138],Code=[3],Length=[129]

*Aug 31 18:16:15:716 2012 HEHAD-WLAN-AC01-HSWX6103 RDS/7/DEBUG:

[18 Reply-Message 1[109] [18;User(13483409838) Checking LoginUser RBillServ
er, return Credit is ZERO, Request Deny by chinamobile.com] //radius}E4&REJJ: Cred
itis ZERO

*Aug 31 18:16:15:917 2012 HEHAD-WLAN-AC01-HSWX6103 RDS/7/DEBUG: RejectMsg
=[18;User(13483409838) Checking LoginUser RBillServer, return Credit is ZERO, Request
Deny by chinamobile.com]

PO, B

BERIFTREAMNIERINERE, KEBRTLIE debug radiusfEESROMTERL ARZf)
FIEEERCST

(1) RADIUSHRSSZEANIMELAUEISK ;

(2) FAFPIKSAIER, RIS, (ERFPEAPIAILE) ;
(3) HEEIR (IEFFPEAPIAIL) ;

(4) RPRFEWS (ERFSIMIAIE) ;

(5) FFKSREE;
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