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1.1 PKIEECE

1.1.1 BEESSL VPN
#SSLVPNRIXIPHELHES A XS 1 Oi41E222.1.1.1.00, #HOSIEKIH4433, THhEiRO443, 4
431w httpsimRsE, AEEEEMKTE.
<H3C>sys
[H3C]sslvpn gateway SSLVPNGW
[H3C-sslvpn-gateway-SSLVPNGW]ip address 222.1.1.100 port 4433
[H3C-sslvpn-gateway-SSLVPNGW]service enable
[H3C-sslvpn-gateway-SSLVPNGW]quit
#BUFRSSL VPN ACEZMO1 BL&#ZOIP/310.10.10.1/24
[H3Clinterface SSLVPN-AC 1
[H3C-SSLVPN-ACH]ip address 10.10.10.1 255.255.255.0
[H3C-SSLVPN-AC1]quit
#EUEE B FR9“SSLPOOL”, 18 IPHENEERE/910.10.10.2——10.10.10.254
[H3C]sslvpn ip address-pool SSLPOOL 10.10.10.2 10.10.10.254
#BIEEACL 3999, FBiFSSL VPNRIFIHIAAIPIRIEIR192.168.10.0/24KE%

[H3C]acl advanced 3999

[H3C-acl-ipv4-adv-3999]rule permit ip destination 192.168.10.0 0.0.0.255
[H3C-acl-ipv4-adv-3999]quit

1.1.2 FRESSL VPN

# ECESSL VPNif[A)sLl*SSLVPNSL'3|FISSL VPN “SSLVPNGW”
[H3C] sslvpn context SSLVPN
[H3C-sslvpn-context-SSLVPN]gateway SSLVPNGW

#3|FASSL VPN
[H3C-sslvpn-context-SSLVPN]ip-tunnel interface SSLVPN-AC1

#3|FASSL VPNitiibith, #A3F0dns
[H3C-sslvpn-context-SSLVPN]ip-tunnel address-pool SSLPOOL mask 255.255.255.0
[H3C-sslvpn-context-SSLVPN]ip-tunnel dns-server primary 114.114.114.114
#OUEREEAHTIZR NEIWANG”, FRINESEIZRIA192.168.10./24
[H3C-sslvpn-context-SSLVPN]ip-route-list NEIWANG
[H3C-sslvpn-context-SSLVPN-route-list-NEIWANG] include 192.168.10.0 255.255.255.0

# BIEESSL VPNRREZZE“SSLVPNZIYUAN”, S|FERHFIZRNEIWANG”, ECEACLIREI, RE1E
IHFACLIGERIR A BT LAAIEIPEIR. ECESSLAFIAIE Asvpnid.
[H3C-sslvpn-context-SSLVPN]policy-group SSLVPNZIYUAN
[H3C-sslvpn-context-SSLVPN-policy-group-SSLVPNZIYUANTfilter ip-tunnel acl 3999
[H3C-sslvpn-context-SSLVPN-policy-group-SSLVPNZIYUAN]ip-tunnel access-route ip-route-list NEIWANG
[H3C-sslvpn-context-SSLVPN-policy-group-SSLVPNZIYUAN]quit
[H3C-sslvpn-context-SSLVPN]aaa domain svpn
[H3C-sslvpn-context-SSLVPN]service enable
[H3C-sslvpn-context-SSLVPN]quit

1.1.3 BIEESSL VPNEBFH

BEESSL VPNARFER TR AIsvpnFH5SSL VPNEIRSSLVPNZIYUANSBE,

[H3C] user-group svpn
[H3C-ugroup-svpn]authorization-attribute sslvpn-policy-group SSLVPNZIYUAN
[H3C-ugroup-svpn]quit

1.1.4 RIFELDAPIRSSES

login-dn 2LDAPEIEMSAHIRRE (ERILETEWSHIRNREEEIERRMUR) | login-passwor
IR EERMW ST, ipIRLDAPRRSSEEATIPHENE, search-base-dnFR~EE KA FITE
FIBR. user-parameters samaccountnameS&ERR<EHK A B samaccountnameld, 8%
HAEHAFEEEACNE.

[H3C]Idap server svpn

[H3C-Idap-server-svpn]login-dn cn=administrator,cn=users,dc=test,dc=com

[H3C-Idap-server-svpn]search-base-dn ou=svpn,dc=test,dc=com



[H3C-Idap-server-svpn]ip 10.88.142.171
[H3C-Idap-server-svpn]login-password simple XXXxxxx
[H3C-Idap-server-svpn]user-parameters user-name-attribute samaccountname
[H3C-Idap-server-svpn]quit

1.1.5 SIZFELDAPHZE
BUZELDAP5 Z=IELDAPIAIEF I & 5B ERLDAPIR S5 28,

[H3C]ldap scheme svpn
[H3C-Idap-svpn]authentication-server svpn
[H3C-Idap-svpn]authorization-server svpn

1.1.6 BlZESSL VPNIAIEE,
BUEESSL VPNIAIES, ISIAIEBNR e Esvpn AR, FHEEENERFEIsvpnd,

[H3C]domain svpn
[H3C-isp-svpn]authorization-attribute user-group svpn
[H3C-isp-svpn]authentication sslvpn Idap-scheme svpn
[H3C-isp-svpn]authorization sslvpn Idap-scheme svpn
[H3C-isp-svpn]accounting sslvpn none

1.1.7 BCESLDAPIRSS SR EE IR

[H3Clinterface GigabitEthernet 1/0/8
[H3C-GigabitEthernet1/0/8]ip address 10.88.142.1 255.255.255.0
[H3C-GigabitEthernet1/0/8]quit

1.1.8 $&SSL VPNim ARSI, MBI M= REE

gL e, BF'SSLVPN?, SSL VPN 1IIARIZ 21 SSLVPN
[H3C]security-zone name SSLVPN
[H3C-security-zone-SSLVPN]import interface SSLVPN-AC1
[H3C-security-zone-SSLVPN]quit

#AEL IR DAPIE1/0/8EOMNIZ XIS
[H3C]security-zone name LDAP
[H3C-security-zone-DMZ]import interface GigabitEthernet 1/0/8
[H3C-security-zone-DMZ]quit

#RIERIRSIISRA, BRFR/I4433, PLECSSLVPNIif
[H3CJobject-group service 4433
[H3C-obj-grp-service-4433]service tcp destination eq 4433
[H3C-obj-grp-service-4433]quit

#EL BB T2 RISE UntrustElLocalls; B AYim /9 TCP4433i%k AR
H3C]security-policy ip
H3C-security-policy-ip]rule 5 name Untrst-Local
H3C-security-policy-ip-5-Untrst-Local]action pass

[
[
[
[H3C-security-policy-ip-5-Untrst-Local]source-zone Untrust
[H3C-security-policy-ip-5-Untrst-Local]destination-zone Local
[H3C-security-policy-ip-5-Untrst-Local]service 4433
[H3C-security-policy-ip-5-Untrst-Local]quit
HILERBL SR ERZ L ASSLVPN, BRiZSEA TrustEIERE
[H3C-security-policy-ip]rule 10 name SSLVPN-Trust
[H3C-security-policy-ip-10-SSLVPN-Trust]action pass
[H3C-security-policy-ip-10-SSLVPN-Trust]source-zone SSLVPN
[H3C-security-policy-ip-10-SSLVPN-Trust]destination-zone Trust
[H3C-security-policy-ip-10-SSLVPN-Trust]quit
#HILERLERERIE BR LI IDMZ, LocallsfIEdEmE
H3C-security-policy-ip]rule 15 name DMZ-local
H3C-security-policy-ip-15-DMZ-local]action pass
H3C-security-policy-ip-15-DMZ-local]source-zone DMZ

H3C-security-policy-ip-15-DMZ-local]destination-zone DMZ

[

[

[

[H3C-security-policy-ip-15-DMZ-local]source-zone Local

[

[H3C-security-policy-ip-15-DMZ-local]destination-zone Local
[

H3C-security-policy-ip-15-DMZ-local]quit

12 (RFECE

save force
1.3 ELELWIE, BERSHRINAAR

<H3Cx>dis sslvpn session verbose
User : zhangsan
Context : SSLVPN
Policy group  : SSLVPNZIYUAN



Idle timeout  : 30 min

Created at :19:52:36 UTC Sun 04/19/2020
Lastest :19:52:36 UTC Sun 04/19/2020
User IPv4 address : 10.88.26.145

Alloced IP :10.10.10.2

Session ID 114

Web browser/OS  : Windows
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