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1.1 pEXiENEE

1.1.1 EEESSL VPNRIZ
#SSLVPNRISEI P HES R W51 iE222.1.1.1.00, #OSEMK94433, GREW9443, 443i%
OFOhttpsimiMse, SAEFEREMKECE.

<H3C>sys

[H3C]sslvpn gateway SSLVPNGW




[H3C-sslvpn-gateway-SSLVPNGW]ip address 222.1.1.100 port 4433
[H3C-sslvpn-gateway-SSLVPNGW]service enable
[H3C-sslvpn-gateway-SSLVPNGW]quit

#B7ESSL VPN ACHEE1 BL&#%MIPJ910.10.10.1/24

[H3Clinterface SSLVPN-AC 1

[H3C-SSLVPN-ACH1]ip address 10.10.10.1 255.255.255.0

[H3C-SSLVPN-AC1]quit

#OIEEHBHE AR A“SSLPOOL”, $85EIPHEUEEE10.10.10.2——10.10.10.254
[H3C]sslvpn ip address-pool SSLPOOL 10.10.10.2 10.10.10.254

#BIFEACL 3999, Fe¥FSSL VPNAFIAIEAIPAIRETIR192.168.10.0/24MIER

[H3Clacl advanced 3999

[H3C-acl-ipv4-adv-3999]rule permit ip destination 192.168.10.0 0.0.0.255
[H3C-acl-ipv4-adv-3999]quit

1.1.2 ECESSL VPNLHI

# ECESSL VPNifEJsLAlSSLVPNSL'3|FISSL VPN SSLVPNGW”

[H3C] sslvpn context SSLVPN

[H3C-sslvpn-context-SSLVPN]gateway SSLVPNGW

#5|FSSL VPN#EO1

[H3C-sslvpn-context-SSLVPN]ip-tunnel interface SSLVPN-AC1

#3|FASSL VPNithiiith, ##3#0dns

[H3C-sslvpn-context-SSLVPN]Jip-tunnel address-pool SSLPOOL mask 255.255.255.0
[H3C-sslvpn-context-SSLVPN]Jip-tunnel dns-server primary 114.114.114.114
#HOIFRER IR NEIWANG”, 7MINEEEIZREN192.168.10./24
[H3C-sslvpn-context-SSLVPN]ip-route-list NEIWANG
[H3C-sslvpn-context-SSLVPN-route-list-NEIWANG] include 192.168.10.0 255.255.255.0
# BIEESSL VPNEERLE'SSLVPNZIYUAN”, S|MRRHEFIFRNEIWANG”, ECEACLIREI, REEITACL
ISEARR AR LAIGIEIPEIR, BCESSLAFIAIEIsvpniE,
[H3C-sslvpn-context-SSLVPN]policy-group SSLVPNZIYUAN
[H3C-sslvpn-context-SSLVPN-policy-group-SSLVPNZIYUANTfilter ip-tunnel acl 3999
[H3C-sslvpn-context-SSLVPN-policy-group-SSLVPNZIYUAN]ip-tunnel access-route ip-route-list NEI
WANG

[H3C-sslvpn-context-SSLVPN-policy-group-SSLVPNZIYUAN]quit
[H3C-sslvpn-context-SSLVPN]aaa domain svpn
[H3C-sslvpn-context-SSLVPN]service enable

[H3C-sslvpn-context-SSLVPN]quit

1.1.3 GUEESSL VPNEFE

BIEESSL VPNEFAERZFRAsvpnFFSSSL VPNEIE“SSLVPNZIYUAN4RE,

[H3C] user-group svpn

[H3C-ugroup-svpn]authorization-attribute sslvpn-policy-group SSLVPNZIYUAN
[H3C-ugroup-svpn]quit

1.1.4 BUZLDAPHRSSES

login-dn2LDAPEEIKSHEER (BERLEEKSHEIURSEEERIUR) | login-passwordXiz
EHERWSHIER. ipXIRLDAPIRSSESHIIPHENE, search-base-dnFREEKRIAFFENER. us
er-parameters samaccountnameSiFnE KA ElEsamaccountnameld, REHANEHRAFELE
EIECNE.,

[H3C]ldap server svpn

[H3C-Idap-server-svpn]login-dn cn=administrator,cn=users,dc=test,dc=com
[H3C-Idap-server-svpn]search-base-dn ou=svpn,dc=test,dc=com
[H3C-Idap-server-svpnlip 10.88.142.171

[H3C-Idap-server-svpn]login-password simple xxxxxxx
[H3C-Idap-server-svpn]user-parameters user-name-attribute samaccountname
[H3C-Idap-server-svpn]quit

1.1.5 BIZELDAPAHZ

BIEZLDAPTI 2L DAPINIERIEAN £ A5 [ALDAPIRSS 25

[H3C]ldap scheme svpn

[H3C-Idap-svpn]authentication-server svpn

[H3C-Idap-svpn]authorization-server svpn

1.1.6 BUEESSL VPNIAIES,

BUEESSL VPNIAIEE, $SIAEEN S msvpnSE, HEIBEINERFEBsvpnd,
H3C]domain svpn

H3C-isp-svpn]authorization-attribute user-group svpn

[
[
[H3C-isp-svpn]authentication sslvpn Idap-scheme svpn
[H3C-isp-svpnlauthorization sslvpn Idap-scheme svpn
[

H3C-isp-svpn]accounting sslvpn none



1.1.7 BeE5SLDAPIRS S E KR

[H3Clinterface GigabitEthernet 1/0/8
[H3C-GigabitEthernet1/0/8]ip address 10.88.142.1 255.255.255.0
[H3C-GigabitEthernet1/0/8]quit

1.1.8 #SSL VPNigOIIAR S, HBXIRZ e kg

HREL e, BFRSSLVPN”, $SSL VPN 1IN AEIZ 2 SSLVPN”
[H3C]security-zone name SSLVPN
[H3C-security-zone-SSLVPN]import interface SSLVPN-AC1
[H3C-security-zone-SSLVPN]quit

B 2IRLDAPIE/0/8EOMNIZ X

[H3C]security-zone name LDAP

[H3C-security-zone-DMZ]import interface GigabitEthernet 1/0/8
[H3C-security-zone-DMZ]quit

#EEIRSSXISRAE, HEFR4433, TEECSSLVPNIR
[H3C]object-group service 4433
[H3C-obj-grp-service-4433]service tcp destination eq 4433
[H3C-obj-grp-service-4433]quit

#ECER B R 2 RISE UntrustZLocalis B A9i% O A TCP4433i% I AUE
H3C]security-policy ip

H3C-security-policy-ip]rule 5 name Untrst-Local
H3C-security-policy-ip-5-Untrst-Locallaction pass

[
[
[
[H3C-security-policy-ip-5-Untrst-Local]source-zone Untrust
[H3C-security-policy-ip-5-Untrst-Local]destination-zone Local
[H3C-security-policy-ip-5-Untrst-Local]service 4433
[H3C-security-policy-ip-5-Untrst-Local]quit

HLER BRI MERL S ISSLVPN, BRikEE R Trust SRR E
[H3C-security-policy-ip]rule 10 name SSLVPN-Trust
[H3C-security-policy-ip-10-SSLVPN-Trust]action pass
[H3C-security-policy-ip-10-SSLVPN-Trust]source-zone SSLVPN
[H3C-security-policy-ip-10-SSLVPN-Trust]destination-zone Trust
[H3C-security-policy-ip-10-SSLVPN-Trust]quit
HICERERE RS BR L ADMZ, Locall itz RE
H3C-security-policy-ipJrule 15 name DMZ-local
H3C-security-policy-ip-15-DMZ-local]action pass
H3C-security-policy-ip-15-DMZ-local]source-zone DMZ

[
[
[
[H3C-security-policy-ip-15-DMZ-local]source-zone Local
[H3C-security-policy-ip-15-DMZ-local]destination-zone DMZ
[H3C-security-policy-ip-15-DMZ-local]destination-zone Local
[H3C-security-policy-ip-15-DMZ-local]quit

1.2 (RFERE

save force

1.3 ECELWIE, EERSHAIIAAR

<H3Cxdis sslvpn session verbose

User : zhangsan

Context : SSLVPN

Policy group  : SSLVPNZIYUAN

Idle timeout  : 30 min

Created at :19:52:36 UTC Sun 04/19/2020

Lastest :19:52:36 UTC Sun 04/19/2020

User IPv4 address : 10.88.26.145

Alloced IP :10.10.10.2

Session ID 114

Web browser/OS  : Windows
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