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M. REER:

1. ACHIEEE(SR:

#

version 5.20, Release 2308P07

#

sysname AC

#

domain default enable system

#

telnet server enable

#

port-security enable

#

vian 1

#

vlan 2

#


https://zhiliao.h3c.com/questions/catesDis/163
https://zhiliao.h3c.com/questions/catesDis/184
https://zhiliao.h3c.com/User/other/0

domain system
access-limit disable
state active
idle-cut disable
self-service-url disable
#
user-group system
group-attribute allow-guest
#
local-user admin
password simple admin
authorization-attribute level 3
service-type telnet
#
wlan rrm
dotlla mandatory-rate 6 12 24
dotlla supported-rate 9 18 36 48 54
dotllb mandatory-rate 1 2
dotllb supported-rate 5.5 11
dotllg mandatory-rate 12 5.5 11
dotllg supported-rate 6 9 12 18 24 36 48 54
i
wlan service-template 1 clear
ssid h3c-nat
bind WLAN-ESS 1
client forwarding-mode local
service-template enable
#
interface NULLO
#
interface Vlan-interfacel
ip address 172.16.1.10 255.255.255.0
#
interface GigabitEthernet1/0/1
#
interface GigabitEthernet1/0/2
#
interface GigabitEthernet1/0/3
#
interface GigabitEthernet1/0/4
#
interface Ten-GigabitEthernet1/0/5
#
interface WLAN-ESS1
port access vlan 2
#
wlan ap apl model WA2610i-GN id 1
trap enable
map-configuration fitap.txt
serial-id 219801A0CLC124000294
radio 1
service-template 1
radio enable
#
ip route-static 202.106.1.0 255.255.255.0 172.16.1.1
#

undo info-center logfile enable



#

arp-snooping enable
#

load xml-configuration
#
user-interface con 0
user-interface vty 0 4
authentication-mode scheme
user privilege level 3

#

Return
2. fitap.txt mapX{HHIEEER:
#
vlan 2 to 256

i

interface GigabitEthernet 1/0/1
port link-type trunk

port trunk permit vian all

#

return
3. MSR-JiTuanfERB(E=:

#

version 5.20, Release 2209P15
#

sysname MSR-JiTuan

#

domain default enable system
#

dar p2p signature-file flash:/p2p_default.mtd
#

port-security enable

#

vian 1

#

domain system

access-limit disable

state active

idle-cut disable
self-service-url disable

i

user-group system
group-attribute allow-guest

#

local-user admin

password cipher $c$3$40gC1lcxf/wlJNalufFP)JsjKAof+QP5aV
authorization-attribute level 3
service-type telnet

#

cwmp

undo cwmp enable

#

interface Aux0

async mode flow

link-protocol ppp

#

interface Cellular0/0

async mode protocol



link-protocol ppp
#
interface Ethernet0/0
port link-mode route
ip address 172.16.1.1 255.255.255.0
#
interface Ethernet0/1
port link-mode route
nat outbound static
ip address 202.106.1.254 255.255.255.0
#
interface NULLO
#
#
voice-setup
#
sip
#
sip-server
#
call-rule-set
#
call-route
#
dial-program
default entity fax protocol standard-t38
default entity fax protocol standard-t38 hb-redundancy 0
default entity fax protocol standard-t38 Ib-redundancy 0
#

aaa-client

#

gk-client

#

nat static 172.16.1.10 202.106.1.253
#

load xml-configuration

#

load tr069-configuration

#

user-interface tty 12
user-interface aux 0
user-interface vty 0 4
authentication-mode scheme
#

Return

4. MSR-FenzZhifyE&E(SR:

i

version 5.20, Release 2104P02
#

sysname MSR-FenZhi

#

nat address-group 1 202.106.1.2 202.106.1.10
#

domain default enable system
#

dar p2p signature-file flash:/p2p_default.mtd
#



port-security enable
#
acl number 2001
rule 0 permit source 192.168.1.0 0.0.0.255
rule 5 deny
#
vian 1
#
vlan 2
#
domain system
access-limit disable
state active
idle-cut disable
self-service-url disable
#
dhcp server ip-pool ap
network 192.168.1.0 mask 255.255.255.0
gateway-list 192.168.1.1
option 43 hex 80070000 01CA6A01 FD //ACHBit/9202.106.1.253
#
dhcp server ip-pool vlan2
network 192.168.2.0 mask 255.255.255.0
gateway-list 192.168.2.1
#
user-group system
#
local-user admin
password cipher .]J@USE=B,53Q="Q MAF4<1!!
authorization-attribute level 3
service-type telnet
#
cwmp
undo cwmp enable
#
interface Aux0
async mode flow
link-protocol ppp
#
interface Cellular0/0
async mode protocol
link-protocol ppp
#
interface NULLO
#
interface Vlan-interfacel
ip address 192.168.1.1 255.255.255.0
#
interface Vlan-interface2
ip address 192.168.2.1 255.255.255.0
#
interface GigabitEthernet0/0
port link-mode route
nat outbound 2001 address-group 1
ip address 202.106.1.1 255.255.255.0
#
interface GigabitEthernet0/1



port link-mode bridge
port link-type trunk
port trunk permit vlan all
#
interface GigabitEthernet0/2
port link-mode route
#
interface GigabitEthernet0/3
port link-mode route
#
interface GigabitEthernet0/4
port link-mode route
#
ip route-static 0.0.0.0 0.0.0.0 202.106.1.254
#
dhcp server forbidden-ip 192.168.1.1
dhcp server forbidden-ip 192.168.2.1
#
dhcp enable
#
load xml-configuration
i
load tr069-configuration
#
user-interface tty 12
user-interface aux 0
user-interface vty 0 4
authentication-mode scheme
#
Return
h. FERESE:
1. ACELH:
#BUEVLAN, FHECEVLANEIPibIE,
system-view
[AC] vlan 2
[AC -vlan2] quit
[AC] interface Vlan-interfacel
[AC-Vlan-interfacel] ip address 172.16.1.10 255.255.255.0
[AC-Vlan-interfacel] quit
#{FREARP SnoopingIiaE,
[AC] arp-snooping enable
#ECERFSIRH.
[AC] ip route-static 202.106.1.0 255.255.255.0 172.16.1.1
#ECEWLAN ESSH#EM,
[AC] interface WLAN-ESS1
[AC-WLAN-ESS1] port access vlan 2
[AC-WLAN-ESS1]quit
#EcEservice-templatefRS5#&tR, FEAMIERINEE.
[AC] wlan service-template 1 clear
[AC-wlan-st-1] ssid h3c-nat
[AC-wlan-st-1] bind WLAN-ESS 1
[AC-wlan-st-1] client forwarding-mode local
[AC-wlan-st-1] service-template enable
[AC-wlan-st-1] quit
#EcEapl, HIEEXMHFIEIZIAP,
[AC] wlan ap apl model WA2610i-GN
[AC-wlan-ap-ap1l] serial-id 219801A0CLC124000294



[AC-wlan-ap-ap1l] map-configuration fitap.txt
[AC-wlan-ap-apl] radio 1

[AC- wlan-ap-apl-radio-1] service-template 1
[AC- wlan-ap-apl-radio-1] radio enable

[AC- wlan-ap-apl-radio-1] quit
[AC-wlan-ap-apl] quit

2. fitap.txt map3{4fcE:

#4wSfitap.txt mapXHEEF LEEIACHICFR,
#

vlan 2 to 256

#

interface GigabitEthernet 1/0/1

port link-type trunk

port trunk permit vlan all

i

return

3. MSR-JiTuanfg&:

#ECELAKREEL IPitbE,

system-view

[MSR-JiTuan] interface Ethernet0/0

[MSR-JiTuan - Ethernet0/0] ip address 172.16.1.1 255.255.255.0
[MSR-JiTuan - Ethernet0/0] quit

[MSR-JiTuan] interface Ethernet0/1

[MSR-JiTuan - Ethernet0/1] ip address 202.106.1.254 255.255.255.0
[MSR-JiTuan - Ethernet0/1] quit

#ECE N —EE SR RG],

[MSR-JiTuan] nat static 172.16.1.10 202.106.1.253

[MSR-JiTuan] interface Ethernet0/1

[MSR-JiTuan - Ethernet0/1] nat outbound static

[MSR-JiTuan - Ethernet0/1] quit

4. MSR-FenZhifig&:

#BIEVLAN, IRLCKRIEORNTIFE, FHEEIUAMEOR VLANEEOPiE,
system-view

[MSR-Fenzhi] vlan 2

[MSR-Fenzhi -vlan2] quit

[MSR-Fenzhi] interface GigabitEthernet0/1

[MSR-FenZhi - GigabitEthernet0/1] port link-mode bridge

[MSR-FenZhi - GigabitEthernet0/1] port link-type trunk

[MSR-FenZhi - GigabitEthernet0/1] port trunk permit vian all
[MSR-FenZzhi - GigabitEthernet0/1] quit

[MSR-FenZzhi] interface GigabitEthernet0/0

[MSR-FenZhi - GigabitEthernet0/0] ip address 202.106.1.1 255.255.255.0
[MSR-FenZhi - GigabitEthernet0/0] quit

[MSR-FenZhi] interface Vlan-interfacel

[MSR-FenZhi -Vlan-interfacel] ip address 192.168.1.1 255.255.255.0
[MSR-FenZhi -Vlan-interfacel] quit

[MSR-FenZhi] interface Vlan-interface2

[MSR-FenZhi -Vlan-interface2] ip address 192.168.2.1 255.255.255.0
[MSR-FenZhi -Vlan-interface2] quit

#BECEDHCP server, FH&E NapHECibitAgiblibittioption 43 B, ACHbBLE20
2.106.1.253,

[MSR-Fenzhi] dhcp enable
[MSR-Fenzhi] dhcp server ip-pool ap

[MSR-FenZhi - dhcp server ip-pool ap] network 192.168.1.0 mask 255.255.2
55.0

[MSR-FenZhi - dhcp server ip-pool ap] gateway-list 192.168.1.1
[MSR-FenZhi - dhcp server ip-pool ap] option 43 hex 80070000 01CA6A01



FD
[MSR-FenZhi - dhcp server ip-pool ap] quit
[MSR-FenZhi] dhcp server ip-pool vlan2

[MSR-FenZhi - dhcp server ip-pool vlan2] network 192.168.2.0 mask 255.25
5.255.0

[MSR-Fenzhi - dhcp server ip-pool vlan2] gateway-list 192.168.2.1
[MSR-FenZzhi - dhcp server ip-pool vlan2] quit

[MSR-Fenzhi] dhcp server forbidden-ip 192.168.1.1

[MSR-Fenzhi] dhcp server forbidden-ip 192.168.2.1

#ECEIRIIEHFIZR2001, {LFeiFAERMLEH192.168.1.0/24RERAIFFRILAAIEIN

ternet,
[MSR-Fenzhi] acl number 2001
[MSR-FenZzhi -acl-basic-2001] rule 0 permit source 192.168.1.0 0.0.0.255
[MSR-FenZzZhi -acl-basic-2001] rule 5 deny
[MSR-FenZhi -acl-basic-2001] quit
#BECEIPHBUEB].,
[MSR-FenZhi] nat address-group 1 202.106.1.2 202.106.1.10
# fEH#EOGigabitEthernet0/0_EEEEACL 2001 .51PHBHEE 1FHKEX,
[MSR-FenZzhi] interface GigabitEthernet0/0
[MSR-FenZhi - GigabitEthernet0/0] nat outbound 2001 address-group 1
[MSR-FenZhi - GigabitEthernet0/0] quit
#BLEENARSH,
[MSR-FenZhi] ip route-static 0.0.0.0 0.0.0.0 202.106.1.254
7%, SEERISIE:
(1) EESZHHEEARERL.

[<MSR-FenZhi>display nat session

There are currently 2 NAT sessions:

Protocol GlobalAddr Port InsideAddr Port DestAddr Port
UDP 202.106.1.5 12289 192.168. 1.3 12222 202.106.1. 253 12222
status:1l TTL:00:04:00 Left:00:04:00 VPN:—

upP 202.106.1.5 12288 192.168.1.3 12223  202.106. 1. 253 12223
status:1l TTL:00:04:00 Left:00:03:56 VPN:—

(2) EEEABHBRNAtRIERIL

[<MSR-JiTuan>display nat server
NAT server in private network information:
There are currently 2 internal server(s)
Interface: Ethernet0/1, Protocol: 17 (udp)
Global: 202.106.1.253 : 12222
Local : 172.16.1.10 : 12222

Interface: Ethernet0/1, Protocol: 17 {udp)
Global @ 202.106.1. 253 : 12223
Local : 172.16.1.10 : 12223

(3) BEEAPER.

l<AC>display wlan ap all
Total Nunber of APs configured e |
Total Number of configured APs cornected : 1
Total Number of auto APs connected : 0
]

State : I = Idle, J = Join, JA = JoinAck, IL = Imageload
C = Config, R = Run, KU = Keylpdate, KC = KeyCfm

AP Name State Nodel Serial-ID

apl R/ WAZ610i-GN 219801A0CLC1 24000294

(5) BEEEFRER.

l<AC>display wlan client
Total Humber of Clients ik

Client Information

S5ID: h3c-—nat

NAC Address User Name APID/RID IP Address VLAN

0024-4636-18b2 -NA- 1 /1 192.168.2.2 2

(6) ZEFuRIRENIPHINLER., FREpinglBRIK,



Ethernet adapter {D

Hedia State - S = = » «» % HMedia disconnected

ping 192.168.2

of data:




	WX系列AC+Fit AP穿越NAT典型配置（本地转发）
	一、组网需求：
	二、组网图：
	三、特性介绍：
	四、配置信息：
	1．AC的配置信息：
	2．fitap.txt map文件的配置信息：
	3．MSR-JiTuan的配置信息：
	4．MSR-FenZhi的配置信息：

	五、主要配置步骤：
	1．AC配置：
	2．fitap.txt map文件配置：
	3．MSR-JiTuan配置：
	4．MSR-FenZhi配置：

	六、结果验证：

