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R25R3EIPSec 252525.0124534.34.34.024 #IPSechi » HIEME
R2RENT =
#

ipsec transform-set 1

esp encryption-algorithm 3des -cbc
esp authentication-algorithm md5
#

ipsec transform-set 2

protocol ah

ah authentication-algorithm md5
#

ipsec policy 11 isakmp
transform.set 1

security acl 3000
remote-address 13.13.43.3
ke-profile 1

#

ipsec policy 12 isakmp
transform.set 2

security acl 3001
remote-address 1343.13.3
ke-profile 1

#

ike profile 1

keychain 1

local-identity address 1212122
match remote identity address 13.13.13.3 255.255255.255
proposal 1

ike proposal 1

#

ike keychain 1
pre-shared-key address 13.13.13.3 255.255.255.255 key simple 123456

ike dpd interval 10 retry 6 periodic
#

acladvanced 3000
rule 0 permitip source 25.25.25.0 0.0.0.255 destination 3434340 0.0.0.255

#

acladvanced 3001

rule 0 permitip source 26.26.26.0 0.0.0.255 destination 37.37.37.0 0.0.0.255
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RIRENT:
#

ipsec transform.set1
esp encryption-algorithm 3des.chc
esp authentication-algorithm md5
#

ipsec transform-set2
protocol ah
ah authentication-algorithm md5
#

ipsec policy 11 isakmp.
transform.set 1

ike-profile 1
#

ipsec policy 12 isakmp.
transform-set 2

security acl 3001
remote-address 12.12.12.2
ike-profile 1

#
ke profile 1

keychain 1

localidentity address 13.13.13.3

match identity address 12.12.12.2 2 2552
proposal 1

#

ike proposal 1
#

ke keychain 1
pre-shared-key address 12.12.12.2 255.255.255.255 key simple 123456

#
ike dpd interval 10 retry 6 periodic
#

acl advanced 3000
rule 0 permit ip source 34.34.34.0 0.0.0.255 destination 25.25.25.0 0.0.0.255

#

acl advanced 3001

rule 1 permit ip source 37.37.37.0 0.0.0.255 destination 26.26.26.0 0.0.0.255
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(2) R2FHECE:

#

ipsec transform-set 1

esp encryption-algorithm 3des-cbc
esp authentication-algorithm md5
#

ipsec transform-set 2

protocol ah

ah authentication-algorithm md5
#

ipsec policy 1 1 isakmp
transform-set 1

security acl 3000
remote-address 13.13.13.3
ike-profile 1

#

ipsec policy 1 2 isakmp
transform-set 2

security acl 3001
remote-address 13.13.13.3
ike-profile 1
#

ike profile 1

keychain 1

local-identity address 12.12.12.2

match remote identity address 13.13.13.3 255.255.255.255

proposal 1

#

ike proposal 1
#

ike keychain 1

pre-shared-key address 13.13.13.3 255.255.255.255 key cipher
$c$3$VXLgC1uUD9eelugp8kwhpeZpVyvp/A==

#

ike dpd interval 10 retry 6 periodic
#

acl advanced 3000

rule 0 permit ip source 25.25.25.0 0.0.0.255 destination 34.34.34.0 0.0.0.255

#
acl advanced 3001

rule 0 permit ip source 26.26.26.0 0.0.0.255 destination 37.37.37.0 0.0.0.255

#

(3) RIFHECE:
#



ipsec transform-set 1
esp encryption-algorithm 3des-cbc
esp authentication-algorithm md5
#
ipsec transform-set 2
protocol ah
ah authentication-algorithm md5
#
ipsec policy 1 1 isakmp
transform-set 1
security acl 3000
remote-address 12.12.12.2
ike-profile 1
#
ipsec policy 1 2 isakmp
transform-set 2
security acl 3001
remote-address 12.12.12.2
ike-profile 1
#
ike profile 1
keychain 1
local-identity address 13.13.13.3
match remote identity address 12.12.12.2 255.255.255.255
proposal 1
#
ike proposal 1
#
ike keychain 1
pre-shared-key address 12.12.12.2 255.255.255.255 key cipher
$c$3$FNY 10Cdahtwgecp6NaWTB8DnB0O/Oog==
#
ike dpd interval 10 retry 6 periodic
#
acl advanced 3000
rule 0 permit ip source 34.34.34.0 0.0.0.255 destination 25.25.25.0 0.0.0.255
#
acl advanced 3001
rule 1 permit ip source 37.37.37.0 0.0.0.255 destination 26.26.26.0 0.0.0.255
#
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3. BB Rk safllipsec safiESTIE :
(1) &Eike safEalT:
[R-3]dis ike sa

Connection-ID Remote Flag DOI
1 12.12.12.2 RD IPsec
Flags:

RD--READY RL--REPLACED FD-FADING RK-REKEY

(2) EEipsec saIERaN T, AIEERIR T A AREZEEFARunnel iddlipsech¥i&, % 5IHtunne
| 1{5R3P 34.34.34.0/24%025.25.25.0/24 2 [BIASRE, LAMtunnel 2{&$F 37.37.37.0/24%126.26.26.0/242
ERTTRE

[R-3]dis ipsec sa

Interface: GigabitEthernet0/0

IPsec policy: 1
Sequence number: 1



Mode: ISAKMP

Tunnel id: 1

Encapsulation mode: tunnel

Perfect Forward Secrecy:

Inside VPN:

Extended Sequence Numbers enable: N

Traffic Flow Confidentiality enable: N

Path MTU: 1444

Tunnel:
local address: 13.13.13.3
remote address: 12.12.12.2

Flow:
sour addr: 34.34.34.0/255.255.255.0 port: 0 protocol: ip
dest addr: 25.25.25.0/255.255.255.0 port: 0 protocol: ip

[Inbound ESP SAs]
SPI: 3515239723 (0xd1864d2b)
Connection ID: 4294967298
Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-MD5
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/3585
Max received sequence-number: 4
Anti-replay check enable: Y
Anti-replay window size: 64
UDP encapsulation used for NAT traversal: N
Status: Active

[Outbound ESP SAs]
SPI: 227170458 (0x0d8a589a)
Connection ID: 4294967299
Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-MD5
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/3585
Max sent sequence-number: 4
UDP encapsulation used for NAT traversal: N
Status: Active

IPsec policy: 1
Sequence number: 2
Mode: ISAKMP
Tunnel id: 0
Encapsulation mode: tunnel
Perfect Forward Secrecy:
Inside VPN:
Extended Sequence Numbers enable: N
Traffic Flow Confidentiality enable: N
Path MTU: 1456
Tunnel:
local address: 13.13.13.3
remote address: 12.12.12.2
Flow:
sour addr: 37.37.37.0/255.255.255.0 port: 0 protocol: ip
dest addr: 26.26.26.0/255.255.255.0 port: 0 protocol: ip

[Inbound AH SAs]
SPI: 4037884367 (0xf0ad39cf)
Connection ID: 4294967296
Transform set: AH-MD5
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/3566
Max received sequence-number: 4



Anti-replay check enable: Y

Anti-replay window size: 64

UDP encapsulation used for NAT traversal: N
Status: Active

[Outbound AH SAs]
SPI: 80191694 (0x04c7a0ce)
Connection ID: 4294967297
Transform set: AH-MD5
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/3566
Max sent sequence-number: 4
UDP encapsulation used for NAT traversal: N
Status: Active
[R-3]

4 ARG STIMERdtl, SRABHR S AIINE A INE RS
(1) {sF3 37.37.37.7#126.26.26 .63 TEIANI, EAIRtunnel 2HIAHZEIETERRNE, MEAIIR
SCRBHTING, AIABRRHRS A EFAMEIRIRAE.

511.858813 37.37.37.7 26.26.26.6 10MP 142 Echo (ping) request 1d=0x@09a, seq=0/@, ttl=254 (reply in 46)
511.859530 26.26.26.6 37.37.37.7 ICHP 142 Echo (ping) reply  id=x09a, seq=0/@, ttl=254 (request in 45)
512.064137 37.37.37.7 26.26.26.6 10MP 142 Echo (ping) request 1d=0x@09a, seq=1/256, ttl=254 (reply in 48)
512.066779 26.26.26.6 37.37.37.7 P 142 Echo (ping) reply  id-0x809a, seq=1/256, ttl=254 (request in 47)
512.273056 37.37.37.7 26.26.26.6 IcHP 142 Echo (ping) request id-0x009a, seq=2/512, ttl=254 (reply in 51)
512.273534 26.26.26.6 37.37.37.7 P 142 Echo (ping) reply ~ 1d-0x@09a, seq=2/512, ttl-254 (request in 50)
512.477146 37.37.37.7 26.26.26.6 P 142 Echo (ping) request id=0x@@9a, seq=3/768, ttl=254 (reply in 53)
512.477752 26.26.26.6 37.37.37.7 I0MP 142 Echo (ping) reply ~ 1d=8x@09a, seq=3/768, ttl=254 (request in 52)
512.682048 37.37.37.7 26.26.26.6 P 142 Echo (ping) request 1id=0x@@9a, seq=4/1024, ttl=254 (reply in 55)
512.684695 26.26.26.6 37.37.37.7 10MP 142 Echo (ping) reply  1d=8x@09a, seq=4/1024, ttl=254 (request in 54)

Frame 50: 142 bytes on wire (1136 bits), 142 bytes captured (1136 bits)

Ethernet II, Src: 86:d4:36:e7:01: 14:36:27:01: : 86:d4:68:ac:02:05 (86:d4:68:ac:02:05)
Internet Protocol Version 4,|Src: 13.13.
Authentication Header
Internet Protocol Version d) Src: 37.37.37.7, Dst: 26.26.26.6 |
Internet Control Message Protocol

(2) f{3EFH 34.34.34.470125.25.25.5 HTEIGMIE, EARZtunnel 1RIESPREETIRAIIRE, MEATL
BRXABEWRESPINE, TiEEEIR N EFAMSIRIRAS.

ESP 150 ESP (SPI=0x@dBa589a)
ESP 150 ESP (SPI=0xd1864d2b)
ESP 150 ESP (SPI=0x@dB8a589a)
ESP 150 ESP (SPI=0xd1864d2b)
ESP 150 ESP (SPI-0x8d8a589%a)
ESP 158 ESP (SPI=8xd1864d2b)

<

> Frame 2508: 150 bytes on wire (1200 bits), 150 bytes captured (1200 bits)

> Ethernet II, Src: 86:d4:36:e7:01:05 (B6:d4:36:67:01:05), Dst: B6:d4:68:ac:02:05 (86:d4:68:ac:02:05)
» Internet Protocol Version 4,/ Src: 13.13.13.3, Dst: 12.12.12.2 |

> Encapsulating Security Payload

KRR
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