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HlinuxZRFH, BTMESIEEEROIT IR, SIFEXIMEE. Y. E. RESHHCRNTIRE.
FiRfitand, or. notFZIEIEDFEEIARTRNES.

RS E

@< tepdump - dump traffic on a network

1 FIEEERISE

tcpdump

2 B ERR

ISR LIRS, T EAIRREALE—NR, MUEETEEEN-R.
BETANANR, FJLIER, BAEENERipitbiE)9192.168.113.238, XJRAIM-K/geth0

[root@mayonghong ~]# ifconfig
eth®: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet netmask 255.255.255.0 broadcast

inet6 fe80::f99d:84dd:398f:fcad prefixlen 64 scopeid 8x20<l
inet6 fe80::fel7:6cl19:4bad:6c04 prefixlen 64 scopeid 0x20<1l

ether txqueuelen 1000 (Ethernet)

RX packets 164468 bytes 16640543 (15.8 MiB)

RX @ dropped @ overruns @ frame 0

TX packets 9159 bytes 6975599 (6.6 MiB)

TX 0 dropped 0 overruns @ carrier @ collisions 0

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x1lO<host>
loop txqueuelen 1 (Local Loopback)
RX packets 765186 bytes 363838148 (346.9 MiB)
RX 0 dropped © overruns @ frame 0
TX packets 765186 bytes 363838148 (346.9 MiB)
TX @ dropped © overruns @ carrier @ collisions ©

virbr@: flags=4099<UP,BROADCAST,MULTICAST> mtu 1500
inet netmask 255.255.255.0 broadcast

ether txqueuelen 1000 (Ethernet)

RX packets @ bytes @ (0.0 B)

RX O dropped @ overruns @ frame @

TX packets @ bytes 0 (0.0 B)

TX @ dropped 0 overruns @ carrier @ collisions 0

tcpdump -i ethO

3. BIPSEER

BIF: EIRAHIEREN192.168.113.251 ZEIERINBIEE.
&E: H. NSRRI,

tcpdump host 192.168.113.251


https://zhiliao.h3c.com/questions/catesDis/228
https://zhiliao.h3c.com/User/other/76490

[root@mayonghong ~]# tcpdump host
tcpdump: verbose output suppressed, use or for full protocol d
ecode
listening on eth@, link-type EN1OMB (Ethernet), capture size 262144 b
ytes
14:20:51.367571 ARP, Request who-has tell mayonghong,
length 28
:20:51.368965 ARP, Reply (o
Unknown), length 46
:20:54.760890 ARP, Request who-has
, length 46
:21:08.440469 ARP, Request who-has
, length 46
:21:33.110827 ARP, Request who-has
, length 46
:21:39.641121 ARP, Request who-has
, length 46
:21:48.336183 ARP, Request who-has
, length 28
14:21:51.293637 IP mayonghong > : ICMP request, 1
d 45874, seq 7680, length 40
14:21:51.294879 IP > mayonghong: ICMP reply, id
45874, seq 7680, length 40
14:21:56.295588 ARP, Request who-has tell mayonghong,
length 28
14:21:56.296968 ARP, Reply (o
ui Unknown), length 46

4. 45ERR. BintiEEE

BERIR

tcpdump src host hostname

15 EBiRithit

tcpdump dst host hostname

WNERAIEREsrciRdst, APASKIR =& BiR EhostnameiB(EEI S ISIT
TEREITEA192.168.113.25184RZ, AILIEEIESNMPRGER,

[root@mayonghong ~]# tcpdump src host
tcpdump: verbose output suppressed, use or for full protocol d
ecode
listening on eth®, link-type EN1OMB (Ethernet), capture size 262144 b
ytes
14:27:15.975524 IP > mayonghong: ICMP reply, id
45874, seq 10240, length 40
14:27:20.986096 ARP, Reply is-at (o
ui Unknown), length 46
14:27:21.811520 ARP, Request who-has tell
, lenagth 46

14:27:35.433274 IP .snmp > mayonghong.54513: GetRespc
nse(54) system.sysUpTime.0=330672995 E:25506. . =36
14:28:21.650096 IP > mayonghong: ICMP reply, id
45874, seq 10752, length 40
14:28:26.664936 ARP, Reply is-at (o
ui Unknown), length 46
14:28:45.391506 IP > mayonghong: ICMP reply, id

seq 0, length 40

8.839360 IP .snmp > may hong.54513: GetRespo
Nnse(Zus) SYSTEM.SYSUESCr.U=45_DU_ZU_43 bT_bd_//_bl_/Z_bD_ZU DU _bC_bl
_74_66_6f_72_6d_20_53_6f_66_74_77_61_72_65_2c_20_53_6f_66_74_77_61_72
65 20 56 65 72 73 69 6f 6e 28 37 2e 31 2e 30 _34 35 2c 20 52 65 6c_65
61 _73 65_20_33 31 30 _39 50 _30 35 0d_0a_48 50_20_35 31 33 _30_2d_32_34
_47_2d _50_6f_45 2b_2d_34_ 53 _46_50_2b_20_28_33_37_30_57_29 20_45_49 20
53 77 69 _74_63 68 _0d 0a_43_6f 70_79 72 69 67 _68_74 20 28 63 29 20 32
_30_31 30 _2d_32_30_31 35 20_48 65 _77_6c_b65_74 74 2d_50_61_63_6b_61_72
64 20 44 65_76_65_6¢c_6f_70_6d_65_6e_74 20_43 6T_6d_70_61_6e_79 2c_20
4dc 2e 50 2e

5. {5 EIR O

tcpdump port 3000

6. ¥5IRFTCP/UDP

IRS5E8 EARIRS BT TCP, UDPIEAERE, RIIRBLSINTCPRIEIEE

tcpdump tcp

7. KFEEH+iKRO+TCP

A0TSR FH1192.168.113.2517Ei 22 I TCPEGRE

tcpdump tcp port 22 and src host 192.168.113.251

8. BIFSEEMZERIERE

tcpdump ip host 192.168.113.251 and 192.168.113.252

192.168.113.251B2 7#01192.168.113.252 2 SN Z [BIHE(S

tcpdump ip host 192.168.113.251 and | 192.168.113.252

9. THEM = RIBIF

tcpdump tcp -i eth0 -t -s 0 -c 100 and dst port ! 22 and src net 192.168.113.0/24 -w ./target.cap
(1)tep: ip icmp arp rarp #l tep. udp. icMpXLENEERERRE—MSEIME, FRTREURRAY

e




(2)-i eth0 : RiMEZiIHEeth0RIE

(3)-t : NE/RATIEIEL

(4)-s 0 : MENEER LR BOAMBUKE 68T, 11E-S 0 FEILUMEI=EAIEEE
(5)-c 100 : RAMEN1 00 MRS,

(6)dst port | 22 : AHMEN Bfnim 0 2221EUEE

(7)src net 192.168.113.0/24 : HUEEATERMLSHEF192.168.113.0/24

8)

8)-w ./target.cap : {R{FRcap3{F, J5{EFethereal(Blwireshark)DHfr

[root@mayonghong ~]# tcpdump tcp ethod (¢] 100 and dst port
1 22 and src net /24 ./target.cap
tcpdump: listening on eth@, link-type EN1OMB (Ethernet), capture size

262144 bytes
~C60 packets captured

71 packets received by filter
0 packets dropped by kernel

BETHEIEKT, AAwiresharkKEHITHOHT.

PP - 8 x
X640 RED WEU WO MEQ SR KO BED R0 IS0 BEE
® rERERe==TiE/Eaaan
s =+
3 B s e B
1000000 13216011323 19215021045 sk 166 Server: Encrypted packet (len-i12)
37503362 19216611303 192165200105 1P 548080 ~ 56703 [ACK] Seq=1 Ack=1461 Win=32128 Len=0
azeedssl  1mlssanias 192120005 T 50,8050 + 56703 [ACK] Seq-1 Ack-2439 Win-35072 Len-0
S7alense  1mlseal6 192160214145 AP 166 HTTP/1.1 200 0K
679.032% 12112 1921620418 TP 548080 + 56703 [ACK] Seq113 Ack-4877 Win=40960 Len-0
77003520 19.168.113.23  192.168.214.145  HTTP 16 HITP/1.1 200 0K
ssaeners  1mIsans 1921620005 T 50,8050 + 56703 [ACK] Seq=225 Ack=7315 Win=d6720 Len=0
Sesewrer  1miseanze 1921214145 AR 166 HTTP/1.1 200 0K
LE0R0N 121633 192168204185 TP 548080 + 56703 [ACK] Seq337 Ack-9753 Win=52608 Len-0
192.168.113.23  152.168.216.145  HTIP 16 HITP/1.1 200 0K
Tssomen 128 1262025 TC 50,8050 ~+ 56703 [ACK] Seq=4d3 Ack=12151 Win-58456 Len-0
Dosono 1Ml 192160214145 AP 166 HTTP/1.1 200 0K
199,003 19216013298 192.160.214085 TP 548080 - 56703 [ACK] Seqr551 Ack-14629 Min-64255 Lent
» Frame 47: 54 byces on wire (432 bits), 54 bytes captured (432 bits)
~ Ethernet T1, Src: Hangzhou 1d:71:%e (6c:da:d1:14:21:7e), Dst: Hangehou &c:37:64 (50:d0:60:4c:37:64)
> Destination: Hangzhou_4c:37:64 (50:da:00:4c:3
» Source: Hangzhou 14:21:fs (cidarals1d:2life)
Type: Thva (axos
 Tnternet Protocol Version &, Src: 192.163.113.238, Dst: 192.168.214.145
€100 ... - Version: &
.. G101 = Header Length: 20 bytes (5)
> Differentisted Services Field: 0xe0 (DSCP: 50, ECH: Mot-£CT)
Total Lengen: 40
Ldentiication: 0cf2es (52181)
> Flagss 0xd000, Don't fragaent
Fraguent offs
Tine to e
Protocol: 107 (6) v
50 da 00 4c 37 64 c da 4110 21 Fe 06 00 45 00 P L7 A1 E
00 75 42 05 20 00 20 65 7019 ch a8 Tl ce 038 (E6 ~ q
6 91 15 50 de 2 1c 58 32 7¢ cb of 2 22 50 10 2
o e s 00 00

AT HFEMCES LIRSS SHERRENISNMPRZELRE, GolT:
tecpdump -i eth0 -s 0 -¢ 100 host 192.168.113.251 -w ./myh1.cap

[root@mayonghong ~]# tcpdump ethoO [¢] 100 host
./myhl.cap
tcpdump: listening on eth®, link-type EN1OMB (Ethernet), capture size
262144 bytes

100 packets captured
101 packets received by filter
0 packets dropped by kernel

FAwireshark3R{EF TR T

Hangzhou 14:8a:af  Broadcast awe 60 Who has 192.168.113.251 Tell 162,168.113.126
25.550188  Hangzhou_10:d9:96  Broadcast
38369 192.060.013.238 12168113251 IO
45385 192.166.013.251  192.168.113.238  IO®
513135925 Hangzhou 10:21:7e  Hewletep_67:93:03  ARP
613136599 HeulsttP b7:93:03  Hangzhou 1di2life  ARP

742.955098  192.166.113.2%  192.168.113.251 S
Ba20%753  192.168.113.251  12.168.113.238 S
942.058832  192.166.113.238  192.168.113.251 S
1022961723 192.168.113.251  192.168.113.23% WP

1042062025 192168113238  192.168.113.251  Swe

1242965020  192.165.113.251  192.165.113.23% WP 1.
192.168.113.238  192.168.113.251  Swe 156 1360202200 13.6.0.2.0.2.2.0.2 1.3.6.0.2.1.2.2.1.7 1.3.6.1.2.1.2.2.1.8 1.3.6.1.2.1.2.2.1
1042.99972 192168113251 192.165.113.238  SW® 650 get-response 1.3.6.1.2.1.2.2.1. 1.1 1.3.6.1.2.1.2.2.0.2.1 1.3.6.1.2.0.2.20.7.1 1.3.6.1.2.0.2.2.0.8.1 1.3.6.1.2.1.2.2:1.9.1 1.3.6.1.2.0.2.2.0.2.2 1.3
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