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Why does the iphone terminal prompt "The wireless LAN does not seem to 
be connected to the Internet"?

Network Topology

NULL

Problem Description

Many sites encountered the pop-up "Wireless LAN does not appear to be connected to the Internet" 
during the use of the iphone terminal. At this time, the wifi icon remains. After clicking "Continue to try
to use the wireless LAN" at the bottom of the pop-up window, the wireless network can be used norm
ally. And the phenomenon happens occasionally, the more the new iPhone, the more common the
phenomenon.  

Process Analysis

In response to this problem, tracking multiple problem terminals found that almost all of these
terminals are abnormal pop-up windows after IOS 13.X version. For this reason, the laboratory has s
et up an environment for analysis and testing. 
The test terminals are the new IOS 14 Apple terminal, IOS 12 Apple terminal, and an old Apple
terminal upgraded from IOS 12 version to IOS 13.6. Next, the test was carried out, and the test found 
that except for the IOS 12 terminal, there was no abnormal pop-up window, the other two models app
eared, but the probability is extremely low. 
When the pop-up window appears, check the terminal status on the device, the ping test is normal,
and the sending of WeChat messages can be received in the pop-up state, indicating that it has nothi
ng to do with wireless devices, authentication methods, wireless networks, and compatibility with
Apple phones. 
 Through the comparison of captured packets, it is found that when the pop-up window prompts, the t
erminal after the IOS 13 version is detecting the message of the Apple server netcts.cdn-apple.com, 
but the terminal of IOS 12 has not sent this message detection from beginning to end:
 

Later, I confirmed with Apple that netcts.cdn-apple.com is a new domain name after upgrading iOS
13.x. Then the next step is to test the domain name. First, use the terminal to ping Baidu to test, and n
o packet loss occurs: 
 

https://zhiliao.h3c.com/questions/catesDis/1534
https://zhiliao.h3c.com/User/other/51765


Next, Ping "netcts.cdn-apple.com" found serious packet loss:



 



While checking the packet capture process, when there is no pop-up window, the detection of the do
main name can get a normal response, but when the abnormal pop-up window appears, the
detection abnormality is found, and then the terminal tries to detect multiple times without success. In 
the end, the mobile phone thinks that the network is abnormally popped up. 



 

 
 
 

Solution

The reason for the failure is that iPhone has added a new network detection mechanism in iOS 13.x: 
netcts.cdn-apple.com. 
When the server does not answer due to unstable network or other reasons, the iPhone mistakenly b
elieves that the Wi-Fi network is abnormal, and a pop-up window reminds the user. Since the Apple 
manufacturer has not clearly resolved the unstable interaction with this server, the abnormal pop-up 
window appears, and you can only manually click to continue to use to restore the normal
experience.
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