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1. VPNAEIE

interface LoopBack0 # & A0

ip address 192.168.2.1 255.255.255.0

#

interface GigabitEthernet0/0 # B EYIEE
ip address 192.168.1.2 255.255.255.0
ipsec apply policy ipsec # 4552 IPSecikiEg

#
ip route-static 0.0.0.0 0 192.168.1.1 # BLEFHSEREH
#

acl advanced 3000 # EZEIPSecBEA

rule 10 permit ip source 192.168.2.0 0.0.0.255 destination 192.168.3.0 0.0.0.255
#

ipsec transform-set ipsec # Bt & IPSeciEiiss

esp encryption-algorithm aes-cbc-256

esp authentication-algorithm shat

#

ipsec policy ipsec 10 isakmp # Bo&IPSeciREg

transform-set ipsec

security acl 3000

remote-address 200.200.200.2 # JHEMRIE M B EX St
ike-profile ike

#

ike identity fqdn vpna # BEEIKE name

#

ike profile ike # ECEIKEXIZE{A

keychain ike

exchange-mode aggressive

match remote identity address 200.200.200.2 255.255.255.255
#

ike keychain ike # EC & IKEFIEZ%5H

pre-shared-key address 200.200.200.2 255.255.255.255 key simple ipsec

2. VPNBEL &

interface LoopBack0 # ER&RMiEC

ip address 192.168.3.1 255.255.255.0

#

interface GigabitEthernet0/0 # ECE&4MY1ZEC
ip address 200.200.200.2 255.255.255.252
ipsec apply policy ipsec # 4BxEIPSecskig

#
ip route-static 0.0.0.0 0 200.200.200.1 # R B EEAILH
#

ipsec transform-set ipsec # B & IPSeci&ifiss

esp encryption-algorithm aes-cbc-256

esp authentication-algorithm shat

#

ipsec policy-template ipsec 10 # EL&1PSeciR& &R
transform-set ipsec

ike-profile ike


https://zhiliao.h3c.com/questions/catesDis/514
https://zhiliao.h3c.com/User/other/9049

#

ipsec policy ipsec 10 isakmp template ipsec # $&IPSecEREg1EMR N FAZIERES
#

ike profile ike # EREIKEITE{A

keychain ike

exchange-mode aggressive

match remote identity fqdn vpna # PCEXdimname
#

ike keychain ike # ECEIKEFIHEZ%5H
pre-shared-key hostname vpna key simple ipsec

3. Mk

<UPNA>ping -a 192.168.2.1 192.168.3.1

Ping 192.168.3.1 (192.168.3.1) from 192.168.2.1: 56 data bytes, press CTRL_C to break
Request time out

56 bytes from 192.168.3.1: icmp_seq=1 tt1=255 tim

56 bytes from 192.1 icmp_seq=2 ttl= i

56 bytes from 192.168 i

56 bytes from 192.168

--- Ping statistics for 192.168.3.1 ——

5 packet(s) transmitted, 4 packet(s) received, 20.8% packet loss

round-trip min/avg/max/std-dev = 1. BGBN Fi,n"c 000/0.433 ms

<VPNA>YFeb 6 @9:50 431 2018 VPNA PINB[&HFING_SMTISTIES: Ping statistics for 192.14
packet loss, round-trip min/avg/max/std-dev = 1.008/1.250,2.080/0.43

NAT tr

Extend auth

- 3288054643 ESP
192.168.1.2 2352338375 ESP

<UPNB>dis i

Interface/Global

168.100.108.2 >
GER/@ 200.200.208.2 32880854643 ESP Active
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