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1.1 BeEEEMED

#151/0/3IRE /MO FIREIPibiL,
<H3C>system-view

[H3Clinterface GigabitEthernet 1/0/3
[H3C-GigabitEthernet1/0/3]ip address 198.76.28.30 255.255.255.252
[H3C-GigabitEthernet1/0/3]quit

1.2 ECENATHbHE
#IHEN1/0/38 OB ENATEIZS B4R,

[H3Clinterface GigabitEthernet 1/0/3
[H3C-GigabitEthernet1/0/3]nat outbound
[H3C-GigabitEthernet1/0/3]quit

1.3 BCERMATHRERRE

#ECEEIARRE, T—BEAsNIRISKbIE,

[H3ClJip route-static 0.0.0.0 0 198.76.28.29

1.4 BlliEvian 11£9192.168.10.0MERAIMI L
#BUEEVLAN1, BEEVLAN1EZEONN192.168.10.1,
[H3C]vlan 1

[H3C-vlan1]quit

[H3Clinterface Vlan-interface 1
[H3C-Vlan-interface1]ip address 192.168.10.1 24
[H3C-Vlan-interface1]quit

1.5 BlEvian 2/FJ9192.168.20.0MERAIM <
#BEEVLAN2, ECEVLAN2RZREEOMIEA192.168.20.1,
[H3C]vlan 2

[H3C-vlan2]quit

[H3Clinterface Vlan-interface 2
[H3C-Vlan-interface2]ip address 192.168.20.1 24
[H3C-Vlan-interface2]quit

1.6 ECEMMEEG1/0/450G1/0/5
#ECERRIEEOJ91/0/4830OF01/0/5FOAZED, EYEORANETvian Bt THEEFiROLSEvia
n1eh,

[H3Clinterface GigabitEthernet 1/0/4
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H3C-GigabitEthernet1/0/4]port link-mode bridge
H3C-GigabitEthernet1/0/4]quit

H3Clinterface GigabitEthernet 1/0/5

H3C-GigabitEthernet1/0/5]port link-mode bridge
[H3C-GigabitEthernet1/0/5]quit

1.7 BCEAMEOG1/0/6F1G1/0/7
#ECERREEOA1/0/680F01/0/7% O AZFEQ, FEWSEIVLANS
[H3Clinterface GigabitEthernet 1/0/6

[H3C-GigabitEthernet1/0/6]port link-mode bridge
[H3C-GigabitEthernet1/0/6]port access vlan 2
[H3C-GigabitEthernet1/0/6]quit
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H3Clinterface GigabitEthernet 1/0/7
H3C-GigabitEthernet1/0/7]port link-mode bridge
H3C-GigabitEthernet1/0/7]port access vlan 2
[H3C-GigabitEthernet1/0/7]quit

1.8 FEOMNLEE

#HEG1/0/3EEONIN untrust"L215

[H3C]security-zone name Untrust

[H3C-security-zone-Untrust] import interface GigabitEthernet1/0/3
[H3C-security-zone-Untrust]quit

#EG1/0/4BIG1/0/7OBOMN rust' 2215, FHELBEVLAN 1-4094, VLANEECHBAIN trust'®
21,

H3Clsecurity-zone name Trust

H3C-security-zone-Trust]limport interface GigabitEthernet1/0/4 vlan 1 to 4094
H3C-security-zone-Trust]import interface GigabitEthernet1/0/5 vlan 1 to 4094
H3C-security-zone-Trust]import interface GigabitEthernet1/0/7 vlan 1 to 4094

import interface Vlan-interfacel

[

[

[

[H3C-security-zone-Trust]import interface GigabitEthernet1/0/6 vlan 1 to 4094
[

[H3C-security-zone-Trust

[

]
]
]
]
H3C-security-zone-Trustlimport interface Vlan-interface2

[H3C-security-zone-Trust]quit

1.9 ZLRIRRE

KB RMAFERERSRE, BENBRSRIERIHANRSETIMEENT2HIE? LT
BEiREE—.

1. i@iZds$“display cu | in security-policy” ISR BRI G $1T1FE“ security-policy disable”E{&i&
BEIEMER, WERTEREERS.

[H3Cldisplay cu | in security-policy

security-policy disable

BB L HERIG TrustZUntrustidi I REERRGE

#EIES KRR pass.

[H3CJobject-policy ip pass

[H3C-object-policy-ip-pass] rule 0 pass

[H3C-object-policy-ip-pass]quit

BIEE TrustBlUntrusts IR B SR8 8 Flpass 5k g .

[H3C]zone-pair security source Trust destination Untrust
[H3C-zone-pair-security-Trust-Untrust]object-policy apply ip pass
[H3C-zone-pair-security-Trust-Untrust]quit

BeEL L HIRIE TrustBlLocalls;,. Local®Trust, LocalZ|UntrustisiZiEemuEsEmg

#EUE TrustZlLocallfiAdig B SR ER A Fpass 5RER.

[H3C]zone-pair security source Trust destination Local
[H3C-zone-pair-security-Trust-Local]object-policy apply ip pass
[H3C-zone-pair-security-Trust-Local]quit

#ElEELocalEI Trustis A Bl SRS A Fpass 5kAg.

[H3C]zone-pair security source Local destination Trust
[H3C-zone-pair-security-Local-Trust]object-policy apply ip pass
[H3C-zone-pair-security-Local-Trust]quit

#B LocalRUntrustis ik R AE 1B Fipass 5.HE

[H3C]zone-pair security source Local destination Untrust
[H3C-zone-pair-security-Local-Untrust]object-policy apply ip pass
[H3C-zone-pair-security-Local-Untrust]quit

#BlEE UntrustiZLocald s B sk A% A Flpass SRAK.

[H3C]zone-pair security source Untrust destination Local
[H3C-zone-pair-security-Untrust-Local]object-policy apply ip pass
[H3C-zone-pair-security-Untrust-Local]quit



2. i@ d#$“display cu | in security-policy I REZFHSITIFE“ security-policy ip”HEIEBEZ
“security-policy disable”, N{EATERISEE.
[H3C]display cu | in security-policy

security-policy ip

Bl R L KA F AU ocalElitrustiltrustEllocal IR L 5RHEE.
[H3C]security-policy ip

[H3C-security-policy-ip]rule 10 name test
[H3C-security-policy-ip-10-test]action pass
[H3C-security-policy-ip-10-test]source-zone local
[H3C-security-policy-ip-10-test]source-zone Trust
[H3C-security-policy-ip-10-test]source-zone Untrust
[H3C-security-policy-ip-10-test]destination-zone local
[H3C-security-policy-ip-10-test]destination-zone Trust
[H3C-security-policy-ip-10-test]destination-zone Untrust
[H3C-security-policy-ip-10-test]quit

1.10 ECEDHCPIRS

[H3C]dhcp enable

[H3C]dhcp server ip-pool 1

[H3C-dhcp-pool-1]network 192.168.10.0 mask 255.255.255.0
[H3C-dhcp-pool-1]gateway-list 192.168.10.1
[H3C-dhcp-pool-1]dns-list 114.114.114.114
[H3C-dhcp-pool-1]quit

[H3C]dhcp server ip-pool 2

[H3C-dhcp-pool-2]network 192.168.20.0 mask 255.255.255.0
[H3C-dhcp-pool-2]gateway-list 192.168.20.1
[H3C-dhcp-pool-2]dns-list 114.114.114.114
[H3C-dhcp-pool-2]quit

E: DNSHRSS SR B LIt E SRR AIDNSIRSS S8, NRISERET LIRS 114.114.114
.11451;8.8.8.8DNSHR 55 281btlL,

1.11 (RFERE

[H3C]save force
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