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<H3C>system-view

[H3Clinterface GigabitEthernet 1/0/3
[H3C-GigabitEthernet1/0/3]ip address 198.76.28.30 255.255.255.252
[H3C-GigabitEthernet1/0/3]quit

1.2 ECENATHbHHE
#HEN1/0/38 OB ENATEIZS B4R,

[H3Clinterface GigabitEthernet 1/0/3
[H3C-GigabitEthernet1/0/3]nat outbound
[H3C-GigabitEthernet1/0/3]quit

1.3 BERMIATHRERRE

#ECEEIARRE, T—BEAsNRIRISKE.

[H3Clip route-static 0.0.0.0 0 198.76.28.29

1.4 BlEvian 1/E79192.168.10.0MERAIM %
#EIFEVLANT, ELEVLAN1EEEZOMEN/9192.168.10.1,
[H3C]vlan 1

[H3C-vlan1]quit

[H3Clinterface Vlan-interface 1
[H3C-Vlan-interface1]ip address 192.168.10.1 24
[H3C-Vlan-interface1]quit

1.5 BUEvian 2/F79192.168.20.0MERAIM
#BEVLAN2, ECEVLAN2EEEObIEA192.168.20.1,
[H3C]vlan 2

[H3C-vlan2]quit

[H3Clinterface Vlan-interface 2
[H3C-Vlan-interface2]ip address 192.168.20.1 24
[H3C-Vlan-interface2]quit

1.6 ECEMIMHEEG1/0/4F0G1/0/5
#ECERRFEEO91/0/480OF01/0/5F AT ED, EYEORAETvian Bt THEBFiROSEvia
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[H3Clinterface GigabitEthernet 1/0/4
[H3C-GigabitEthernet1/0/4]port link-mode bridge
[H3C-GigabitEthernet1/0/4]quit

[H3Clinterface GigabitEthernet 1/0/5
[H3C-GigabitEthernet1/0/5]port link-mode bridge
[H3C-GigabitEthernet1/0/5]quit

1.7 BCEAMEOG1/0/6F0G1/0/7
#ECERMEEO91/0/680F01/0/7%O0AZEQ, FEWSEIVLANS
[H3Clinterface GigabitEthernet 1/0/6
[H3C-GigabitEthernet1/0/6]port link-mode bridge
[H3C-GigabitEthernet1/0/6]port access vlan 2
[H3C-GigabitEthernet1/0/6]quit

[H3Clinterface GigabitEthernet 1/0/7
[H3C-GigabitEthernet1/0/7]port link-mode bridge
[H3C-GigabitEthernet1/0/7]port access vlan 2
[H3C-GigabitEthernet1/0/7]quit

1.8 EOMNLEE
#BG1/0/3 AN “untrust" R &1
[H3C]security-zone name Untrust
[H3C-security-zone-Untrust] import interface GigabitEthernet1/0/3
[H3C-security-zone-Untrust]quit

#BG1/0/4%IG1/0/78 OO MN rust' 215, HESBEVLAN 1-4094, VLANEZEEOHBAIN trust'Z
21,

H3Clsecurity-zone name Trust

H3C-security-zone-Trust]import interface GigabitEthernet1/0/4 vlan 1 to 4094
H3C-security-zone-Trust]import interface GigabitEthernet1/0/5 vlan 1 to 4094

[
[
[
[H3C-security-zone-Trust]import interface GigabitEthernet1/0/6 vlan 1 to 4094
[
[H3C-security-zone-Trust]import interface Vlan-interface1

[

]
]
H3C-security-zone-Trustlimport interface GigabitEthernet1/0/7 vlan 1 to 4094
]
H3C-security-zone-Trustlimport interface Vlan-interface2

[H3C-security-zone-Trust]quit
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1. i@ida$“display cu | in security-policy” iR E R G $1T1FE“ security-policy disable B} &%
BEIHIEE, WEMTERIEERE.

[H3C]display cu | in security-policy

security-policy disable

BB L2 HIRIG TrustZUntrustisi I REIRRGE

#RUEXI S K& pass.

[H3C]object-policy ip pass

[H3C-object-policy-ip-pass] rule 0 pass

[H3C-object-policy-ip-pass]quit

BIEETrustEUntrustai9is B 5 A% A Fpass 3R,

[H3C]zone-pair security source Trust destination Untrust
[H3C-zone-pair-security-Trust-Untrust]object-policy apply ip pass
[H3C-zone-pair-security-Trust-Untrust]quit

eEL L HRIRIE TrustZlLocalls;,. Local®Trust, LocalZ|UntrustisiZiEenuEsang

#BUE TrustZlLocallfiAdig B SR ER A Fpass 5RER.

[H3C]zone-pair security source Trust destination Local
[H3C-zone-pair-security-Trust-Local]object-policy apply ip pass
[H3C-zone-pair-security-Trust-Local]quit

#ElFELocalEI Trustig A Bl SRS A Fpass 5hRg.

[H3C]zone-pair security source Local destination Trust
[H3C-zone-pair-security-Local-Trust]object-policy apply ip pass
[H3C-zone-pair-security-Local-Trust]quit

#B LocalEUntrustis ik R A% 1B Fipass SkHE .

[H3C]zone-pair security source Local destination Untrust
[H3C-zone-pair-security-Local-Untrust]object-policy apply ip pass
[H3C-zone-pair-security-Local-Untrust]quit

#BEZ Untrusti ElLocalgifiyi B kA% A Fipass SRR,

[H3C]zone-pair security source Untrust destination Local
[H3C-zone-pair-security-Untrust-Local]object-policy apply ip pass



[H3C-zone-pair-security-Untrust-Local]quit

2. @i 3#$“display cu | in security-policy i REZFHSITIFE“ security-policy ip”HEGBEZ
“security-policy disable”, N{EATERIEEE.
[H3C]display cu | in security-policy

security-policy ip

Sl eI B ocalEltrustftrustEllocal R £ 5K,
[H3C]security-policy ip

[H3C-security-policy-ip]rule 10 name test
[H3C-security-policy-ip-10-test]action pass
[H3C-security-policy-ip-10-test]source-zone local
[H3C-security-policy-ip-10-test]source-zone Trust
[H3C-security-policy-ip-10-test]source-zone Untrust
[H3C-security-policy-ip-10-test]destination-zone local
[H3C-security-policy-ip-10-test]destination-zone Trust
[H3C-security-policy-ip-10-test]destination-zone Untrust
[H3C-security-policy-ip-10-test]quit

1.10 ECEDHCPIRS

[H3C]dhcp enable

[H3C]dhcp server ip-pool 1

[H3C-dhcp-pool-1]network 192.168.10.0 mask 255.255.255.0
[H3C-dhcp-pool-1]gateway-list 192.168.10.1
[H3C-dhcp-pool-1]dns-list 114.114.114.114
[H3C-dhcp-pool-1]quit

[H3C]dhcp server ip-pool 2

[H3C-dhcp-pool-2]network 192.168.20.0 mask 255.255.255.0
[H3C-dhcp-pool-2]gateway-list 192.168.20.1
[H3C-dhcp-pool-2]dns-list 114.114.114.114
[H3C-dhcp-pool-2]quit
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[H3C]save force
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