(7 L2TPRXIEEN/Eis, virtual-pppE$i%up, down, EO—ELTHEU
phYdown

L2TP VPN  5f3E% 2021-01-18 K&

AR K 1B
GEO/1 GEO/1
5.3.3.1 3.3.3.2
10.1.0.1 10.2.0.1

e ]

Rk HEES B 88%R7L2TP, SZFEI2tp-auto-client


https://zhiliao.h3c.com/questions/catesDis/723
https://zhiliao.h3c.com/User/other/55272

AR

BEREEERESMT, virtual-pppEEsAZup. down, EOWIEEupti{—Edown
W

display 12tp session

LocalSID RemoteSID LocalTID State

61147 24651 61422 Established

display 12tp session

LocalSID RemoteSID LocalTID State

61147 24651 61422 Established

%dJan 18 18:48:55:361 2021 H3C IFNET/3/PHY_UPDOWN: Physical state on the interface
Virtual-PPP0 changed to down. #&[Jdown

display I12tp session &iEHER

No session exists.

o
]

display 12tp session

display 12tp tunnel

LocalTID RemoteTID State Sessions RemoteAddress RemotePort RemoteName
61422 6883  Established 0 3.3.3.2 1701 SZKM1

EOfE updown

%dJan 18 18:49:05:309 2021 H3C IFNET/3/PHY_UPDOWN: Physical state on the interface Virtual-P
PPO changed to up.

%Jan 18 18:49:08:400 2021 H3C IFNET/5/LINK_UPDOWN: Line protocol state on the interface Virtu
al-PPPO0 changed to up.

%Jan 18 18:49:08:401 2021 H3C IFNET/5/LINK_UPDOWN: Line protocol state on the interface Virtu
al-PPPO0 changed to down.

%dJan 18 18:49:45:223 2021 H3C IFNET/3/PHY_UPDOWN: Physical state on the interface Virtual-P
PPO changed to down.

%Jan 18 18:49:45:308 2021 H3C IFNET/3/PHY_UPDOWN: Physical state on the interface Virtual-P
PPO changed to up.

%dJan 18 18:49:48:401 2021 H3C IFNET/5/LINK_UPDOWN: Line protocol state on the interface Virtu
al-PPPO0 changed to up.

display interface brief HvppiEOiX—E4%TFdown
Brief information on interfaces in route mode:

Link: ADM - administratively down; Stby - standby
Protocol: (s) - spoofing

Interface Link Protocol Primary IP Description
GEO0/0 DOWN DOWN  --
GEO/ UP UP  3.3.3.1
GEO0/2 DOWN DOWN  --
GE5/0 DOWN DOWN  --
GE5/1 DOWN DOWN  --
GE6/0 DOWN DOWN  --
GE6/1 DOWN DOWN  --
InLoop0 UP UP(s) --
Loop0 UP UP(s) 10.1.0.1
NULLO UP UP(s) --
REGO UP -- -

Ser1/0 DOWN DOWN  --
Ser2/0 DOWN DOWN  --
Ser3/0 DOWN DOWN -
Ser4/0 DOWN DOWN -

VPPPO UP DOWN --



(AN i A =

E&EAES:

interface Virtual-PPPO

ppp chap password cipher $c$3$iRZLP2//1p95mxWjEt6rftZamxSxJA==

ppp chap user SZKM1

ip address ppp-negotiate

12tp-auto-client 12tp-group 1

#

interface GigabitEthernet0/1

port link-mode route

combo enable copper

ip address 3.3.3.1 255.255.255.0

#

ip route-static 10.1.0.0 16 Virtual-PPPO
#

12tp-group 1 mode lac

Ins-ip 3.3.3.2

tunnel name SZKM1

tunnel password cipher $c$3%$2xfIDkYmdokWerkxalzkkWCnzeXfNA==
#

12tp enable
#

Bk iE:

# ip pool 12tp 10.210.248.2 10.210.249.254
#

interface Virtual-Template1

ppp authentication-mode chap

remote address pool 12tp

ip address 10.210.248.1 255.255.254.0

interface GigabitEthernet0/1

port link-mode route

combo enable copper

ip address 3.3.3.2 255.255.255.0

#

ip route-static 10.2.0.0 16 10.210.248.7

#

local-user SZKM1 class network

password cipher $c$3$NR/RIx7XxJva6i00V5NPcPgGt5XAUg==
service-type ppp

bind-attribute ip 10.210.248.7

authorization-attribute user-role network-operator
#

12tp-group 1 mode Ins

allow I2tp virtual-template 1 remote SZKM1

tunnel name SZKM1

tunnel password cipher $c$3$X+3ru37M6RecnjGKQMOWNx9WdA8QkXg==
#

12tp enable
#

WrEER K idebug
*Jan 18 19:00:40:944 2021 H3C PPP/7/AUTH_ERROR_0:
PPP Error:
BASO0(1ae3c5fa80000086) CHAP: Receive AAA reject message, authentication failed! BAX
ISEIEIEEIEAAAASEIAIERK
*Jan 18 19:00:40:944 2021 H3C PPP/7/AUTH_ERROR_O0:
PPP Error:



BASO0(1ae3c5fa80000086) CHAP: Server authentication failed No. 1!
*Jan 18 19:00:40:944 2021 H3C PPP/7/CHAP_STATE_O0:

F4nlogal oo NEDEB R ESR HRERVIoHAR_BSAfkethogzation-attribute ipia SHTECE, B
BEERARRSE
BASO0(1ae3c5fa80000086) Output CHAP(c223) Pkt, Len 33
autissizationatttititecdcANUSERE@W) URET drovpYiew)
authagzstige- afisattes TR BA AP AP BNRIUEE, XEEEABPAEEEZ/E,
EHaRERSNAHFEE 944 2021 H3C PPP/7/CHAP_PACKET_0:
uPgPaRpgration-attributedn S FSRIIBRIE BRI, WERFEBIREINIR,
[#B&30(1ae3c5fa80000086) Output CHAP(c223) Pkt, Len 28
auttgrazaRunaitfailal{ ecbacthanebge|04)liack-nembar callback-number | idle-cut minutes | ip ipv4-
addiess¢ irskeo! i®/4/pna:0810€ 50 db d6 84 8f 61 54 e1 78 bf b2 ec 9d ¢
(r&irmlsc
FEARAEPS 006 QRSO I S B Fo RIS SR EES: (EFCIHIERUR,
HPfBiPShifs/onetmpsk-adminaglevel- 1509 FF BRI AL A S FA F Ay & network-operator,
(#830(12e3c5fa80000086) CHAP: ServerFailed --> SendChallenge
At FEFIRE
BB ERURELg
* [ SN ERF/S 59683312 2021 H3C PPP/7/CHAP_PACKET_0:
nPPRRAKBLN
(2:bP0(85) Input CHAP(c223) Pkt, Len 33 ig&IEIchapiliERX G, REIEEAPHESH
ERyiesdemLisES AP EFRSIPHE. FibEFIMERINE, 1A ERIZIPHEL,
State SendResponse, code FAILURE(04), id 1, Len 29
Message: lllegal user or password.
%dJan 18 19:04:45:313 2021 H3C IFNET/5/LINK_UPDOWN: Line protocol state on the interface
Virtual-PPP0O changed to down.
*Jan 18 19:04:45:312 2021 H3C PPP/7/CHAP_EVENT_0:
PPP Event:
VPPPO0(85) CHAP Receive Failure Event
State SendResponse
*Jan 18 19:04:45:312 2021 H3C PPP/7/AUTH_ERROR_0:
PPP Error:
VPPPO0(85) CHAP: Client authentication failed No. 1!
*Jan 18 19:04:45:312 2021 H3C PPP/7/CHAP_STATE_O:
PPP State Change:
VPPPO0(85) CHAP: SendResponse --> ClientFailed

1B irchapipassword ZHOECE, ARG —EUE, RIRMRATTE, FFESZKMI ARG —
N ESFITARNS
HARImE B S FHEEE TR
Fitb, MdebuglEERILAEY, REFEERFHEERSHN, RAEEEE R
BRGERE, RIPXHlocal-userfE BT :
local-user SZKM1 class network
password cipher $c¢$3$NR/RIx7XxJvabi0OV5NPcPgGt5XAUg==
service-type ppp
bind-attribute ip 10.210.248.7
authorization-attribute user-role network-operator
local-user FEIEZ & T 4BE/E M bind-attribute ip 10.210.248.7, BEBIEH TiZAPELISRINZIEERT
phtiit
Mz BB T
bind-attribute
bind-attributefn <& FEsRIR B FHISTERE L.
undo bind-attributefs< FAsRMIERISEA B 4bE B IE.
[@<]
bind-attribute { call-number call-number [ : subcall-number] | ip ip-
address | location interface interface-type interface-number | mac mac-address | vlan vlan-id } *
undo bind-attribute { call-number | ip | location | mac | vlan } *
(rEiER]
RREAFNSIERLE,
(#E]
At FEFRE
(RERFHE]



network-admin
(58]
call-number call-number: 8EPPPRIFIAEREMSRS, Eehcall-numbera1 ~ 64N RHIFFTER,



	L2TP隧道建立后断掉，virtual-ppp接口频繁up，down，接口一直处于物理up协议down
	组网及说明
	问题描述
	过程分析
	解决方法
	authorization-attribute (Local user view/user group view)
	bind-attribute


