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FERPEREEds ke sa i®E, {BRdis ipsec sa X8,
<AC-WX3510H-F>dis ike sa
Connection-ID Remote Flag DOI

<AC-WX3510H-F> dis ipsec sa

Interface: Vlan-interface100

IPsec policy: 1
Sequence number: 1
Mode: ISAKMP
Tunnel id: 0
Encapsulation mode: tunnel
Perfect Forward Secrecy:
Inside VPN:
Extended Sequence Numbers enable: N
Traffic Flow Confidentiality enable: N
Path MTU: 1428
Tunnel:
local address: x.x.x.x
remote address: x.x.x.90
Flow:
sour addr: 172.x.x.0/255.255.252.0 port: 0 protocol: ip
dest addr: 192.x.x.0/255.255.255.0 port: 0 protocol: ip
JEERFES 23R0RT{Rdis ike sa EWMEIIESR, HEWSBIREIEE,
*Jan 21 08:23:52:828 2021 AC-WX3510H-F IPSEC/7/PACKET:
Outbound IPsec processing: Packet encapsulated successfully.

dis ike sa
Connection-ID Remote Flag DOI
4783 X.X.X..90 RD IPsec
Flags:

RD--READY RL--REPLACED FD-FADING RK-REKEY
<AC-WX3510H-F>*Jan 21 08:23:54:827 2021 AC-WX3510H-F IPSEC/7/PACKET:
7£08:28 BERY, KIdis ike sa EKT, WEBRPHT
*Jan 21 08:28:54:999 2021 AC-WX3510H-F IPSEC/7/PACKET:
Outbound IPsec processing: Packet encapsulated successfully.
<AC-WX3510H-F>
<AC-WX3510H-F>dis ike sa
Connection-ID Remote Flag DOI

<AC-WX3510H-F>dis ipsec sa

EEHIEIAYdebuglER., RIlfEike E—MEIDERIEHE, HEAFERIE60s, BEREEFREN
REMEHRECE, RANENAEE, BEHTYWELEEN, TEEEREMIA.
*Jan 21 08:23:41:702 2021 AC-WX3510H-F IKE/7/EVENT: Vendor ID NAT-T rfc3947 is matched.
*Jan 21 08:23:41:702 2021 AC-WX3510H-F IKE/7/PACKET: vrf = 0, local = x.x.x.202, remote = X.X.X.
90/500
Process SA payload.
*Jan 21 08:23:41:702 2021 AC-WX3510H-F IKE/7/PACKET: vrf = 0, local = x.x.x.202, remote = X.X.X.
90/500
Check ISAKMP transform 1.
*Jan 21 08:23:41:702 2021 AC-WX3510H-F IKE/7/PACKET: vrf = 0, local = x.x.x.202, remote = X.x.x
.90/500

Encryption algorithm is AES-CBC.
*Jan 21 08:23:41:702 2021 AC-WX3510H-F IKE/7/PACKET: vrf = 0, local = x.x.x.202, remote = X.Xx.x
.90/500

Key length is 128 bytes.



*Jan 21 08:23:41:703 2021 AC-WX3510H-F IKE/7/PACKET: vrf = 0, local = x.x.x.202, remote = X.X.xX
90/500
BRRTTIE
FERIITIE B34 BAS IRLOREEEES 1 SECISC QP ATRETSIAM sr- XRRCUR R AR
QBT ENREBEASENNE, SESHET.
RISIGERIiRe sa duration B960s Zfa, [AIREARIR.
iap@PosaPd:41:703 2021 AC-WX3510H-F IKE/7/PACKET: vrf = 0, local = x.x.x.202, remote = X.X.x
amepoion-algorithm aes-cbc-128
dhgieemtation method is Pre-shared key.
Sta@PatosrB®41:703 2021 AC-WX3510H-F IKE/7/PACKET: vrf = 0, local = x.x.x.202, remote = X.X.X
.90/500

Lifetime type is 1.
*Jan 21 08:23:41:703 2021 AC-WX3510H-F IKE/7/PACKET: vrf = 0, local = x.x.x.202 remote = X.X.X.
90/500

Life duration is 60.
*Jan 21 08:23:41:704 2021 AC-WX3510H-F IKE/7/EVENT: vrf = 0, local = x.x.x.202, remote = X.X.X.
90/500
Found pre-shared key that matches address x.x.x.90 in keychain 1.
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