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Network Topology

As shown in Figure 1, two F1050s form an IRF. Intranet users aggregate HASH through the firewall"s
downlink and are distributed to two devices. The firewall is routed to the telecommunications network
and China Unicom network through link load balancing technology. Configure on F1050 Link aggrega
tion is locally preferred, and local forwarding traffic is prioritized from the device to avoid horizontal tra
ffic. Because there are asymmetric scenarios, you need to configure the session hot backup function.
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« Establish IRF between two F1050s.

« In order to prevent the IRF from splitting due to an IRF link failure, two IRFs with conflicting configur
ations are generated on the network, and the MAD detection function needs to be enabled. Detect G
E1/0/4 of F1050_1 and GE2/0/4 of F1050_2 BFD MAD.

« Configure GE1/0/6 of F1050_1 and GE2/0/6 of F1050_2 as Layer 3 aggregation ports. GE1/0/7 of
F1050_1 is configured as a telecom network outgoing interface and added to aggregation group 2,
and GE2/0/7 of F1050_2 is configured as a Unicom network outgoing interface, and it is also added t
0 aggregation group 3.

» Configure link load balancing on the firewall to load-share intranet traffic between the two links.


https://zhiliao.h3c.com/questions/catesDis/1533
https://zhiliao.h3c.com/User/other/51765

Configuration Steps

Configuration Notes:

Pay attention to the configuration sequence when configuring the stack for the F1050. After saving th
e configuration, activate the stack port configuration.

F1050 IRF

# # IRF configuration (Two F1050s can be connected through multiple IRF ports. Take GE1/0/9~ GE
2/0/9 and GE1/0/22 ~ GE2/0/22 as examples below)

F1050_1 configuration

# Configure member number and priority

system-view

[F1050_1] irf member 1 priority 32

# Configure F1050_1, configure IRF port 1/1, bind it to physical ports GE1/0/9 and GE1/0/22, save th
e configuration, and activate the configuration under the IRF port.
[F1050_1] interface GigabitEthernet 1/0/9
[F1050_1-GigabitEthernet1/0/9] shutdown
[F1050_1-GigabitEthernet1/0/9] quit

[F1050_1] interface GigabitEthernet 1/0/22
[F1050_1-GigabitEthernet1/0/22] shutdown
[F1050_1-GigabitEthernet1/0/22] quit

[F1050_1] irf-port 1/1

[F1050_1-irf-port1/1] port group interface GigabitEthernet 1/0/9
[F1050_1-irf-port1/1] port group interface GigabitEthernet 1/0/22
[1050_1-irf-port1/1] quit

[F1050_1] interface GigabitEthernet 1/0/9
[F1050_1-GigabitEthernet1/0/9] undo shutdown
[F1050_1-GigabitEthernet1/0/9] quit

[F1050_1] interface GigabitEthernet 1/0/22
[F1050_1-GigabitEthernet1/0/22] undo shutdown
[F1050_1-GigabitEthernet1/0/22] quit

[F1050_1] save

[F1050_1] irf-port-configuration active

(1) Configuration of F1050_2

# Configure member number

system-view

[F1050_2] irf member 1 renumber 2

Warning: Renumbering the member ID may result in configuration change or loss. Continue? [Y/N]:y
[F1050_2] quit

reboot

# F1050_2 After restarting, log in to the device and set the IRF priority.
system-view

[F1050_2] irff member 2 priority 1

# Configure IRF port 2/2 and bind it to physical ports GE2/0/9 and GE2/0/22, save the configuration, a
nd activate the configuration under the IRF port.

[F1050_2] interface GigabitEthernet 2/0/9
[F1050_2-GigabitEthernet2/0/9] shutdown
[F1050_2-GigabitEthernet2/0/9] quit

[F1050_2] interface GigabitEthernet 2/0/22
[F1050_2-GigabitEthernet2/0/22] shutdown
[F1050_2-GigabitEthernet2/0/22] quit

[F1050_2] irf-port 2/2

[F1050_2-irf-port2/2] port group interface GigabitEthernet 2/0/9
[F1050_2-irf-port2/2] port group interface GigabitEthernet 2/0/22
[F1050_2-irf-port2/2] quit

[F1050_2] interface GigabitEthernet 2/0/9
[F1050_2-GigabitEthernet2/0/9] undo shutdown
[F1050_2-GigabitEthernet2/0/9] quit

[F1050_2] interface GigabitEthernet 2/0/22
[F1050_2-GigabitEthernet2/0/22] undo shutdown
[F1050_2-GigabitEthernet2/0/22] quit

[F1050_2] save



[F1050_2] irf-port-configuration active

Meniflylethefiparatiation acceleration function, which needs to be configured in dual main mode.
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# Create a traffic classification class-1, based on the application group app-1 and ACL 3001 to match
the HTTP traffic whose source IP is the IP address of the 192.168.0.0/16 network segment.,
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