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# BCEVLANEE O R H P,

[AC]vlan 10

[AC-vlan10]quit

[AClinterface Vlan-interface 10

[AC-Vlan-interface10]ip address 100.10.1.54 255.255.0.0
[AC-Vlan-interface10]quit

[AClinterface Vlan-interface 1

[AC-Vlan-interface1]ip address 100.1.1.54 255.255.0.0
[AC-Vlan-interface1]quit

# ECEGE1/0A1FIGE1/0/20\VLAN,

[AClinterface GigabitEthernet 1/0/1
[AC-GigabitEthernet1/0/1]port hybrid vlan 1 to 10 tagged
[AC-GigabitEthernet1/0/1]quit

[AClinterface GigabitEthernet 1/0/2
[AC-GigabitEthernet1/0/2]port hybrid vlan 1 to 10 tagged
[AC-GigabitEthernet1/0/2]quit

# EcEZIRadiusiR55 8RAYRA SIS .

[AC]ip route-static 0.0.0.0 0 100.1.1.254

# ECEIAIES,

[AC]radius scheme leap

[AC-radius-leap]primary authentication 8.100.0.4 key testkey
[AC-radius-leap]primary accounting 8.100.0.4 key cipher testkey
[AC-radius-leap]quit

[AC]domain acs

[AC-isp-acs]authentication default radius-scheme leap
[AC-isp-acs]authorization default radius-scheme leap
[AC-isp-acs]accounting default radius-scheme leap

# FRimO%e, BEEEAPNEST
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[AC] port-security enable

[AC] dot1x authentication-method eap

# EEEWLAN-ESS#:

[AC]interface WLAN-ESS10

[AC-WLAN-ESS10]port link-type hybrid
[AC-WLAN-ESS10]mac-vlan enable

# BEEROZ £ Adot x5,
[AC-WLAN-ESS10]port-security port-mode userlogin-secure-ext
[AC-WLAN-ESS10]Jundo dot1x handshake
[AC-WLAN-ESS10]undo dot1x multicast-trigger
[AC-WLAN-ESS10]dot1x mandatory-domain acs
[AC-WLAN-ESS10]quit

# TEAC LR BHSWEP A IR LIRSS

[AC] wlan service-template 11 crypto

[AC-wlan-st-11]ssid dweptest

[AC-wlan-st-11]bind WLAN-ESS 10
[AC-wlan-st-11]cipher-suite wep104

[AC-wlan-st-11]wep mode dynamic

[AC-wlan-st-11]wep default-key 1 wep104 pass-phrase 1234567890123
[AC-wlan-st-11]wep key-id 1
[AC-wlan-st-11]service-template enable

# FEACHIAPHIE FECBAPEZFRIwa2210, BIEZFRHXELEEWA2210-AG
[AC] wlan ap wa2210 model WA2210-AG
[AC-wlan-ap-wa2210] serial-id 210235A22W0079000278

# BENAPHIradio1 5SRANE, ECEIRSSEIRSEHMIEHITRER, (EEEAPHIradio 15341
[AC-wlan-ap-wa2210] radio 1

[AC-wlan-ap-wa2210-radio-1] service-template 11 vlan-id 10
[AC-wlan-ap-wa2210-radio-1] radio enable

h, BREES:

[AC]display current-configuration

#

version 5.20, Ess 2302P01

#

sysname AC

#

domain default enable system

#

port-security enable

#

dot1x authentication-method eap

#

vlan 1

#

vlan 10

#

radius scheme leap

primary authentication 8.100.0.4 key cipher r2XPFox/kW/c5Pzyb0TNTg==
primary accounting 8.100.0.4 key cipher r2XPFox/kW/c5Pzyb0TNTg==
#

domain acs

authentication default radius-scheme leap

authorization default radius-scheme leap

accounting default radius-scheme leap

access-limit disable

state active

idle-cut disable

self-service-url disable

domain system

access-limit disable

state active

idle-cut disable

self-service-url disable

#

user-group system

group-attribute allow-guest

#

local-user admin

password simple admin

authorization-attribute level 3



service-type telnet
service-type web
#
wlan rrm
dot11a mandatory-rate 6 12 24
dot11a supported-rate 9 18 36 48 54
dot11b mandatory-rate 1 2
dot11b supported-rate 5.5 11
dot11g mandatory-rate 1 2 5.5 11
dot11g supported-rate 6 9 12 18 24 36 48 54
#
wlan service-template 11 crypto
ssid dweptest
bind WLAN-ESS 10
cipher-suite wep104
wep mode dynamic
wep default-key 1 wep104 pass-phrase cipher O'W3[_\M" $4LR[%;
wep key-id 1
service-template enable
#
interface NULLO
#
interface Vlan-interface1
ip address 100.1.1.54 255.255.0.0
#
interface Vlan-interface10
ip address 100.10.1.54 255.255.0.0
#
interface GigabitEthernet1/0/1
port link-type hybrid
port hybrid vlan 1 10 tagged
#
interface GigabitEthernet1/0/2
port link-type hybrid
port hybrid vlan 1 10 tagged
#
interface WLAN-ESS10
port link-type hybrid
port hybrid vlan 1 untagged
mac-vlan enable
port-security port-mode userlogin-secure-ext
undo dot1x handshake
dot1x mandatory-domain acs
undo dot1x multicast-trigger
#
wlan ap wa2210 model WA2210-AG
serial-id 210235A22W0079000278
radio 1
service-template 11 vlan 10
radio enable
#
ip route-static 0.0.0.0 0.0.0.0 100.1.1.254
#
undo info-center logfile enable
#
arp-snooping enable
#
load xml-configuration
#
user-interface con 0
idle-timeout 0 0
user-interface vty 0 4
authentication-mode scheme
user privilege level 3
#
return
7~ SEER0SIIE:
1, FTE PR SWEPHIZESSID: dweptest, Fi#H{T802.1xIAIE:
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3. 7EAC_ L3 @< Tdisplay connection&EEFF 2B IAERKL.

[AC] display connection
Index=2848,Username=test@acs
MAC=00-1E-C1-44-47-2E
IP=100.10.47.90

IPv6=N/A

Total 1 connection(s) matched.

4. j@ddisplay connection ucibindexfip$EERFIFEMEE

[AC] display connection ucibindex 2848
Index=2848, Username=test@acs
MAC=00-1E-C1-44-47-2E
IP=100.10.47.90

IPv6=N/A

Access=8021X ,AuthMethod=EAP

Port Type=Wireless-802.11,Port Name=WLAN-DBSS10:2046

Initial VLAN=1, Authorization VLAN=10
ACL Group=Disable

User Profile=N/A

CAR=Disable

Priority=Disable

Start=2011-05-03 10:55:28 ,Current=2011-05-03 11:05:54 ,Online=00h10m25s

Total 1 connection matched.



	H3C WX系列AC 动态WEP典型配置

