(71" V7BAKIESSL VPN ZiEEBE ss| vpn 15iR)IPEREEIZS] (FS1ThE)

SSLVPN  3K¥FE  2021-03-03 A%

LELEY S

1 wzzrmim

1.1 BRI mERT

AREHIEEFRIEFENComware V7EFIFGKIE: ANZEFREAFUIFS5080, F5060, F5030. F
5000-MZF5000, F5000-XZRFIAIBAN I,

It AREHEEF100-C-G2Hversion 7.1.064, Release 9333P35/k A it TH; E /1% UEHY,
1.2 FeE K SCHIAYRIER

IRABBIRFIE AR, XSS, SNPCEITinode 4R SSLVPN, IATERTHERTLAS
[BIPIRIE B TR

2 LHRIE]

0/0
222.1.1.100/24

Internet
0/1 192,168,302 =D

Vian 3
192.168.30.1/24

192.168.20.1

gzj 68.20.2


https://zhiliao.h3c.com/questions/catesDis/239
https://zhiliao.h3c.com/User/other/50127

RESE
1BCELER

1.1 ERHESECE

REWMEEHOMIE222.1.1.100, AZEnat outbound, LA ST SRR AVR O SIE8 01443
3, BEIHmON443, 443iE0OF0ntpsinHzE, RIEECEnat serverBREIXS R AYIHC

[H3Clinterface GigabitEthernet0/0

[H3C-GigabitEthernet0/0Jip address 222.1.1.100 255.255.255.0

[H3C-GigabitEthernet0/0] nat outbound

[H3C-GigabitEthernet0/0] nat server protocol tcp global 222.1.1.100 14443 inside 192.168.40.2 14443
IRERE R CIE/192.168.30.2

[H3Clinterface GigabitEthernet0/1

[H3C-GigabitEthernet0/1] ip address 192.168.30.2 255.255.255.0

[H3C-GigabitEthernet0/1]
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[H3C] ip route-static 0.0.0.0 0 222.1.1.200
[H3C] ip route-static 192.168.0.0 16 192.168.30.1
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[H3C]Jacl ad 3000

[H3C-acl-ipv4-adv-3000] rule 10 permit ip source 192.168.20.0 0.0.0.255 destination 10.10.10.0 0.0.0
.255

[H3C-acl-ipv4-adv-3000]quit

[H3C]policy-based-route aaa permit node 10
[H3C-pbr-aaa-10] if-match acl 3000

[H3C-pbr-aaa-10] apply next-hop 192.168.40.2
[H3C-pbr-aaa-10]quit
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[H3Clinterface Vlan-interface2

[H3C-Vlan-interface2] ip address 192.168.20.1 255.255.255.0
[H3C-Vlan-interface2] ip policy-based-route aaa
[H3C-Vlan-interface2]quit

[H3Clinterface Vlan-interface3

[H3C-Vlan-interface3] ip address 192.168.30.1 255.255.255.0
[H3C-Vlan-interface3]quit

[H3Clinterface Vlan-interface4

[H3C-Vlan-interface4] ip address 192.168.40.1 255.255.255.0
[H3C-Vlan-interface4]quit
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[H3C] ip route-static 0.0.0.0 0 192.168.30.2
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#ECEIERIAYER
[H3C] ip route-static 0.0.0.0 0 192.168.40.1
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<H3C>sys
[H3C]sslvpn gateway SSLVPNGW
[H3C-sslvpn-gateway-SSLVPNGW]ip address 192.168, 40.2 port 14433
[H3C-sslvpn-gateway-SSLVPNGW]service enable
[H3C-sslvpn-gateway-SSLVPNGW]quit
#BUESSL VPN ACHE:O1 BB 1P7910.10.10.1/24
[H3Clinterface SSLVPN-AC 1
[H3C-SSLVPN-ACH1]ip address 10.10.10.1 255.255.255.0
[H3C-SSLVPN-AC1]quit
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[H3C]sslvpn ip address-pool SSLPOOL 10.10.10.2 10.10.10.254

#BIZEACL 3999, FeIFSSL VPNFIFHIEAIMIEIR192.168.10.0/24kE
[H3CJacl advanced 3999
[H3C-acl-ipv4-adv-3999]rule permit ip destination 192.168.20.0 0.0.0.255
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[H3C-sslvpn-context-SSLVPN]gateway SSLVPNGW
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[H3C-sslvpn-context-SSLVPN]ip-tunnel address-pool SSLPOOL mask 255.255.255.0

[H3C-sslvpn-context-SSLVPN]ip-tunnel dns-server primary 114.114.114.114
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