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[H3Clinterface GigabitEthernet0/0

[H3C-GigabitEthernet0/0]ip address 222.1.1.100 255.255.255.0

[H3C-GigabitEthernet0/0] nat outbound

[H3C-GigabitEthernet0/0] nat server protocol tcp global 222.1.1.100 14443 inside 192.168.40.2
14443
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[H3Clinterface GigabitEthernet0/1

[H3C-GigabitEthernet0/1] ip address 192.168.30.2 255.255.255.0

[H3C-GigabitEthernet0/1]
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[H3C] ip route-static 0.0.0.0 0 222.1.1.200

[H3C] ip route-static 192.168.0.0 16 192.168.30.1
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[H3C]Jacl ad 3000

[H3C-acl-ipv4-adv-3000] rule 10 permit ip source 192.168.20.0 0.0.0.255 destination 10.10.10.0 0.0.0
.255

[H3C-acl-ipv4-adv-3000]quit

[H3C]policy-based-route aaa permit node 10

[H3C-pbr-aaa-10] if-match acl 3000

[H3C-pbr-aaa-10] apply next-hop 192.168.40.2

[H3C-pbr-aaa-10]quit

#ECEXT RIATip AT PSR AR ER R

[H3Clinterface Vlan-interface2

[H3C-Vlan-interface2] ip address 192.168.20.1 255.255.255.0
[H3C-Vlan-interface?2] ip policy-based-route aaa
[H3C-Vlan-interface2]quit

[H3Clinterface Vlan-interface3

[H3C-Vlan-interface3] ip address 192.168.30.1 255.255.255.0
[H3C-Vlan-interface3]quit

[H3Clinterface Vlan-interface4

[H3C-Vlan-interface4] ip address 192.168.40.1 255.255.255.0
[H3C-Vlan-interface4]quit
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[H3C] ip route-static 0.0.0.0 0 192.168.30.2
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[H3C] ip route-static 0.0.0.0 0 192.168.40.1
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#SSLVPNRIXIPHELHES A K51 31 192.168.40.2, imS{8E0814433, TREIRO 443, 443
inFOhttpsim[1HsE, ARFEREMKXEE.

<H3C>sys

[H3C]sslvpn gateway SSLVPNGW

[H3C-sslvpn-gateway-SSLVPNGW]ip address 192.168, 40.2 port 14433
[H3C-sslvpn-gateway-SSLVPNGW]service enable
[H3C-sslvpn-gateway-SSLVPNGW]quit

#EFESSL VPN ACHEE1 Bc&#EMIP/910.10.10.1/24

[H3Clinterface SSLVPN-AC 1

[H3C-SSLVPN-AC1]ip address 10.10.10.1 255.255.255.0
[H3C-SSLVPN-AC1]quit

#EFEMBIEhEFRAI"SSLPOOLY”, $8iEIPHBIEEE/10.10.10.2——10.10.10.254
[H3C]sslvpn ip address-pool SSLPOOL 10.10.10.2 10.10.10.254
#BUFEACL 3999, FIFSSL VPNRIFIAIERIAIMEIR192.168.10.0/24RJE8



[H3CJacl advanced 3999
[H3C-acl-ipv4-adv-3999]rule permit ip destination 192.168.20.0 0.0.0.255
[H3C-acl- |pv4 -adv- 3999]qU|t
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[H3C S8Vpn-Context-SSLVPN]gateway SSLVPNGW
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[H3C- sszpn context-SSLVPN] ip-junnel interface SSLVPN-A
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#SC—SSvan—context—SSLVPN]ip—tunneI dns-server primary 114.114.114.114

#OUEREEEHFIZR NEIWANG”, iRINEEEHZRT192.168.20.0/24

[H3C-sslvpn-context-SSLVPN] ip-route-list NEIWANG
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