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ip vpn-instance ZWWW232 €U#VPNIEHI, £2imi AIERIIMCRRSS B97ESLAH I TINIER B R X
route-distinguisher 65010:232

vpn-target 65010:232 65010:2 import-extcommunity

vpn-target 65010:232 export-extcommunity

policy-based-route AAA permit node 1 BT REZEEFHITVPNLFIS N
if-match acl 3000
apply access-vpn vpn-instance ZWWW232

interface LoopBack?2 {FRHiZiZO{FAbas ipflnas ip
ip binding vpn-instance ZWWW232
ip address XX.221.185.132 255.255.255.255

interface GigabitEthernet0/2

port link-mode route

combo enable copper

ip address XX.218.99.125 255.255.255.252

ip policy-based-route AAA portall AIERE B SRES IS RIEIHRATAIE S E 5 | A\ VPNLFl T
portal enable method layer3 SFA=/ZEportalAilk

portal bas-ip XX.221.185.132

portal apply web-server portal

BeESLfIEEH

#

ip route-static vpn-instance ZWWW232 XX.218.119.64 26 XX.218.99.126 public

ip route-static vpn-instance HLW332 XX.218.119.64 26 XX.218.99.126 public

#

radius scheme cxzwww

primary authentication XX.221.184.253 key cipher $c$3$ctPPrQoFqg+yA8Qy6Kp76T1eh+3uQqWxaP
primary accounting XX.221.184.253 key cipher $c$3$AjKVSfogPrFrOAJq204Wx9WP/Eny8WoefQ==
nas-ip XX.221.185.132

vpn-instance ZWWW232

#

#

domain zwww

authorization-attribute idle-cut 30 10240

authorization-attribute vpn-instance ZWWW232

authentication portal radius-scheme cxzwww

authorization portal radius-scheme cxzwww

accounting portal radius-scheme cxzwww

#

#

portal free-rule 0 destination ip XX.221.184.253 255.255.255.255
portal free-rule 1 destination ip XX.221.185.2 255.255.255.255
portal free-rule 2 destination ip XX.221.185.3 255.255.255.255
portal free-rule 3 destination ip XX.221.185.4 255.255.255.255
#

portal web-server portal

url http://XX.221.184.253:8080/portal

vpn-instance ZWWW232

url-parameter ip source-address

url-parameter mac source-mac

#

portal server portal

ip XX.221.184.253 vpn-instance ZWWW232 key cipher
$cH3SES4F2NtUXNWIIBPWB0aQqHxsP3ZerqQ4Mw==

#
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#acket Type:ACK_AUTH(4)

[ip route-static XX.218.119.64 26 XX.218.99.126

ip ropigdstakcxoRMstBALLBNWW232 XX.218.119.64 26 XX.218.99.126 public

ip ropigrssadngpn-instance HLW332 XX.218.119.64 26 XX.218.99.126 public
#  Remotelp:XX.221.185.132

RemotePort:2000
Version:portal 2.0
Auth Type:PAP

[ ErrorlD:4
UserlP:XX.218.119.67
UserPort:0
ReqID:0
Rsvd:0
attriNum:3

</Head>

<Attributes>
Relay Message:36 06 00 00 00 00 37 06 00 00 00 00 38 06 00 00 00 00 3a 06 00 00 00 00 42
06 00 00 00 00 4a 06 00 00 00 00 43 11 52 30 30 33 42 30 35 44 30 34 32 53 50 30 35 3d 0a 48 47
4e 52 48 4d 4c 65
Text Info:Failed to get physical info
Device Ip:XX.221.185.132

RIS TEIR S MIdebug TERMAIESTE

*Mar 11 10:39:03:849 2021 PE-JT-3620 PORTAL/7/EVENT: User-SM[10.218.119.67]: Received
authentication response, RespCode=0.

*Mar 11 10:39:03:849 2021 PE-JT-3620 PORTAL/7/FSM: Auth-SM: Started to run.

*Mar 11 10:39:03:849 2021 PE-JT-3620 PORTAL/7/FSM: Auth-SM [XX.218.119.67]: Entered state A
uthenticated.

*Mar 11 10:39:03:849 2021 PE-JT-3620 PORTAL/7/FSM: User-SM[XX.218.119.67]: Begin to run.
*Mar 11 10:39:03:849 2021 PE-JT-3620 PORTAL/7/FSM: User-SM [XX.218.119.67]: State changed f
rom Authenticating to Waiting_Author.

*Mar 11 10:39:03:849 2021 PE-JT-3620 RADIUS/7/EVENT:

PAM_RADIUS: Processing RADIUS authorization.

*Mar 11 10:39:03:849 2021 PE-JT-3620 RADIUS/7/EVENT:

PAM_RADIUS: RADIUS Authorization successfully.

*Mar 11 10:39:03:849 2021 PE-JT-3620 PORTAL/7/EVENT: User-SM[XX.218.119.67]: AAA process
ed authorization request and returned success.

*Mar 11 10:39:03:849 2021 PE-JT-3620 PORTAL/7/EVENT: User-SM[XX.218.119.67]: Received ses
sion-timeout is 86400 sec.

*Mar 11 10:39:03:849 2021 PE-JT-3620 PORTAL/7/FSM: User-SM [XX.218.119.67]: State changed f
rom Waiting_Author to Waiting_Rule_OK.

*Mar 11 10:39:03:850 2021 PE-JT-3620j RO RN ERRe R EicoicIcoupIRIEING

*Mar 11 10:39:03:850 2021 PE-JT-3620 PORTAL/7/ERROR: ISEiReSisuSsniviseleaaeasii
because the system failed to get user physical info while deploying the rule.

*Mar 11 10:39:03:850 2021 PE-JT-3620 PORTAL/7/FSM: Auth-SM: Started to run.

*Mar 11 10:39:03:850 2021 PE-JT-3620 PORTAL/7/FSM: Auth-SM [XX.218.119.67]: Entered state O
ffline.

*Mar 11 10:39:03:850 2021 PE-JT-3620 PORTAL/7/ERROR: User mac is invalid.

*Mar 11 10:39:03:850 2021 PE-JT-3620 PORTAL/7/ERROR: Failed to get get ssid by user mac,User
Mac is Zero.

*Mar 11 10:39:03:850 2021 PE-JT-3620 PORTAL/7/PACKET:

Portal sent 132 bytes of packet: [jfESackEGNIENENEoEEs. |P-XX.218.119.67
*Mar 11 10:39:03:850 2021 PE-JT-3620 PORTAL/7/PACKET:

[ 33 RELAYMSG 11 65][6]
[ 5 TEXTINFO 11 29] [Failed to get physical info]
[ 10 BASIP 11 6] [XX.221.185.132]

BidigEMdebuga] I, FEZFINEBIFEPERE LEKFIBREAN, RELFRBERNImacER,
[[IMCA&iXType=ack_auth(4), ErrCode=4R35E58
“Eportal&Ei&LiHARP, =Eportaliki&H, debug B /RFIBREIKLM, MFIBRABHERLER, &



ENEEEFFSEH, WT:
ip route-static vpn-instance ZWWW232 XX.218.119.64 26 XX.218.99.126 public
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