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#
port-security enable
#
wlan auto-ap enable
#
domain system
access-limit disable
state active
idle-cut disable
self-service-url disable
#
user-group system
group-attribute allow-guest
#
wlan rrm
dot11a mandatory-rate 6 12 24
dot11a supported-rate 9 18 36 48 54
dot11b mandatory-rate 1 2
dot11b supported-rate 5.5 11
dot11g mandatory-rate 1 2 5.5 11
dot11g supported-rate 6 9 12 18 24 36 48 54
band-navigation enable
#
wlan service-template 1 crypto
ssid dyjy
bind WLAN-ESS 0
cipher-suite ccmp
security-ie rsn
service-template enable
#
interface WLAN-ESSO0
port link-type hybrid
port hybrid vlan 1 109 untagged
port hybrid pvid vlan 109
mac-vlan enable
port-security port-mode psk
port-security tx-key-type 11key
port-security preshared-key pass-phrase cipher $c$3$MovZkD7yPGTop5FWGZw8I6XthTC7WQM9
Qz/M
#
wlan ap bei1-1 model WA4320i-ACN id 21
serial-id 210235A1GQC162001853
radio 1
service-template 1 vlan-id 109
radio enable
radio 2
service-template 1 vlan-id 109
radio enable

{@iZdebug wlan mac all&Z I :
*Nov 18 14:43:31:691 2016 ac WMAC/7/EVENT : 4-way handshake message resend timer expired f
or client a45e-60dc-deab

*Nov 18 14:43:31:691 2016 ac WMAC/7/EVENT : 4-way handshake FSM state is changed, ptkstart -
> idle to resend message1 for client a45e-60dc-deab


https://zhiliao.h3c.com/questions/catesDis/163
https://zhiliao.h3c.com/User/other/374

*Nov 18 14:43:31:691 2016 ac WMAC/7/EVENT : Sent 4-way handshake message1 to station a45e-
60dc-deab successfully

*Nov 18 14:43:31:691 2016 ac WMAC/7/EVENT : 4-way handshake FSM changes state, idle -> ptkst
art for client a45e-60dc-deab

*Nov 18 14:43:31:693 2016 ac WMAC/7/ERROR : Received invalid 4-way handshake message?2 fra

me from client a45e-60dc-deab, wrong replay counter

*Nov 18 14:43:31:693 2016 ac WMAC/7/ERROR : Received invalid EAPOL-KEY frame from client a
45e-60dc-deab, discard it

BRI, KinadkAIBACIARREIR.
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wlan service-template 1 crypto

ssid dyjy

bind WLAN-ESS 0

cipher-suite tkip

cipher-suite ccmp

security-ie rsn

security-ie WPA

service-template enable
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