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L3 switch

AC AP client

ARG ACSAPRIENIEE, APEE—ES=EFMA8, WEAFESZEEMANAG. A
PE&18vlangVLAN 100, dhcp serveriIFACLE,

BELE:
1. ACIECE
#
wlan ap ap1 model WA4320-ACN-SI
serial-id 219801A0T78166E00061
tunnel encryption enable /FTEACSAPMISNBRXES, FFEAPSACERBSENNZINEE
radio 1

radio 2
#
interface Vlan-interface100

ip address 192.168.100.254 255.255.255.0
#
dhcp server ip-pool vlan100

gateway-list 192.168.100.254

network 192.168.100.0 mask 255.255.255.0
#
2, SWiEkcE
#
interface GigabitEthernet1/0/1

port link-mode bridge

port access vlan 100
#
interface GigabitEthernet1/0/2

port link-mode bridge

port access vlan 100

poe enable
#
LEERIGIE:
MIMERENZEFACSAPERZER EHRINE.
1. INEZRIACSAPEIRN R E

MINErVAR_£55005 10

UX30YL

“rzEwerned 11

T 2141 ZUL/-UZ-UY 15332:U9.0UD>4Z  BrOAGCAsL
5212 2017-02-09 13:32:11.866155  192.168.20.3 192.168.20.254 CAPWAP 78 CAPWAP-Control - Echo Request
5213 2017-02-09 1 192.168.20.254 192.168.20.3 CAPWAP. 60 CAPWAP-Control - Echo Response
5542 2017-02-0 Broadcast Minervak_23:00:10 0x3891 72 Ethernet IT
5543 201702 Broadcast Minervak_23:00:10 0x3891 72 Ethernet IT
6196 2017-02- 192.168.20.3 255.255.255.255 CAPWAP 204 CAPWAP-Control - Discovery Request
6197 2017-02- 192.168.20.3 224.0.1.140 CAPWAP 204 CAPWAP-Control - Discovery Request
6198 2017-02- 192.168.20.254 192.168.20.3 CAPWAP 170 CAPWAP-Control - Discovery Response
6199 2017-02- 192.168.20.254 192.168.20.3 CAPWAP 170 CAPWAP-Control - Discovery Response
6267 2017-02- 192.168.20.3 192.168.20.254 CAPWAP 260 CAPWAP-Control - Join Request
6386 2017-02- 192.168.20.3 192.168.20.254 CAPWAP 260 CAPWAP-Control - Join Request
6387 2017-02- 192.168.20.254 192.168.20.3 CAPWAP 187 CAPWAP-Control - Join Response
6388 2017-02- 192.168.20.3 192.168.20.254 CAPWAP 456 CAPWAP-Control - Configuration Status Reques
6389 2017-02-0 192.168.20.254 192.168.20.3 CAPWAP 1490 CAPWAP-Contro]l (Fragment ID: 0, Fragment Off
6390 2017-02-0 192.168.20.254 192.168.20.3 CAPWAP 1490 CAPWAP-Control (Fragment ID: 0, Fragment Off
6391 2017-02-0 192.168.20.254 192.168.20.3 CAPWAP 787 CAPWAP-Control - Configuration Status Respor
6401 2017-02-0 192.168.20.3 192.168.20.254 CAPWAP 80 CAPWAP-Control - Change State Request
6402 2017-02-0 192.168.20.254 192.168.20.3 CAPWAP. 60 CAPWAP-Control - Change State Response
6403 2017-02-0¢ Broadcast MinervaK_23:00:10 0x3891 72 Ethernet II
0

6404 2017-02-

Broadcast

Minervak_23:00:10

0x3891

72 Ethernet II

@ Preamble
© Header
@ Control Header
© Message Element
@ Type: (t=33,1=4) Result Code

@ Type: (t=1,1=49) AC Descriptor

@ Type: (t=4 8) AC Name
@ Type: (t=1048,1=5) IEEE 802.11 WTP Radio Information
@ Type: (t=1048,1=5) IEEE 802.11 WTP Radio Information

@ Type:
@ Type:
@ Type:
@ Type:

2, INERACSAPEIRNZE

(t=53,1=1) ECN Support

(t=10,1=6) CAPWAP Control IPv4 Address
(t=30,1=4) CAPWAP Local IPv4 Address
(t=51,1=1) CAPWAP Transport Protocol
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2177 2017-02-08 19:45:44.899276 192.168.20.16 192.168.20.254 DTLSVI. 123 Application Data

2178 2017-02-08 19:45:44.900230 192.168.20.254 192.168.20.16 DTLSv1. 1403 Application Data
2179 2017-02-08 19:45:44.904782 192.168.20.16 192.168.20.254 DTLSVA. 123 Application Data
2180 2017-02-08 19:45:44.916364 192.168.20.254 192.168.20.16 DTLSvl. 1387 Application Data
2181 2017-02-08 19:45:44.920562 192.168.20.16 192.168.20.254 DTLSVI. 123 Application Data
2182 2017-02-08 19:45:44.932511 192.168.20.254 192.168.20.16 DTLSv1. 1451 Application Data
2183 2017-02-08 19:45:44.981671 192.168.20.16 192.168.20.254 DTLSV. 123 Application Data
2184 2017-02-08 19:45:44.982687 192.168.20.254 192.168.20.16 DTLSv1. 1451 Application Data
2185 2017-02-08 19:45:45.015955 192.168.20.16 192.168.20.254 DTLSVI. 123 Application Data
2186 2017-02-08 19:45:45.017207 192.168.20.254 192.168.20.16 DTLSvl. 1451 Application Data
2187 2017-02-08 19:45:45.021730 192.168.20.16 192.168.20.254 DTLSVI. 123 Application Data
2188 2017-02-08 19:45:45.022491 192.168.20.254 192.168.20.16 DTLSVI. 155 Application Data
2189 2017-02-08 19:45:45.023215 192.168.20.16 192.168.20.254 DTLSVI. 123 Application Data
2190 2017-02-08 19:45:45.024689 192.168.20.254 192.168.20.16 DTLSV1. 155 Application Data
2191 2017-02-08 19:45:45.106200 192.168.20.16 192.168.20.254 DTLSVA. 123 Application Data
2192 2017-02-08 19:45:45.106948 192.168.20.254 192.168.20.16 DTLSV. 155 Application Data
2193 2017-02-08 19:45:45.109510 192.168.20.16 192.168.20.254 DTLSVI. 123 Application Data
2194 2017-02-08 19:45:45.110243 192.168.20.254 192.168.20.16 DTLSV. Data

T 0

I Frame 2183: 123 bytes on wire (984 bits), 123 bytes captured (984 bits)
| Ethernet II, Src: 38:91:d5:9a:7a:e0 (38:91:d5:9a:7a:e0), Dst: 38:97:d6:c8:77:08 (38:97:d6:c8:77:08)

1 Internet Protocol Version 4, src: 192.168.20.16 (192.168.20.16), Dst: 192.168.20.254 (192.168.20.254)
1 User Datagram Protocol, Src Port: 22784 (22784), Dst Port: capwap-control (5246)
1 Control And Provisioning of wireless Access Points
1 Datagram Transport Layer Security
= DTLSVL. 0 Record Lay: plication Data Protocol: Application

Content Type: Application Data (23)

Version: DTLS 1.0 (0xfeff)

Epoch: 1

Sequence Number: 11

Length: &

Encrypted Application Data: 9889a084bel5f8c568clb7e2bd8f2deabe7d07bdelbedd4as. . .

000 38 97 d6 c8 77 08 38 91 d5 9a 7a e0 08 00 45 e0 8...w.8.
010 00 6d 00 34 00 00 ff 11 10 0d cO a8 14 10 c0 a8 med....

1. —EEBERN pemXHHEISAEIACSAPHIRERT. EACKIRER TS Arootpem, serve
rpem3{4; EAPIRER TS Aroot.pem, client.pem3 {4 //* pemXEARXSACSEAPEREIE,

2. APEEAC LEEBHITRHENERE, MR SNRERINEE Eem/a R APERHIT IR
EEwE,
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