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iMC&U-Center是否涉及CVE-2012-5568 Apache Tomcat Slowloris工具拒绝
服务漏洞

漏洞相关信息

漏洞编号： CVE-2012-5568
漏洞名称： Apache Tomcat Slowloris工具拒绝服务漏洞
产品型号及版本： iMC_1.0系列产品，U-Center1.0系列产品

漏洞描述

Apache Tomcat是一个流行的开放源码的JSP应用服务器程序。Apache Tomcat 7.0.x和之前版本中存
在漏洞。

Slowloris是低带宽拒绝服务攻击工具。 Apache Tomcat在实现上存在安全漏洞，远程攻击者可利用Slo
wloris工具造成拒绝服务攻击

https://zhiliao.h3c.com/questions/catesDis/228
https://zhiliao.h3c.com/User/other/139522


漏洞解决方案

修改iMC\client\conf\server.xml
修改红色部分，重启jserver

            <Connector URIEncoding="UTF-8" acceptCount="100" compressableMimeT
ype="text/html,text/xml,text/xhtml,text/css,text/javascript,text/plain,application/javasc
ript,application/xml" compression="on" compressionMinSize="2048" connectionTime
out="10000" disableUploadTimeout="true" enableLookups="false" maxHttpHeaderSize="8192" ma

xPostSize="5242880" maxSpareThreads="75" maxThreads="300" minSpareThreads="25" noCompre
ssionUserAgents="gozilla, traviata" port="8080"
protocol="org.apache.coyote.http11.Http11NioProtocol" redirectPort="8443" server="Server" useURI
ValidationHack="false"/>

 
            <!-- HTTPS Connector -->
            <Connector SSLEnabled="true" URIEncoding="UTF-8" acceptCount="100" c
iphers="TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256,TLS_ECDHE_RSA_W
ITH_AES_256_CBC_SHA384,TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,TL
S_ECDHE_RSA_WITH_AES_128_CBC_SHA" clientAuth="false" compressableMim
eType="text/html,text/xml,text/xhtml,text/css,text/javascript,text/plain,application/java
script,application/xml" compression="on" compressionMinSize="2048" connectionTi
meout="10000" disableUploadTimeout="true" enableLookups="false" keystoreFile="security/newk

s" keystorePass="iMCV500R001" maxHttpHeaderSize="8192" maxPostSize="5242880"
maxSpareThreads="75" maxThreads="300" minSpareThreads="25" noCompressionUserAgents="go
zilla, traviata" port="8443" protocol="org.apache.coyote.http11.Http11NioProtocol" scheme="https" se
cure="true" server="Server" sslProtocol="TLSv1.2"/>
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