(" iIMC&U-Center@&i$ K CVE-2012-5568 Apache Tomcat Slowloris TE B4
- RERE

PLAT  4BFfii  2021-09-09 &%

IBREXER

RS CVE-2012-5568

JRIERFR: Apache Tomcat Slowloris T EE42iRSZIRIE

FRBSRIRA: IMC_1.0R5Ffm, U-Centerl. 0FRFIF=m

PN

Apache Tomcat@— N TRIFFRURRBAIJSP R FARRSS 28FE . Apache Tomcat 7.0.xF1Z RIRAHF
ERiE.

Slowloris 2 EEMRSIETE, Apache TomcatfEsLHl HFER SRR, ITRRTETTFIASo
wloris TEIERIELEIRS LT


https://zhiliao.h3c.com/questions/catesDis/228
https://zhiliao.h3c.com/User/other/139522

BRI 2

{EXTIMC\client\conf\server.xml
BRI EERD, EfSjserver

<Connector URIEncoding="UTF-8" acceptCount="100" compressableMimeT
ype="text/htmltext/xml,text/xhtml,text/css,text/javascript,text/plain,application/javasc
ript,application/xml" compression="on" compressionMinSize="2048" connectionTime

out="10000" disableUploadTimeout="true" enableLookups="false" maxHttpHeaderSize="8192" ma
xPostSize="5242880" maxSpareThreads="75" maxThreads="300" minSpareThreads="25" noCompre
ssionUserAgents="gozilla, traviata" port="8080"
protocol="org.apache.coyote.http11.Http11NioProtocol" redirectPort="8443" server="Server" useURI
ValidationHack="false"/>

<!l-- HTTPS Connector -->

<Connector SSLEnabled="true" URIEncoding="UTF-8" acceptCount="100" ¢
iphers="TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256,TLS_ECDHE_RSA_W
ITH_AES_256_CBC_SHA384,TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,TL
S_ECDHE_RSA_WITH_AES_128_CBC_SHA" clientAuth="false" compressableMim
eType="text/html,text/xml,text/xhtml,text/css,text/javascript,text/plain,application/java
script,application/xml" compression="on" compressionMinSize="2048" connectionTi

meout="10000" disableUploadTimeout="true" enableLookups="false" keystoreFile="security/newk
s" keystorePass="iMCV500R001" maxHttpHeaderSize="8192" maxPostSize="5242880"
maxSpareThreads="75" maxThreads="300" minSpareThreads="25" noCompressionUserAgents="go
zilla, traviata" port="8443" protocol="org.apache.coyote.http11.Http11NioProtocol" scheme="https" se
cure="true" server="Server" ssIProtocol="TLSv1.2"/>
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