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Na. Time Source Destination Protocol  Length Info
16823 72.235678 253 103 RADIUS 549 Access-Request id=15
16025 72.244244 103 253 RADIUS 1153 Access-Challenge id=15
16045 72.284912 253 103 RADIUS 394 Access-Request id=16
16046 72.285998 103 253 RADIUS 331 Access-Challenge id=16
16047 72.318629 253 103 RADIUS 548 Access-Request id=17
16048 72.319909 103 53 RADIUS 234 Access-Challenge id=17
16049 72.343264 253 103 RADIUS 394 Access-Request id=18
16050 72.344162 103 253 RADIUS 228 Access-Challenge id=18

i 16470 74.222299 103 253 RADIUS Isconnect-Reques

| 16475 74.238750 253 103 RADIUS 455 Accounting-Request id=86

L 16476 74.240738 253 103 RADIUS 126 Disconnect-ACK id=211
16480 74.247759 103 253 RADIUS o =
16502 74.265163 103 253 RADIUS 209 Disconnect-Request id=212
16515 74.283629 253 03 RADIUS 132 Disconnect-NAK id=212
16527 74.305902 103 253 RADIUS 209 Disconnect-Request id=213
16533 74.321888 253 03 RADIUS 132 Disconnect-NAK id=213

P: 1647574.238758 53 3 RADIUS 455 Accounting-Request id=86
| 16476 74.240730 253 83 RADIUS 126 Disconnect-ACK id=211

AVP: t=Calling-Station-Id(31) 1=19 val=78-2B-46-39-12-B4
AVP: t=Called-Station-1d(38) 1=33 val=98-F1-81-82-19-08:Sensetime-EAP

pT v
AVP: t=Acct-Multi-Session-Id(56) 1=40 val=000000042021091610452608367€9008000383
AVP: t=Tunnel-Private-Group-Id(81) 1=6 Tag=ex@l val=103

AVP: t=Acct-Session-Time(46) 1=6 val=203

AVP: t=Acct-Input-Octets(42) 1=6 val=356413

AVP: t=Acct-Output-Octets(43) 1=6 val=423551

AVP: t=Acct-Input-Packets(47) 1=6 val=1716

AVP: t=Acct-Output-Packets(48) 1=6 val=1549

AVP: t=Acct-Input-Gigawords(52) 1=6 val=e@

AVP: t=Acct-Output-Gigawords(53) 1=6 val=e

AVP: t=Acct-Terminate-Cause(49) 1=6 val=Admin-Reset(6)

AVP: t=Vendor-Specific(26) 1=38 vnd=H3C(255@6)

AVP: t=Vendor-Specific(26) 1=12 vnd=H3C(255@6)

AVP: t=Vendor-Specific(26) 1=23 vnd=H3C(25506)

t=Acct-Authentic(45) 1=6 val=RADIUS(1)

F—IRCOA (fsEFAEHNEEH) Flaccount-stop
£t Ex. 71

16964 75.504406 253 1e3 RADIUS 445 Access-Request id=26
16965 75.505155 103 253 RADIUS 212 Access-Challenge id=26
16966 75.525536 253 103 o]

16967 75.526256 1e3 253 RADIUS 231/Access-Accept 1d=27
17001 75.684535 253 103 RADIUS 407 Accounting-Request 1d=87
1740R 75 A9774A 103 253

Frame 16967: 231 bytes on wire (1848 bits), 231 bytes captured (1848 bits)
Ethernet II, Src: VMware_a8:2f:2f (00:50:56:a8:2f:2f), Dst: Cisco_ac:4e:cc (6c:5e:3b:ac:4e:cc)
Internet Protocol Version 4, Src: 10.151.6.103, Dst: 10.156.2.253
User Datagram Protocol, Src Port: 1812, Dst Port: 58817
RADIUS Protocol
Code: Access-Accept (2)
Packet identifier: oxlb (27)
Length: 189
Authenticator: cd656a480ea27188768c@a3d3c9cblle
This is a response to a request in frame 16966
[Time from request: ©.000720000 seconds]
v Attribute Value Pairs
AVP: t=Tunnel-Type(64) 1=6 Tag=0x00 val=VLAN(13)
AVP: t=Tunnel-Medium-Type(65) 1=6 Tag=0x00 val=IEEE-802(6)

AP-Message(79) 1=6 Last Segment[1]
Vendor-Specific(26) 1=58 vnd=Microsoft(311)
Vendor-Specific(26) 1=58 vnd=Microsoft(311)
Message-Authenticator(86) 1=18 val=b21989d5a1155bceb6209547e675F39c

FBFPT%E, EF0AILE, $KEvlani2

16967 75.526256 03 53 RADIUS 231 Access—Acéept id=27
= 17ee1 75.684535 g2l Q3 RADIUS
— 1799/ 75 R07744 a3 53 RANTIIS

Packet identifier: @x57 (87)

Length: 365

Authenticator: @45b84f3baaaab53d2f3d28a849b7c14

The response to this request is in frame 17666
v Attribute Value Pairs

AVP: t=User-Name(1l) 1=12 val=huangjialu
AVP: t=NAS-Identifier(32) 1=31 val=ASCNHZTR-WLC-WX3520H-28FA-IRF
AVP: t=NAS-Port(5) 1=6 val=16777217
AVP: t=NAS-Port-Type(61) 1=6 val=Wireless-802.11(19)
AVP: t=Framed-Protocol(7) 1=6 val=PPP(1)
AVP: t=NAS-Port-Id(87) 1=18 val=0100000000000001
AVP: t=NAS-IP-Address(4) 1=6 val=10.156.2.253
AVP: t=Calling-Station-Id(31) 1=19 val=78-2B-46-39-12-B4
AVP: t=Called-Station-Id(3@) 1=33 val=98-F1-81-82-19-00:Sensetime-EAP
AVP: t=Framed-IP-Address(8) 1l=6 val
AVP: t=Acct-Session-Id(44) 1=40 val=00000004202109161048500007¢56908100383
AVP: t=Acct-Multi-Session-Id(5@) 1=40 val=000000042021091612485000367fbed8000383
AVP: t=Tunnel-Private-Group-Id(81) 1=6 Tag=ex@l val=112
AVP: t=Vendor-Specific(26) 1=38 vnd=H3C(25506)
AVP: t=Vendor-Specific(26) 1=12 vnd=H3C(25506)
AVP: t=Vendor-Specific(26) 1=23 vnd=H3C(25506)
AVP: t=Acct-Authentic(45) 1=6 val=RADIUS(1)

[ AUP: t=Acct-Status-Type(46) 1=6 val=Start(1) ]

> AVP: t=Acct-Delay-Time(41l) 1=6 val=@
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20309 91.145655 RADIUS
21315 95.368020 RADIUS
21316 95.376094 RADIUS
21343 95.479919 RADIUS
21244 95.487603 RADIUS
21365 95.627112 RADIUS
# BRI R e
SBR[ AR7963 RADIUS
21812 98.450098 RADIUS
[Sysamrekwan seryi RADIUS

107 Accounting-Response id=16
362 Access-Request id=105

127 Access-Challenge id=1@5
547 Access-Request id=:
1153 Access-Challenge i
392 Access-Request i
331 Access-Challenge
289 Disconnect-Request 1d=217

209 Disconnect-Request 1d=218
132 Disconnect-NAK id=218

[SyrshaniessvlaBsSiysan s ad | Cligak 9ReLy] iyacarun iagrasiarbin 6gey) ipva

Ethernet II, Src: VMware_a8:2f:2f (@@:50:56:a8:2f:2f), Dst: Cisco_ac:4e:cc (6c:5e:3b:ac:4e:cc)

Internet Protocol Version 4, Src: 16.151.6.183, Dst: 10.156.2.253
User Datagram Protocol, Src Port: 38495, Dst Port: 3799
RADIUS Protocol

Code: Disconnect-Request (48)

Packet identifier: oxd9 (217)

Length: 167

Authenticator: 1d8cafafd439bleea3116404167fc84b

The response to this request is in frame 21801
v Attribute Value Pairs

AVP: t=User-Name(1) 1=12 val=huangjialu

<

| > AVP: Framed-IP-Address(8) 1=6 valﬂ [ l
> AV .
AV i ) 1=40 val=0000000420210916184850000756908180383

Calling-Station-Id(31) 1=19 val=78-2B-46-39-12-B4

NAS-Identifier(32) 1=31 val=ASCNHZTR-WLC-WX352@8H-28FA-IRF

FLASEZIRCOARY, iBKAUMILAR70.71, acHEIRBILAIE

=Called-Station-Id(38) 1=33 val=98-F1-81-82-19-00:Sensetime-EAP
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