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i

&S [SSLVPNiER

iNode B RER iR

[ 1T /EEEAE
SSL VPN WiExm  |OAP =
AiHEst |=EnE -]

B L 122341349527

Zﬁ |I......... E! | 2 | @
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HVPNEIRIBIE B ST S VPNRIXIBIERSE
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BiZAweb FRERIREMNT:

htpst/.112.234.1349527/login/login html
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SEHHT

S AR BB XIESSLVPNEASLDAPNIEEAE S :
$E?€EE§EJ%%EWD%DT§{§J
A, L2 SNWOEFUntrust, AORtrust, EZELDAPZLDAPE, ACOTEACIHE; SSLVPNik
SEERIEUNtrustRLocal, INFEEME ocalZILDAP, HEAMEB REEMIBACHE rust, R
BRSEERER, FFEENEERSERRS, B RrEiaRT]
B. LDAPIEXECE: FRLDAPMIECEFIZEM—, SIZELDAPHEXAIdomainim/ETE RIS flcontex
AR,
C. SSLVPNifjasLflcontext R EhELE :
sslvpn context test

|
0

gateway gw_test2

ip-tunnel interface SSLVPN-AC1
ip-tunnel address-pool sslvpn-pool mask 255.255.255.0
ip-route-list sslvpn

include XXX.100.56.0 255.255.255.0
include XXX.100.58.0 255.255.255.0
policy-group sslvpn

filter ip-tunnel acl 3333

ip-tunnel access-route ip-route-list sslvpn
default-policy-group sslvpn

aaa domain sslvpn

service enable #

2, IMEZHSREANOBERERIER: ARMWEIESR, mOaA,

Type "help® to learn how to use Xshell prompt.
[e:\~]$ ping 112

w

IEFE Ping
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Xshell 5 (Build 0719)
ight (c) 2002-2015 NetSarang Computer,

“help' to learn how
1$ telnet

local wh'—ﬂ

3. B X Eweb NEM MG ER A EITTE:
EEBRIPENSRES:

(2) TRIPEAF PRI, REKAER (0Nl (1) QIRSSL VPN ACHD, HRHF
S P e 20 101 1.0124
-4: R RIPE TR RMPETIAE B e e
H2.2.2 1!24 j ¢ i o RCIPHLAE, IF T A

J 1510.1.1.0/24, # i1 1% « ‘ — 3114024
i Q1 1.1.1124 1.1.1. 220 .

N M- ____-- 10.1.1.2/2

27 ol TR SSL VPN AC "

/ P SSL VPN %:
(8) {E% /% - {Fping 10.1.1.2 2221124 2.2.2.100/24
C > L d

t (7) SSL VPN#SSLiH
LSSL WIS, HIPIR ST AR R % B

HE 0L A

VF’N\ (FS! JSSL VPN AC#H: 1
-+ -+
(9) SSL VPNIF I w5 41 L8 1] (8) %

SSLH¥IE, ) F ¥m VPN %

EEEN BT iNodeZ i — M EIM R, NG HITSSURENINAIRZE, SSLRETRE:


https://zhiliao.h3c.com/Theme/details/165528

Client Server

Ciienidello  semeeeee- P
ServerHello

FBHEOMdns server XXX.177.7. 1 BB MRS SRR c L ESsvpn & & ldapl BETE, B0 LM
FEdns serveraflidapifimse, S2Idapi IR L ST IR B RLDAPIRS LIS, SBURE
INHEHRERAN, . RN T—ER4BEmR.

CertificateVerify+

[ChangeCipherSpec]
Finished @ =0 0 ==cee=-- =
[ChangeCipherSpec]
Kmmmmmm—- Finished
Application Data gmmmm oo > Application Data

IEERHILDAPINIER EE (ELFRIEINE=SHTIAL)

Host LDAP client LDAP server

N

(1) 7 Telnet{# 5t

(2) ik L TCP%

A
\

(3) ¥ L Y05 Wi R 41 30

(4) SB5E o] AR 5L

(5) HI /" DN )i R 4R 5

(6) TEify [ e 2 3

(7) F P 98 52 i SR 4

(8) £ 5iE [ax] 182 41 3T

(9) ¥ pLat A

(10) P 2R3k sh

FitPC(XXX.104.145.154)—AF—( XXX .112.234.134:9527) F1000-Al-60( XXX .100.58.253)---( X
XX .100.100.52)LDAPRSZ5E
SSLiZiEiMB8 R RHSSLEZEEZIES

2021-09-10 13:45:46.730729 104.145.154 112.234.134  TCP 66 10070 » 4433 [SYN] Seq=8 Win=64240 Len=0 MSS=1400 WS=256 SACK_PERM=1
2021-09-10 13:45:46.730846 112.234.134 104.145.154  TCP 66 4433 > 10070 [SYN, ACK] Seq=@ Ack=1 Win=65535 Len=@ MSS=1400 SACK_PERM=1
2021-09-10 13:45:46.770510 104.145.154 12.234.134  TCP 60 10070 » 4433 [ACK] Seq=1 Ack=1 Win=131584 Len=e

2021-09-10 13:45:46.780612 104.145.154 12.234.134  TLSV1 253 Client Hello

2021-09-10 13:45:46.781162 112.234.134 .104.145.154  TLSV1 641 Server Hello, Certificate, Server Hello Done

2021-89-10 13:45:46.850419 104.145.154 © .112.234.134  TLSvV1 252 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
2021-89-10 13:45:46.852092 112.234.134 .104.145.154  TLSV1 288 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
2021-09-10 13:45:46.905420 104.145.154 .112.234.134  TLSV1 400 Application Data, Application Data

2021-09-10 13:45:46.905664 .112.234.134 .104.145.154  TLSV1 336 Application Data, Application Data

LDAPAEETE: RSBHREISTEBRXMIEREREMIRY, REHEFRE—LHRARYES
K.
(WTrae0 _ Tk

vie Time Source Destination Protocol Length  Info
2021-09-10 13:45:47.887333  1.100.58.253 .100.100.52 LDAP 157 searchRequest(8) "dc=powercore,dc=com,dc=cn" wholeSubtree
I 2021-09-10 13:45:47.888548  1.100.100.52 .100.58.253 LDAP 402 searchResEntry(8) "CN:  3045,0U=IT,OU=Information System & Innovation

4, BEiddebugit—SXISSLIZFE R LDAPIAIESFE#H T4 (debugging sslvpn all . debugging Idap a
I :

IIALDAPAFSE: CN=XXX0045,0U=IT,0U=Information System & Innovation Center,OU=Power
core,DC=powercore,DC=com,DC=cn

SSLig#25sE, {BELDAPINEIEERAFRIRERE.

PAM_LDAP:User DN is CN=XXX0045,0U=IT,OU=Information System & Innovation Center,OU=
Powercore,DC=powercore,DC=com,DC=cn. //E$;FIFDN

*Sep 10 13:42:26:468 2021 H3C LDAP/7/EVENT: -COntext=1;

PAM_LDAP:Keep state authentication searching for incomplete searching.

*Sep 10 13:42:34:635 2021 H3C LDAP/7/EVENT: -COntext=1;

PAM_LDAP:Get result message errno = -14

5. IRBBEIREXEDNEKIENE, BEMMRERIAMERE, SFE—MUser XXX search done.
. WEASNEIIDNBEFZEAEEERF.

BAH2EFRINIBFEEERRKINRE?

BN EREH—ES, RE—EEFRDNSIRSEEAIXDNSIRSZ, iEKf#ifrpowercore.com.cnis
B, XAXIRAIELDAPFIIES, BTELMENFEINIRSE, DNSHERITAM, FEAsHEESIAN
BFEI—EREN.



2021-09-10 13:45:50.244904 2::4262:76F.. 1:1:2 DHCPV6 118 Solicit XID: @x7h23c CID: AAA100A119131
2021-09-10 13:45:47.889280 112.234.134 114.114.114  DNS
2021-09-10 13:45:47.899268 114.114.114 112.234.134  DNS

91 Standard query @xd3b9 A ForestDnsZones.powercore. com.cn
ndar Esponse Ox: [G_Such name A Fores

Uery T sZ0nes . powercore.. com
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