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RADIUS server

112.12.1.50/24

Vian-int100:

112.12.1.26M86

Vian-int200:
AC 112.13.1.25M16

DHCP server Vlanint3oo: Switch Client
112,14.1,25/16

—. BEEHAC

(1) BcEACHYEO

# BUEZVLAN 100 EXIRIAIVLANEEC], HooiziEOBcEIPibit, APISIREIZIPIHEIESACEIZCAPW
APBEIE,

<AC> system-view

AC] vlan 100

AC-vlan100] quit

AC] interface vlan-interface 100

AC-Vlan-interface100] ip address 112.12.1.25 16

[AC-Vlan-interface100] quit

# BIEZVLAN 200 EXSRIAIVLANEEC, FAZIEOBCEIPibll, ClientEFHZVLANENTELML,
[AC] vlan 200

[AC-vlan200] quit

[AC] interface vlan-interface 200

[AC-Vlan-interface200] ip address 112.13.1.25 16

[AC-Vlan-interface200] quit

# ECBEACHISwWitchtBiZEAYEZGigabitEthernet1/0/1 9 Trunk3E8Y , 25 FVI AN 1RSGEIE, FoiFVLAN 1
00. VLAN 2001&id, ZHgiTrunkEAIPVID/9100,

[AC] interface gigabitEthernet1/0/1
[AC-GigabitEthernet1/0/1] port link-type trunk
[AC-GigabitEthernet1/0/1] undo port trunk permit vian 1
[AC-GigabitEthernet1/0/1] port trunk permit vian 100 200
[AC-GigabitEthernet1/0/1] port trunk pvid vlan 100
[AC-GigabitEthernet1/0/1] quit

(2)BLEDHCP server

# FFFSDHCP serverIhge

[AC] dhcp enable


https://zhiliao.h3c.com/questions/catesDis/192
https://zhiliao.h3c.com/questions/catesDis/193
https://zhiliao.h3c.com/User/other/382

# BCEDHCPithiibitivian100, AP ECAIMIISERE/9112.12.0.0/16, MKt 9112.12.1.25,
[AC] dhcp server ip-pool vian100

[AC-dhcp-pool-vlan100] network 112.12.0.0 mask 255.255.0.0
[AC-dhcp-pool-vlan100] gateway-list 112.12.1.25

[AC-dhcp-pool-vlan100] quit

# ECEDHCP1tiEthvian200, JClient D ERAIHEEEEA112.13.0.0/16, RIXiiEA112.12.1.25,
[AC] dhcp server ip-pool vian200

[AC-dhcp-pool-vlan200] network 112.13.0.0 mask 255.255.0.0
[AC-dhcp-pool-vlan200] gateway-list 112.12.1.25

[AC-dhcp-pool-vlan200] quit

(3)ECERADIUSIAE

# QiR AofficefIRADIUS T, FFAEME.

[AC] radius scheme office

#ECETINIE. 1T22RADIUSHRSS28A0IPHBAES112.12.1.50,

[AC-radius-office] primary authentication 112.12.1.50

[AC-radius-office] primary accounting 112.12.1.50

#ECERADIUSIAIE. THEHR A= Z$H/9123456789.

[AC-radius-office] key authentication simple 123456789

[AC-radius-office] key accounting simple 123456789

# LB RIXEERADIUSIRS SR B NSRS,

[AC-radius-office] user-name-format without-domain

# ELEIR B RIXRADIUSIR S ERRIRIPHENE/9112.12.1.25,

[AC-radius-office] nas-ip 112.12.1.25

[AC-radius-office] quit

# BUEE Aoffice1AIISPIE, FHHNEME.

[AC] domain office1

# Hlan-access B Hportal BFECEIAIE. ¥, 1125 IRADIUS 5 Zoffice,
[AC-isp-office1] authentication lan-access radius-scheme office

[AC-isp-office1] authorization lan-access radius-scheme office

[AC-isp-office1] accounting lan-access radius-scheme office

[AC-isp-office1] authentication portal radius-scheme office

[AC-isp-office1] authorization portal radius-scheme office

[AC-isp-office1] accounting portal radius-scheme office

# ECE AR WEYIMEE9155%, WELIRHEERAEARE 1024715,
[AC-isp-office1] idle-cut enable 15 1024

[AC-isp-office1] quit

# EEBEMACHIIB AP EFERBARFIMACHEIE, BRFEFR (ZEENHERE) .
[AC] mac-authentication user-name-format mac-address without-hyphen lowercase
(4)BCEWLAN-ESSHEO

# BIEEWLAN-ESSEE1, FHANEOME.,

[AC] interface wlan-ess 1

# EEEEFImAEIVLAN 53200,

[AC-WLAN-ESS1] port link-type hybrid

[AC-WLAN-ESS1] undo port hybrid vian 1

[AC-WLAN-ESS1] port hybrid vlan 200 untagged

[AC-WLAN-ESS1] port hybrid pvid vlan 200

[AC-WLAN-ESS1] mac-vlan enable

# B EEFmENAEA N AMACHIIEAIE,

[AC-WLAN-ESS1] port-security port-mode mac-authentication

# ECEMACHIIB A IER P (EFRRYISPIE office .

[AC-WLAN-ESS1] mac-authentication domain office1

# EEBEMACIAMIEAR M EHIguest vian

[AC-WLAN-ESS1] mac-authentication guest-vian 200

#EgEbypass portalfBAIES T,

[AC-WLAN-ESS1] mac-authentication bypass-portal enable

(5)EcEportall AIE

# LB Portal RS 881 /9112.12.1.50, FHEEIRSSSEXIRAIurl,

[AC] portal server imc ip 112.12.1.50 key simple h3c url http://112.12.1.50:8080/portal
# EREPortal IAMEIN1, ATFHYTAC LiSportalfdiZAsEss Sportal iR S5 281 S,
[AC] portal free-rule 1 source interface bridge-aggregation1 destination any

[AC] interface vlan-interface 200

# ECEIEOVLAN 2005Portal T AIERYEO.

[AC-Vlan-interface200] portal server imc method direct

# IEEMNEOEARIIPV4 Portal B SEEIAMES office 1,



[AC-Vlan-interface200] portal domain office1
# BeE O RIEPortaliR S FARYIPv4AIRIEHE/9112.12.1.25,
[AC-Vlan-interface200] portal nas-ip 112.12.1.25
[AC-Vlan-interface200] quit

(6) ECEMRSIEMR
[AC] wlan service-template 1 clear
# 4PEwlan-essiz.
[AC-wlan-st-1] bind WLAN-ESS 1
# BCESSIDtest,
[AC-wlan-st-1] ssid test
# FHETCE RS 1EIR.
[AC-wlan-st-1] service-template enable
[AC-wlan-st-1] quit
(7 ECESHE O HEIEIRSER
# BIEEFTAP, &fRofficeap, BISHZFRAWA4L320i-ACN,
[AC] wlan ap officeap model WA4320i-ACN
#1RBAPFSS79210235A1Q2C159000020,
[AC-wlan-ap-officeap] serial-id 210235A1Q2C 159000020
# Bt NAPHIRadio 20, FHETCEARS MR 14BEEIRadio 2 1.
[AC-wlan-ap-officeap] radio 2
[AC-wlan-ap-officeap-radio-2] service-template 1
# FFiSRadio 2095 5RINEE.
[AC-wlan-ap-officeap-radio-2] radio enable
[AC-wlan-ap-officeap-radio-2] quit
[AC-wlan-ap-officeap] quit
—. Eg&Switch
# BIEVLAN 100, VLAN 200, HAVLAN 100FF4£&ACFIAPEICAPWAPRXERIRYRE, VLAN 20
0F Tt A ClientToiRSC, VLAN 300 T4k Guest VLANRIIRSZ,
<Switch> system-view
[Switch] vlan 100
[Switch-vlan100] quit
[Switch] vlan 200
[Switch-vlan200] quit
# B & Switch S ACHEZERIGigabitEthernet1/0/ 1 OAIEMEATrunk, ZEIEVLAN 3RIGED, FIFVLAN
10038, HETTrunkAIPVIDII100,
[Switch] interface gigabitEthernet1/0/1
[Switch-GigabitEthernet1/0/1] port link-type trunk
[Switch-GigabitEthernet1/0/1] undo port trunk permit vian 1
[Switch-GigabitEthernet1/0/1] port trunk permit vian 100
[Switch-GigabitEthernet1/0/1] port trunk pvid vlan 100
[Switch-GigabitEthernet1/0/1] quit
# BLESwitch SAPHEIERIGigabitEthernet1/0/2iZ @M 9Access, FAIFVLAN 100i@d,
[Switch] interface gigabitEthernet1/0/2
[Switch-GigabitEthernet1/0/2] port link-type access
[Switch-GigabitEthernet1/0/2] port access vlan 100
# FHEPoERE IR HEBIIRE,
[Switch-GigabitEthernet1/0/2] poe enable
[Switch-GigabitEthernet1/0/2] quit
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