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MSR G228 5KEZIPSEC, IKE SAFIIPSEC SAERIEEE7, WSHETLAESEHEA. debugging i
psec errorf GRS, $27<: The reason of dropping packet is packet too long, sent icmp error,
1. FEIRE LEEIKE SA
<H3Cxdis ike sa
Connection-ID Remote Flag DOI

9676 2222 RD IPsec

2. ERE EEEIPSEC SA
<H3Cx>dis ipsec sa

Interface: GigabitEthernet2/3/1

IPsec policy: vpn
Sequence number: 1
Mode: ISAKMP
Tunnel id: 7
Encapsulation mode: tunnel
Perfect Forward Secrecy:
Inside VPN:
Extended Sequence Numbers enable: N
Traffic Flow Confidentiality enable: N
Path MTU: 1444
Tunnel:
local address: 1.1.1.1
remote address: 2.2.2.2
Flow:
sour addr: 10.60.0.0/255.255.255.0 port: 0 protocol: ip
dest addr: 10.255.0.0/255.255.255.0 port: 0 protocol: ip

[Inbound ESP SAs]
SPI: 3515913859 (0xd1909683)
Connection ID: 27973121998852
Transform set: ESP-ENCRYPT-DES-CBC ESP-AUTH-SHA1
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1833675/2671
Max received sequence-number: 152906
Anti-replay check enable: Y
Anti-replay window size: 64
UDP encapsulation used for NAT traversal: N
Status: Active

[Outbound ESP SAs]
SPI: 2396010810 (0x8ed0393a)
Connection ID: 25026774433793
Transform set: ESP-ENCRYPT-DES-CBC ESP-AUTH-SHA1
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1833701/2671
Max sent sequence-number: 150697
UDP encapsulation used for NAT traversal: N
Status: Active

3. debugging ipsec all KEEIRSGBIL TMTUAN, MTU H91444, BIIKINA1446, ZIRIEEFIALE
R EEURXEES.

Outbound IPsec processing: src IP = 10.60.0.64, dst IP = 10.255.0.18, SPI = 256915770.

*Apr 26 19:41:32:852 2017 SZHH-RT IPSEC/7/PACKET: -Slot=2;


https://zhiliao.h3c.com/User/other/111

Packet oversize, mtu=1444, packet len=1446.

*Apr 26 19:41:32:852 2017 SZHH-RT IPSEC/7/PACKET: -Slot=2;
Failed to prepare packet.

*Apr 26 19:41:32:852 2017 SZHH-RT IPSEC/7/ERROR: -Slot=2;

The reason of dropping packet is packet too long, sent icmp error.

4IEBMTUSTCP MSSTER, MEEFEF R EERD UDPAEEHIRILS A, BIdTPATH MTU 1
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VTREBRTTIE:

ipsec global-df-bit clear

ipsec fragmentation after-encryption

ipsec global-df-bit clearR/NBRIMNEIPLHIDFAL, IPsecEt3=/EHIR AIHD F.
ipsec fragmentation after-encryption = EIPseciiZEim4y HIIEE.

VEIRERRRTTIE

undo ipsec fragmentation before-encryption enable

ZA ST NMEREINEE D RIIRE, XFHEIRGTHTER, RIS RIMRES EZOMTUE
. WBHEHITH R,

V5iZZipsec fragmentation before-encryption enableds< FISR{FEREINNZRIS RINEE, WRFBELHFE
REGFERIRSRIRE T DRI, WEFZIRY, HREICMPERZHIR.
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