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(1) BEEEHACHHEO

# BIEEVLAN 100LARXIRIAIVLANEEC, FozEOREIPibil, APKE3RENZIPitIE SACEZCAPW
APRZIE.

<AC> system-view

[AC] vlan 100

[AC-vlan100] quit

[AC] interface vlan-interface 100

[AC-Vlan-interface100] ip address 2.2.2.1 24

[AC-Vlan-interface100] quit

# BEEVLAN 200 EXIRIHIVLANEER, FoizdEOBeE P, ClientiGEFRIZVLANBNTEMLS
AC] vlan 200

AC-vlan200] quit

AC] interface vlan-interface 200

AC-Vlan-interface200] ip address 2.2.1.1 24

AC-Vlan-interface200] quit

2) EEAMAR

#EEAMAR, P& Alocaluser, ZEABEEI N localpass.,

[AC] local-user localuser class network
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[AC-luser-network-localuser] password simple localpass
# ECEAM A FRIBRSS 2B lan-access.
[AC-luser-network-localuser] service-type lan-access
[AC-luser-network-localuser] quit

(3) EcCEISPi

# BIEER FbbbAIISPIFFHNENE.

[AC] domain bbb

# 79802 1 XA EEAAANIETTEARMIAIE, ZARFNIH2E.
[AC-isp-bbb] authentication lan-access local
[AC-isp-bbb] authorization lan-access local

[AC-isp-bbb] accounting lan-access local

[AC-isp-bbb] quit

(4)  EcE802.1XIAIE

# BRE802. IXRAHPAIEST EACHAP,

[AC] dot1x authentication-method chap

(5) ECETLIRSER

# BIE LIRS B Rservice, FIFANTEIRFBIERNE.
[AC] wlan service-template service

# BCESSIDAservice,

[AC-wlan-st-service] ssid service

# ECBE TR SS1EIR VLAN200,

[AC-wlan-st-service] vlan 200

# BeBEAFEAINEER/9802.1X,

[AC-wlan-st-service] client-security authentication-mode dot1x
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# ECE802. 1XFIFEFIAIE . abbb,

[AC-wlan-st-service] dot1x domain bbb

# (ERET IR SSIEIR.

[AC-wlan-st-service] service-template enable

[AC-wlan-st-service] quit

# BIEEAP, ECEAPEFRAoffice, BIERBFREIEWAL320i-ACN, HEERFIS210235A1GQC158004
457,

[AC] wlan ap office model WA4320i-ACN
[AC-wlan-ap-office] serial-id 210235A1GQC158004457

# i \Radio 1{1&.

[AC-wlan-ap-office] radio 1

# BT ERSS B RserviceBES radio 1, HFF/E59.
[AC-wlan-ap-office-radio-1] service-template service
[AC-wlan-ap-office-radio-1] radio enable
[AC-wlan-ap-office-radio-1] quit

[AC-wlan-ap-office] quit

2 fig&Switch

# BEEVLAN 100, FAFE&/RACHIAPEICAPWAPRXEMNAIR
<Switch> system-view

[Switch] vlan 100

[Switch-vlan100] quit

# BEEVLAN 200, FFHERClientIgiR .

[Switch] vlan 200

[Switch-vlan200] quit

# B & Switch SACHRIZERIGigabitEthernet1/0/13Z OB/ Trunk, FBIFVLAN 100F1VLAN 200i&iT

=N
i

[Switch] interface gigabitethernet 1/0/1
[Switch-GigabitEthernet1/0/1] port link-type trunk
[Switch-GigabitEthernet1/0/1] port trunk permit vian 100 200
[Switch-GigabitEthernet1/0/1] quit

# BLESwitch SAPHEIERIGigabitEthernet1/0/2iZ @M 9Access, FAIFVLAN 100i@1d,
[Switch] interface gigabitethernet 1/0/2
[Switch-GigabitEthernet1/0/2] port link-type access
[Switch-GigabitEthernet1/0/2] port access vlan 100

# {FREPOETNAE.

[Switch-GigabitEthernet1/0/2] poe enable
[Switch-GigabitEthernet1/0/2] quit

# ECEVLAN 10052 O#YIPHBLE,

[Switch] interface vlan-interface 100
[Switch-Vlan-interface100] ip address 2.2.2.100 255.255.255.0
[Switch-Vlan-interface100] quit

# ECEVLAN 20052 Of9IPHBiE,

[Switch] interface vlan-interface 200
[Switch-Vlan-interface200] ip address 2.2.1.2 255.255.255.0
[Switch-Vlan-interface200] quit

# BREDHCP1tBtEt100, AT HAPHERIPHBLL,

[Switch] dhcp server ip-pool 100

[Switch-dhcp-pool-100] network 2.2.2.0 mask 255.255.255.0
[Switch-dhcp-pool-100] gateway-list 2.2.2.1
[Switch-dhcp-pool-100] quit

# BCEDHCPiBiIE#1200, FAF/9Clientsy EeIPiLE,

[Switch] dhcp server ip-pool 200

[Switch-dhcp-pool-200] network 2.2.1.0 mask 255.255.255.0
[Switch-dhcp-pool-200] gateway-list 2.2.1.1
[Switch-dhcp-pool-200] quit
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#ifa, BE802 IXIEERNERI<EZ-1ZH, BIAT#{T802. 1XIAIL,
El1 802.1XIAIERKTD
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R
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# MTCEFFBIT802. 1 GAERINFH F4 2 fE, AC AL display dot1x connectionf$EEI
LAFREERER,

[AC] display dot1x connection

User MAC address : 0015-00bf-e84d
AP name : office

Radio ID 1

SSID : service

BSSID : 741f-4ad4-1fe0
Username : localuser

Authentication domain  : bbb

IPv4 address 12213
Authentication method  : CHAP
Initial VLAN 1200
Authorization VLAN 1200

Authorization ACL number : N/A

Authorization user profile : N/A

Termination action :N/A

Session timeout period  : N/A

Online from :2015/12/04 17:37:55

Online duration :0h 4m 20s

# AC LTl \j@id display wlan service-template serviceip S EE TLEIRSERIEE.
[AC] display wlan service-template service

Service template name : service
SSID : service
SSID-hide : Disabled
User-isolation : Disabled

Service template status  : Enabled
Maximum clients per BSS  : Not configured
Frame format : Dot3

Seamless roam status : Disabled
Seamless roam RSSI threshold : 50
Seamless roam RSSI gap 120

VLAN ID 1200

AKM mode : Not configured
Security IE : Not configured
Cipher suite : Not configured

TKIP countermeasure time  : 0 sec
PTK lifetime 143200 sec



GTK rekey : Enabled

GTK rekey method : Time-based

GTK rekey time : 86400 sec

GTK rekey client-offline  : Disabled

User authentication mode  :802.1X
Intrusion protection : Disabled

Intrusion protection mode : Temporary-block
Temporary block time 1180 sec
Temporary service stop time : 20 sec

Fail VLAN ID : Not configured
802.1X handshake : Disabled
802.1X handshake secure  : Disabled
802.1X domain : bbb

MAC-auth domain : Not configured
Max 802.1X users 14096

Max MAC-auth users 14096

802.1X re-authenticate : Disabled
Authorization fail mode  : Online

Accounting fail mode : Online
Authorization : Permitted

Key derivation : SHA1

PMF status : Disabled

Hotspot policy number : Not configured

Forwarding policy status : Disabled

Forwarding policy name : Not configured
FT status : Disabled
QoS trust : Port

QoS priority 10
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