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*Aug 2 11:13:02:301 2021 4F-G10-G11-TOR-IRF TACACS/7/EVENT: PAM_TACACS: Processing a
uthorization reply packet.

*Aug 2 11:13:02:301 2021 4F-G10-G11-TOR-IRF TACACS/7/EVENT: PAM_TACACS: Reply messa
ge successfully sent.

*Aug 2 11:13:02:302 2021 4F-G10-G11-TOR-IRF TACACS/7/EVENT: PAM_TACACS: Processed a
uthorization reply message, resultCode: 0.

*Aug 2 11:13:02:302 2021 4F-G10-G11-TOR-IRF TACACS/7/EVENT: PAM_TACACS: TACACS aut
horization succeeded.

%Aug 2 11:13:02:303 2021 4F-G10-G11-TOR-IRF SSHS/6/SSHS_LOG: Accepted password for xqa
1 from 10.46.253.20 port 52355.
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%Aug 2 11:13:03:372 2021 4F-G10-G11-TOR-IRF SSHS/6/SSHS_CONNECT: SSH user xqal (IP: 1
0.46.253.20) connected to the server successfully.

%Aug 2 11:13:03:766 2021 4F-G10-G11-TOR-IRF LOGIN/5/LOGIN_FAILED: xga1 failed to log in fr
om 10.46.253.20.

%Aug 2 11:13:06:777 2021 4F-G10-G11-TOR-IRF SSHS/6/SSHS_DISCONNECT: SSH user xgat (!
P:10.46.253.20) disconnected from the server.

#

hwtacacs scheme acs

primary authentication 10.46.249.35

primary authorization 10.46.249.35

key authentication cipher $¢$3$cqZIhf3fINilOLIjvOOPHDU2zu/IUVrnYJXAH43xVA==
key authorization cipher $c$3$UNQ9clOuSfQFpJc3zSa4sPLBEuzwGv+wadWQYpeSew==
user-name-format without-domain

nas-ip 10.47.139.195

#

radius scheme system

user-name-format without-domain

#

domain idc

authentication login hwtacacs-scheme acs local
authorization login hwtacacs-scheme acs local
#

domain system

#

domain default enable idc

#

role default-role enable

#

#

linevty 0 15

authentication-mode scheme

user-role network-admin

protocol inbound ssh

idle-timeout 1800 0

#

line vty 16 63

authentication-mode scheme

user-role network-admin

protocol inbound ssh

#



EE/T, domainFRECE TINEFEN, SBEEITEE, BWASERITE, BEEAMISERFxXq
al, IT&ESKM, BERATRE.

BI—TF FEXN RS,

accounting login hwtacacs-scheme acs local

#

domain idc

authentication login hwtacacs-scheme acs local
authorization login hwtacacs-scheme acs local
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domain MG NN N ECE

accounting login hwtacacs-scheme acs local
#






	6900 ssh配合hwtacacs 登录异常
	组网及说明
	问题描述
	过程分析
	解决方法


