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Client SSL VPN Gateway
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#

dns proxy enable

ip host vpn.cn 1.1.1.2

#

interface GigabitEthernet1/0/1

port link-mode route

ip address 1.1.1.2 255.255.255.0
#

interface SSLVPN-AC1

ip address 10.1.1.100 255.255.255.0
#

security-zone name Local
#

security-zone name Trust

import interface GigabitEthernet1/0/2
#

security-zone name DMZ
#

security-zone name Untrust

import interface GigabitEthernet1/0/1
#
security-zone name Management
#
security-zone name ssl

import interface SSLVPN-AC1
#
acl advanced 3000

rule 0 permit ip source 10.1.1.0 0.0.0.255 destination 20.2.2.0 0.0.0.255
#

local-user sslvpnuser class network

password cipher $¢$3$DkJv03wvhmBuVZg0z/LMNIcFhAgi2p+Y6w==
service-type sslvpn

authorization-attribute user-role network-operator
authorization-attribute sslvpn-policy-group resourcegrp
#
sslvpn ip address-pool sslvpnpool 10.1.1.1 10.1.1.10
#
sslvpn gateway gw

ip address 1.1.1.2 port 4430

service enable
#
sslvpn gateway test

ip address 1.1.1.2 port 4433

service enable
#
sslvpn context ctxip

gateway gw virtual-host vpn.cn

gateway test domain domainip

ip-tunnel interface SSLVPN-AC1

ip-tunnel address-pool sslvpnpool mask 255.255.255.0
ip-route-list rtlist

include 20.2.2.0 255.255.255.0

policy-group resourcegrp

filter ip-tunnel acl 3000

ip-tunnel access-route ip-route-list rtlist

service enable



#
security-policy ip
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source-zone ssl

destination-zone trust
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