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ACELE (FERBIEAMTEZACHVSR, VIFRIESE VIEREFH) :
L EEARIWPA2-RSNABAILE:

wlan service-template 7 crypto

ssid eduroam

bind WLAN-ESS 6

cipher-suite tkip

cipher-suite ccmp

security-ie rsn

security-ie wpa

service-template enable

interface WLAN-ESS6

port link-type hybrid

undo port hybrid vian 1

port hybrid vlan 2012 untagged

port hybrid pvid vlan 2012

port-security port-mode userlogin-secure-ext

port-security tx-key-type 11key

undo dot1x handshake

dot1x mandatory-domain freeradius

undo dot1x multicast-trigger
#g7Efreeradius AradiusfR55e8

radius scheme freeradius

primary authentication x.x.x.237

primary accounting x.x.x.237

key authentication cipher $c$3$RoOhZruVGJkGI1jFMu6jTKYwV5
key accounting cipher $c$3$W53uDOB2+Y|LvZqE7vAweKwha


https://zhiliao.h3c.com/questions/catesDis/190
https://zhiliao.h3c.com/questions/catesDis/163
https://zhiliao.h3c.com/User/other/695

user-name-format without-domain

nas-ip x.x.x.2

#

domain freeradius

authentication lan-access radius-scheme freeradius
authorization lan-access radius-scheme freeradius
accounting lan-access radius-scheme freeradius
access-limit disable

state active

idle-cut disable

self-service-url disable

freeradiusBiE (HRMHEMIEEIZERBR)
{&client.conf3Z{4:
FREAC Aradiushiclient

client AC_6108_M1 { IEEACTRNEZ
ipaddr =xx.1.2  //ACHYIIPHbiE
proto ="
secret =h3c //radius3EEE RS SACIMIE—EL
shortname = AC6108M1 IEEIXACKEENBIE, BEEER

require_message_authenticator = no

}
client AC_6108_S1 {

ipaddr =X.X.2.2
proto =%
secret =h3c

shortname = AC6108S1
require_message_authenticator = no

}
client AC_6108_M2 {

ipaddr =x.x.3.2
proto ="
secret =h3c

shortname = AC6108M2
require_message_authenticator = no

}
client AC_6108_S2 {

ipaddr =x.x.4.2
proto =%
secret =h3c

shortname =AC6108S2
require_message_authenticator = no

}
fE It AradiusiRSSEEFLR B AClient, AEpHAEERE R REERIZH,
client flr.edu.cn {

ipaddr = XXX.XxX.129.2
proto ="
secret = XXXXXXXXXXXXX

require_message_authenticator = no

}

client backup.flr.edu.cn {

ipaddr = XXX.XXX.129.5
proto =%
secret = XXXXXXXXXXX

require_message_authenticator = no

&3 proxy.conf3Z{4:
ELE b AradiusPRS3 88 AofreeradiusiiradiusfRS3 28, IXEROBHEXEEIRRIR(L,
home_server flr.edu.cn {

type = auth

ipaddr = xxx.xxx.129.2

port = 1812

secret = XXXXXXXXXX



response_window = 20
zombie_period = 40
status_check = status-server
check_interval = 120
num_answers_to_alive =3
max_outstanding = 65536

home_server backup.flr.edu.cn { 11EH
type = auth
ipaddr = xxx.xxx.129.5
port = 1812
Secret = XXXXXXXXXXXXX
response_window = 20
zombie_period = 40
status_check = status-server
check_interval = 120
num_answers_to_alive =3
max_outstanding = 65536
}
home_server_pool edu.cn-Failover { NG EBEBEM RS
type = fail-over
home_server = flr.edu.cn
home_server = backup.flr.edu.cn
}
BB IR radius IR 5S 88 FISR LIS

home_server dr.hy.edu.cn { IHEIRSEENEF
type = auth
ipaddr = "x.x.29.2" I aradiusfRSS 28
port = 1812
secret = XXXXXXXXX IRSHETERD

home_server_pool hy.edu.cn-Failover { I IRSSEEE, HINCIERIRSSEE, XRE—E
type = fail-over
home_server = dr.hy.edu.cn

}

B BRI SRR 2R

realm hy.edu.cn { IEEEHZERRSEE, YRSRAEARRIEE—E
auth_pool = hy.edu.cn-Failover  /ABREAIIRSSEED
nostrip /[EE K radiusiR S ERF R
1
realm DEFAULT { IERNE B REIFLR
auth_pool = edu.cn-Failover
nostrip

(BT3%) Iy BT BEESRE ENAS-IP-ADDRESSFER ffreeradiusidIP
(B33 {4 sites-available/default

pre-proxy { INEBIRIBIRSS 2SI Lo EY
files & filesBIf#EE, 7EFILESHRENEERNINE

#  attr_filter.pre-proxy
# pre_proxy_log
}

BB {Hpreproxy_users
#DEFAULT Realm == "extisp"
# NAS-IP-Address := 10.1.2.3
/BN TEC B ST hy .edu.cnfEHI X radius iR HAINASIP /I AHIP
DEFAULT Realm == "hy.edu.cn"
NAS-IP-Address := x.x.x.237

TREMTINEY: AW SAEEHRARL A eduroam.
(B3 {4sites-available/default



Fauthorize PIENN FEAL B&IHED
authorize {

if(Realm == "NULL" || (Realm == "hy.edu.cn" && "%f{clint:shortname}" == "AC6108M1") || (Real
m == "hy.edu.cn" && "%{client:shortname}" == "AC6108S1") || (Realm == "hy.edu.cn" && "%
{client:shortname}" == "AC6108M2") || (Realm == "hy.edu.cn" && "%{client:shortname}" == "AC6108
S2"){
reject

1
IIEHEETNEEMEN: IRBRMNEHERER, FHRIEE AT HEIHZShy.edu.cniFAIES
BRI FIACE108M1/ AC6108S1/ AC6108M2/ ACE108S2(BIAHITIAC),

FreeradiusfIZL 2] LAIE 42 tbiRiE g, XBERHR,

[2shfreeradius: radiusd —X

MR TICREBRECNINERT

[root@localhost radius]# radiusd -X

radiusd: FreeRADIUS Version 2.2.6, for host x86_64-redhat-linux-gnu, built on Sep 22 2015 at 15:27:
25

Copyright (C) 1999-2013 The FreeRADIUS server project and contributors.
There is NO warranty; not even for MERCHANTABILITY or FITNESS FOR A
PARTICULAR PURPOSE.

You may redistribute copies of FreeRADIUS under the terms of the

GNU General Public License.

For more information about these matters, see the file named COPYRIGHT.
Starting - reading configuration files ...

including configuration file /etc/raddb/radiusd.conf /AT ALERR
including configuration file /etc/raddb/proxy.conf

including configuration file /etc/raddb/clients.conf

IR RAAATREESZHF802.1X PEAP MS-CHAPVIINIE, BB MRAASTHFHIEREARARRTA
.
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