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ARR RS google 3z IpsechXEEHENIEIE, ML, MINERENESTREIGoogle =R IR

. AF1184bfIPEEER. MGooglet THEWBFMEN ST, MXERNT:

1. ™MT&EEHA, 172 Google REEEEIERA, pingBA/M183F=HHIPEIEEER, 1184F T
PEIFFHIAER~5%, 1200F B HIIPEERZ23%, 1300BHIIPEERS50%, 1350 5HIIPEER70%,
1400FHHIPE LS NE,

2. FiEipsec vpn, HOZKIAMtu, GooglefRSSESEE AL, EARIZNIKIEIRR,

3. Eipsec vpn, BEKiAmtu, iperf $TiRE&IERE100kbps,

4. iEipsec vpn, PRSBEEFEmtu=600, iperf FTiRERHLE400mbps, pingi&E,



vaXin)
1. ipsec statistics B REB/REZNo available SA, FERTAIR, ipsec MTU check errorEf, REEaTAE
RIPSeciRNAS HEHR, IafmENE Eipsec global-df-bit clear /ipsec fragmentation afer-encr
yption 2%,
2. [ARREHAT, ipsec BB HERERRITENR0, IRUSHIHMEBEMTUAT1200 EEEE, &
BAEEATH, REMTUKXF1200, HTABREES.
3. E=imiE, =imserverfithibR@10.127.255.2, ANimtlEIRSSsE172.24.218.1, I TNERR:
) MEAT751E, BRI 140FT5H0ping®, MR AJespRt B A/ NEERILARI1432, R{K21288
. ﬁ'ﬁ'F?:_r}":Tfﬁ] BITEAIpingBA/NE1228FF, WRfespEA/NEIETENI1288FH; X espiial
KNETER, RiZEER ETAaESNRERT .
2) N\ L EEHENRETEREEvpniREIIRENESPIR AN E TRANSERT: mtu=11408903{Z
. ﬁ%f;ﬂ’ﬂesp@jc/]\‘ﬁ%ﬂ EEHITE1500F LA, mtu=12280Y, BElpespEAIMET1500FT T
. MgoogleiXiavpnmMXIIAMIMEE, oespBikBEliXgoogle,
4. 1@iddis ipsec sa EBE&ZTraffic Flow Confidentiality enable: Y, mi@iddis ipsec policy vpn 7&%!
HIEEERRdisable, ticBRUAEREXAA,

EHI:
HO

fime ~ Source. Destination steam  [Protocol | IPLength |ESPSequence | info ¢
14:08:19.926241 10.127.255.2  172.24.218.1 ICHP 1228 Echo (ping) request id=6x0957, seq=143/36608, ttl=64 (no response found!)
34.94.125.2 38.142.11.234 ESP 1288 857455 ESP (SPI=0x5dd4ct54)
38.142.11.234 ESP 1496 [(Z550)EsP (SPI=0xd12cf09¢)
ICHP. 1228 Echo (ping) reply f seq:us/zs

Echo (ping) request | se 864, (no_response found!)
3 857456 ESP (SPI=0x5dddcf54)
100127.255.2  172.24.218. 1 ICHP 1228 Echo (ping) request 1d=0x0957, seq=145/37120, ttl=64 (no response found!)

34.94.125.2  38.142.11.234 Esp 1288 857457 ESP (SPI=0x5dddcf54)
38.142.11.234  34.94.125.2 ESP 1496 ((3552]esp (spr=oxdnzctost)
10.127.255.2 ICHP 1228 Echo (ping) reply 1d=0x0957, seq=145/37120, ttl=252
172.24.218.1 cHP 1228 0 (ping) request 1d=0x0957, seq=146/37376, ttl=64 (no response found!)
38.142.11.234 €SP 1288 857458 ESP (SPI=0x5dddct54)
172.24.218.1 cHP. 1228 Echo (ping) request id=0x0957, seq=147/37632, ttl=64 (no response found!)

38.142.11.234 ESP 1288 857459 ESP (SPI=0x5dddcfs4)
34.94.125.2 ESP 1384 | 2554 ]Esp (sPI=exd12cfesf)




ZEARERNENERSE (kev2/esp tlHFAMNBEBEOMUERE), BRITEWNT:

1) TEXHFKATFCINEE ( display ipsec saBZITFC enable 2EAXSERFAITFC, FKAIBKIALY
BER KN AT S A HA T RIEIRSURB TFCIIES).

2) FHRMRAMER (RO7TXXEAERRA)

WIFEECHEIERE, AT /i%: F1FFip unreachables enable, F#JFFdebug ip icmp, BEEEZ!
BCRBECEE cmpEEE.

#Omtu1 500t Eipsech¥iEpmtu/g 1424,

i LB HEH L L tCIRINRY, FRITRENIER0~255 SN BEOmuE 2458 S/Ricmp-df-unreach
EEIR,

<79-2-CE>ping -c 10 -s 1200 -f 192.168.67.31

Ping 192.168.67.31 (192.168.67.31): 1200 data bytes, press CTRL_C to break

1200 bytes from 192.168.67.31: icmp_seq=0 ttI=254 time=2.765 ms

Request time out

Request time out

Request time out

Request time out

Request time out

1200 bytes from 192.168.67.31: icmp_seq=6 ttI=254 time=2.559 ms

Request time out

Request time out

1200 bytes from 192.168.67.31: icmp_seq=9 ttI=254 time=2.443 ms

--- Ping statistics for 192.168.67.31 ---
10 packet(s) transmitted, 3 packet(s) received, 70.0% packet loss
round-trip min/avg/max/std-dev = 2.443/2.589/2.765/0.133 ms

<MSR3044-PE>*Sep 25 10:40:23:606 2018 MSR3044-PE SOCKET/7/ICMP:
ICMP Output:
ICMP Packet: src = 172.31.255.253, dst = 193.150.64.8
type = 3, code = 4 (need fragment-DF set)
Original IP: src = 193.150.64.8, dst = 178.27.183.27
proto = 50, first 8 bytes = 12D38C90 0000082C

*Sep 25 10:40:23:606 2018 MSR3044-PE SOCKET/7/ICMP:
ICMP Input:
ICMP Packet: src = 172.31.255.253, dst = 193.150.64.8
type = 3, code = 4 (need fragment-DF set)
Original IP: src = 193.150.64.8, dst = 178.27.183.27
proto = 50, first 8 bytes = 12D38C90 0000082C
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