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IKEv2 Keychain i i
ikev2 keychain key ikev2 keychain key
peer FW6 peer FW1

address 1.1.1.5 255.255.255.255

identity address 10.2.2.6

pre-shared-key ciphertext $c$3$!
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address 1.1.1.4 255.255.255.255
identity address 10.1.1.254

pre-shared-key ciphertext $c$3$metlI3
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IKEv2 Profile i i
ikev2 profile pf

ikev2 profile pf

authentication-method local pre-sh | authentication-method local pre-share

are authentication-method remote pre-shar
authentication-method remote pre- |e
share

keychain key

dpd interval 10 on-demand
dpd interval 10 on-demand identity local address 10.2.2.6
identity local address 10.1.1.254 match remote identity address 10.1.1.2

match remote identity address 10.2 | 54 255.255.255.255
.2.6 255.255.255.255

keychain key

IPsec Transform | ipsec transform-set ts

esp encryption-algorithm aes-cbc-128
esp authentication-algorithm shai

IPsec Policy i i

ipsec policy ply 1 isakmp ipsec policy ply 1 isakmp
transform-set ts transform-set ts

security acl 3000 security acl 3000
local-address 10.1.1.254 local-address 10.2.2.6
remote-address 1.1.1.5 remote-address 1.1.1.4
ikev2-profile pf ikev2-profile pf
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interface GigabitEthernet1/0/0 interface GigabitEthernet1/0/0
ipsec apply policy ply ipsec apply policy ply
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