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#
version 5.20, Test 2507P01
#
sysname AC
#
domain default enable system
#
telnet server enable
#
port-security enable
#
undo password-recovery enable
#
vlan 1
#
domain system
access-limit disable
state active
idle-cut disable
self-service-url disable
#
dhcp server ip-pool ap
network 172.16.1.0 mask 255.255.255.0
gateway-list 172.16.1.1
#
user-group system
group-attribute allow-guest
#
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local-user admin
password cipher $c$3$7rnYmeeswoi6xu57uwbf//uweam0Qriq
authorization-attribute level 3
service-type telnet
service-type web
#
wlan rrm
dot11a mandatory-rate 6 12 24
dot11a supported-rate 9 18 36 48 54
dot11b mandatory-rate 1 2
dot11b supported-rate 5.5 11
dot11g mandatory-rate 1 2 5.5 11
dot11g supported-rate 6 9 12 18 24 36 48 54
dot11n mandatory maximum-mcs 15
#
wlan ap-group default_group
ap ap
#
interface NULLO
#
interface LoopBack0
ip address 10.153.43.200 255.255.255.255
#
interface Vlan-interface1
ip address 172.16.0.188 255.255.255.0
#
interface GigabitEthernet1/0/1
#
interface GigabitEthernet1/0/2
#
interface GigabitEthernet1/0/3
#
interface GigabitEthernet1/0/4
#
interface Ten-GigabitEthernet1/0/5
#
wlan ap ap model WA2612 id 1
serial-id 219801A0CJC124002846
radio 1
wips detect mode detect-only
channel 13
radio enable
#
wlan ips
wips enable
signature deauth_flood signature-id 1
signature broadcast_deauth_flood signature-id 2
signature disassoc_flood signature-id 3
signature broadcast_disassoc_flood signature-id 4
signature eapol_logoff_flood signature-id 5
signature eap_success_flood signature-id 6
signature eap_failure_flood signature-id 7
signature pspoll_flood signature-id 8
signature cts_flood signature-id 9
signature rts_flood signature-id 10
detect-threshold per-signature 50
signature beacon_flood signature-id 33
action report event-level 2
sub-rule frame-type management frame-subtype beacon
signature probe_request signature-id 34
action report event-level 2
sub-rule frame-type management frame-subtype probe-request
signature deauthentication signature-id 35
action report event-level 2



sub-rule frame-type management frame-subtype deauthentication
signature disassociation signature-id 36
action report event-level 2
sub-rule frame-type management frame-subtype disassociation
signature pro_responese signature-id 37
action report event-level 2
sub-rule pattern proberesp offset 0 mask ff00 equal 5000
signature-policy default
signature-policy test
signature signature-id 1 to 10 33 to 37 precedence 1
attack-detect-policy default
attack-detect-policy test
detect ap-flood
detect dos-eapol-start
detect dos-authentication
detect dos-association
detect dos-reassociation
virtual-security-domain default
attack-detect-policy default
signature-policy default
virtual-security-domain test
attack-detect-policy test
signature-policy test
sensor ap
#
info-center loghost 172.16.0.9
info-center loghost 172.16.0.44
undo info-center enable
undo info-center logfile enable
#
dhcp enable
#
user-interface con 0
user-interface vty 0 4
authentication-mode scheme
user privilege level 3
#
Return
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[AC-wlan-ipslwips enable
4.3 BgESignaturefill
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[AC-wlan-ips]signature beacon_flood signature-id 33

[AC-wlan-ips-sig-beacon_flood]action report event-level 2

[AC-wlan-ips-sig-beacon_flood]sub-rule frame-type management frame-subty
pe beacon

4.4 GlEESignaturesklg, 3|FSiganaturefill,

[AC-wlan-ips]signature-policy test



[AC-wlan-ips-sigpolicy-test] signature signature-id 1 to 10 33 to 37 precedenc
el
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[AC-wlan-ips]attack-detect-policy test
[AC-wlan-ips-dctp-test]detect dos-eapol-start
[AC-wlan-ips-dctp-test]detect dos-authentication
[AC-wlan-ips-dctp-test]detect dos-association
[AC-wlan-ips-dctp-test]detect dos-reassociation
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[AC-wlan-ips]virtual-security-domain test
[AC-wlan-ips-vsd-test]attack-detect-policy test
[AC-wlan-ips-vsd-test]signature-policy test
[AC-wlan-ips-vsd-test]lsensor ap
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[AC]wlan ap ap model WA2612
[AC-wlan-ap-ap]serial-id 219801A0CJC124002846
[AC-wlan-ap-ap]radio 1

[AC-wlan-ap-ap-radio-1]wips detect mode detect-only
[AC-wlan-ap-ap-radio-1]lchannel 13
[AC-wlan-ap-ap-radio-1]radio enable
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DOS authentication flood, DOS deauthentication flood, DOS De-Auth Broadc
ast flood, DOS De-Auth flood, DOS probe request flood, DOS beacon flood. D
OS probe response flood, DOS Dis-Assoc Broadcast flood, DOS Dis-Assoc flood
. DOS RTS flood, DOS Unauthenticated Association,
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5.2 .2 ANhBliE—Mxt3A, dpZHflood-deauth-modified.txt, BALLTHAE (
IAEERD Fsensor APHYbssOOmactisilt, JFEZ18) , SAKEHIRAPHIflashA,

0 00 3a 01 58 66 ba 67 60 80 00 24 01 ed ab 73
58 66 ba 67 60 80 f0 7a 03 00
5.2.3 EEHRAP EHENERIET, BMAUTSHORE, WERARET&ARE.

[H3C-hidecmd]ar5 2 tx-packets file flash:/flood-deauth-modified.txt frequency
500
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