(i1 {FAAOMNIPeekiMBNLIHXEXEIAP (FFHUAMESSID) Si2EcEZ=h

SSID

wlanffitt  BEME  2017-07-31 K&

BBIOmniPeek BV IRKEXEIAPANTRE, BN TAIRLAIDT T BALLIRKINIFE, RN
NS TINTRIIR DT TCLRERIARE, FlaN: RinKEARN, &L InESREIRATE IR,

FFHGAIERYISSID

EEZIBSSEERNMSE, EMAEIXEK. TERIIBIMERESANR—TFX—IRE,
BTF—FHaRIIHRRERRKI R EMLEBIR S 5] Y, RIS RENmEiERE
HIR—LE, MBS RIEF IR GRS,

SR %
bot2 1 HEF Aiohone] | #@©: M| 280 smole v
EHM: | ]

A ittt a8 (a)
St 1 it 2
SEIFALBZTAE | b == 4 © | 00:00:00:00:00:00 »
IF-AL87: = | 05 00:00:00:00+
& | s
LORES 51513
Ot e)
..
ClimnidERo)
0 1 == %0 2
TCP-UDP v
> »

L ] o \
TSTE)
ff

[ szem | [a= By e
L 3 2
FHaER, MEXEX ECMCC-WEB,
& OmniPesk -~ o %
P xR ®Ee WBv #Fo HEo GREwm I8m @0w ®8m WildPackets ©mniPeek
B U-Wp RN ebEi U@L N NIOLBE
4 for. B S R b
HdEfaEgr: 60271 PR 0% | . [ |
HOEEEEE 1449 HERRE 40 REErE—TEEEER 7'&_
Ei T ERERMEESERRE (RRFRRY) b|
y;g LWL X 1S ICENE- NS A6 N NN
= 5 T i
Wi | BB B HER®E b eumE i i
» $iEE coadcast M@Ethernet Broadcast * 11 100% 1.0 148 14:56:12.... £02.11 Probe Req FC
coadcast M@Ethernet Broadcast *C 11 100% 1.0 148 14:56:12.... £02.11 Probe Req
puis] coadcast WEthernet Broadcast * 11 100% 1.0 152 14:56:15.... B02.11 Probe Reg FC
Web soadcast BPEthernet Broadcast * 11 100% 1.0 152 14:56:15.... 802.11 Probe Reg FC
BES C . 1 1008 1.0 45| 14:56:15.... 802.11 Buth FC
Eru 7:74:1B . 11 1008 1.0 240 14:56:15.... 802.11 Probe Rsp FC
bt eC “+ 11 100% 1.0 45 EC
e 7:74:1B $ 11 100% 1.0 14 FC
alft 7:74:1B . 11 100% 1.0 kT K FC
B & . 11 100t 1.0 146 .11 Assoc Req FC
E 7174:1B ] 11 100% 1.0 14 11 Ack F
e 7 H 11 100% 1.0 199 11 Assoc Rsp
He 11 z4.0| :
iy 11 100% 65.0 6 19
xiE c * 11 1008 1.0 37 14:56:15... Kction FC
WLAN C s 11 1008 1.0 37 14:56:15... EC
il 7:74:1B # 11 100% 1.0 14 EC
28 o3 11 1008 65.0 366 ¢
Roaming 7:74:1B * 11 100% 1.0 a7 £02.11 Action EC
Log i 11 100% 1.0 ae 802.11 BAR EC
by Node 1:74:1R i 11 1NNk 1.0 ad . ROZ.11 RA Fo Y
by AP v < >
=R | BY) WLAN  Channek: 1- 2422 MHz [n40h) SESH:| 1,449 5 oon20
SrEEs BEn BT |

TUBEFINE—802.11 AuthiiiFFis, ZIEE—PARP Reqihsk, 1£75802.11 Ack, 802.11 Auth, 802
.11 Assoc Req. #1802.11 Assoc Rsp 4fZEEINIS S, FTEBIBIGEMDM, HER&TI.
FrRidiEes, AR TSR EmATY.


https://zhiliao.h3c.com/questions/catesDis/937
https://zhiliao.h3c.com/questions/catesDis/170
https://zhiliao.h3c.com/User/other/506

BATEE X

") | BiE: M| ABM): Advanced v
R | |

802.11 Assoc Req

A O > N BRO) | METHSEEE)

Cwame [ @ | oma | wm |

FERE O A L ARTHERE, BARIINREEATIES.

& OmniPeek - o X

P X S0 WBv BRo K=o S0ssm TEm &0w BB WildPackets ©mniPeek

309'@'Hf&gil@@@@@ﬂibﬁﬂizﬂ‘ri‘ % L KO3y

4 iEsE | BRI W7 x

BoweEg: 68,271 SR 0%

BowtadiE: 1449 SRS de (UERIER—EEEMHiRR

A TERBERMA SRS RER (AFIHTZE)

X (RN 290 18 1N
‘ I s | M8 RS #HEERE Ah EvidEl thix e
E9Echernet B 11 1008 1.0 148 14:56:12 802.11 Probe Req FC
dcast [EPEchernet Broadcast *C 11 100% 1.0 148 14:56:12 802.11 Probe Req
Buiizc:d -Prhpmpr ke 11 100% 1.0 152 14:56:15 802.11 Probe Req c

Web EPEthernet Broadcast * 11 100% 1.0 152 14:56:1S.... 802.11 Probe Reg FC
JilsE=-] Zte:T74:A0:EC L4 11 100% 1.0 45 14:56:15 £02.11 Auth FC
B Zo * 11 1008 1.0 240 802.11 Probe Rsp FC
il 4 11 100% 1.0 a5 802.11 Ruth
R # 11 100% 1.0 14 £02.11 Ack FC

Bt * 11 100% 1.0 34 £02.11 Ruth
B * 11 100% 1.0 146 802.11 Assoc Req C

it 11 1008 1.0 14 802.11 Ack C
= 11 100% 0 199 80
s
hig 100% 5.0 66

*iE * 11 100% 1.0 37 14:56:15.... Action FC
WLAN 2 -+ 11 1008 1.0 37] 14:56:15, ... Action
0=} 7:74:1B # 11 100% 1.0 14 14:56:15.... Ack FC
&8 3t 11 1008 65.0 366 14:56:15.

Roaming 7:74:1B L 11 100% 1.0 37 14:56:1S5.... 802.11 Action FC
Log Ec § 11 1008 1.0 48 14:56:15.... 802.11 BAR FC
hyNode 7:74:1R & 11 10N% 1.0 A4 14:5A:15.... AN2.11 RA reY
by AP vi< >

=R | BE) WLAN | Channel: 1 - 2422 MHz (n40h) | BUEED: 1,449 1 00r29

BT [

SRR EHREN



| 8 OmniPeck x m] X
|
‘E Xthn ®En W8y #Fo HXo HWSEw THn BDOw #Em WildPackets ©mniPeek
- O -HApRRRERE b AT 2OEMS &K OBE
la o+ B - T b
 BoEtailr: 63271 SN ERFE: o ; ‘
 BiEELHE RN s SR TEEEE —EEER
2%~ filter( hssociation') B
ﬂﬁg [ QOI@I@%\EI P %
BSSID & B oY ~
J | a7 el | £
coadcast HEEEthernet Brd 6:12.... 802.11 Probe Reg FC|
roadcast [M@Ethernet Brg 3 p6:12.... 802.11 Probe Reg
roadcast -Er_nemec Brd ﬁm(ﬁ) 6:15.... 802.11 Probe Reg FC
coadcast ME@Ethernet Brd 802.11 Probe Reg FC
C Zte:74:A0:ECQ 3> %&Eﬁﬂm) 802.11 Auth e
7:74:1B e: 802.11 Probe Rsp FC
i B9 zte:74:A0:EQ . 802.11 Auth FC
7:74:1B. 2 SHESENHESIEFEO0) . 802.11 Ack £
-Zte:'ll:Aﬂ:EC . 802.11 Auth FC
B Zte:74:A0:EC » 802.11 Assoc Reg FC
;') ESzil(@)] . 802.11 Ack FC
B Zte:74:A0:EQ 802.11 Assoc Rsp FC
O DEREHERFLERRET SN AR RS BN =802 1L iRck i3
BRI IR Crridl ARP Request 19
802.11 Action FC
- 11 100% 1.0 37 14 £02.11 Action FC
# 11 100% 1.0 14 14:56:15 802.11 Ack FC
11 1008 65.0 366 14:56:15.... DHCP c
kd gl 100% 1.0 37 14:56:15.... 802.11 Action FC
EC § 11 100% 1.0 48 14:56:15 802.11 BAR FC
7:74:1R & 11 10N% 1.0 34 14:56:15.... AN2.11 RA “A"V
v < >
| WY WLAN | Channel: 1- 2422 MHz (n40h) STR1D: | 1,449 [FHR | 00129
BIRERRE, R A Lok e
&Y OmniPeek - o v ¢
P ¥R ®Ee WEv BRo REo 5WEMm TREm SH0w MEhe) WildPackets ©mniPeek
iB-U-Hep @V s TG EHLT HMpiK O
q iUk | EIER R W7 EE x b
L e = Cmpous
1 - | RS EERL, (R ]
f‘ﬁ; L2 =[RS 255 2 X 1 NE|
Bz TS ﬁﬁ_\ &S SHEEEE A !&Rﬁﬁﬂﬁ‘ﬂm‘{ kel
(51 * 11 1008 1.0 45 14:56:15.... 802.11 Auth 204, FN= 0,Algori
f 1 + 11 100% 1.0 45 14:56:15 £02.11 Auth 204, FN= 0,Algorit
» #HiEE $ 11 100% 1.0 14 14:56:15 11 Ack
E5 » 11 1008 1.0 34 14:56:15 Auth 256, FN= 0,Algorit
EF + 11 100% 1.0 146 14:56:15 Assoc Reg 205, FN= 0,Listen:
BR £ 11 1008 1.0 14 14:56:15 2.11 Ack
TmE » 11 100% 1.0 199 14:56:15.. 802.11 Assoc Rsp 257,FN= 0,Status-
o] 4 11 100% 24.0 14 14:56:15.. Ack
Web 3 11 100% 1.0
EE ik 1002 1.0
B #
e
ER $
$ 11 100% 24.0 14 14:56:23....
# 1 100% 24.0 14 14:56:23
# 11 1008 24.0 14 14:56:23
£ 11 100% 24.0 14 14:56:23
$ 11 100% 1.0 14 14:56:23
3 11 100% 24.0 14 14:56:23
s 11 100% 24.0 14 14:56:26
3 11 100% 24.0 14 14:56:26
$ 11 100% 24.0 14 14:56:26.... ©
# 11 100% 24.0 14 14:56:33.... 80 FOm.uassins v
vi< >
| BEEED: | 137 || o0n:05
SRR, EEA BE et
N N N y N s = s 5
AILEE, BTRINFEIRYZIN, EEREACKETHE. XEFRSAPEEBKEILIHN—5FEE
A Az
ZIEHEPRIREI—5RACK,

FAFF802.11 AuthiiRSZ, ATLABEIBTIXMSSIDRARINER], FLUX MR REIFEEE,



4 OmniPeek — (| X

ex#ﬁmmmmmmmm
B UL REREp 6B TGN H i ﬂ

K iR | iAE | EER7 W EE R EE-BdEas
= @ ([l U8 By | e ¢ [5)

e T Packet Info Packet Number=1 Flags=0x00000000 Status=0x00000000 Pag
T [0-23] 802.11 MAC Header Version=0 Type=%00 Manacement Subtype=%1011 Auther
= ¥ 802.11 Management - Authentication
@ 2uth Algorithm: 0 Open System [24-25]
@ Auth Seqg Num: 1 [26-27]
@ Status Code: 0 Reserved [28-29]
® Extra bytes (Padding):(11 bytes) [30-40]
= ¥ FCS - Frame Check

<

0000: | BO 00 3A 01 BO 75 D5 74 A0 EC 88 1F A1 87 74 1B
0019: |74 A0 EC €O 0o oo 0o oo
0038: |00 00 0O 00

>

BO 75 D5 ..i.elaBosaessbaalls
0.1 0200900 | Brosisossoires o

ereeman

SR, B Lok )
802.11 AckiIM B HAFRES, REMACTERLTE.

& OmniPeek - m} *

x#n mEo @EV #F0 REe SRS TR SCmmaRi: Gmalbeek
PO HOEERNENEEeSEATROEEE G Y

1'ﬂ7]ﬂﬁ7ﬁ'ﬂ7ﬁm:3x b
e SR I

BT Packet Info Packet Number=3 Flags=0x00000001 Status=0x00000000 Pag
2 ¥ 802.11 MAC Header

@ Version: 0 [0 Mask 0x03]

@ Type: 301 Control [0 Mask 0x0C]

@ Subtype: £1101 Acknovledgment (ACK) [0 Mask 0xF0]
) T' Frame Control Flags=%0 ad

@ Duration: 0 Microseconds [2-3]

B9 Receiver: 88:1F:A1:87:74:1B [4-9]

= ¥ FCS - Frame Check Sequence
@ res: 0xDBD7B875 Calculated

<
0000: | D4 [B@] 00 00 88 1F A1 87 74 1B 00 00 00 0O || -

EFHEE, B A |3
802.11 Assoc ReqZETERRT , (FHEEREIRBeacontifIPIE L.

4




| X#n BB WEv #Ro #Eo YMSwm TH) 20w 8w WildPackets ©mniPeek

(R V- HAY RREAREE SR TROEME LMpiN @By
- - I X7 WER7-ER #5 x b
= &8 (5% W& B
a8y Packet Info Packet FL s Packet Length=146 Timestamp=14:56:15.775622200 10/21/2015
T (0-23] 802.11 MAC Header Version=0 Type=00 Association Request D ion=314 M: i i t
= ¥ 802.11 Management - Association Request

@ ¥ Capability Info=30000010000100001

@ Listen Interval: 20 [26-27]

@ ¥~ SSID ID=0 SSID Len=8 SSID=CMCC-WEB
@ ¥ Rates= ID=1 Rates: Len=8 Rate=1.0 Mbps Rate=2.0 Mops Rate=5.5 Mops Rate=11.0 Mops Rate=18.0 Mbps Rate=24.0 Mops Rate=36.0 Mips Rate=
@ ¥ Power Capability ID=33 Pover Capability Len=2 Min Transmit Power Cap=3 dim Max Transmit Power Cap=20 dim

¥ Supported Channels ID=36 Supported Channels Len=2 First Channel #=1 Num of Channels=13
k l=xtended supported Rates|1p-s ' T
S HT Cap= ID=45 HT Cap: Len=26
¥ Vendor Specific ID=221 Vendor Specific Len=9 OUI=00-10-18 Broadcom Value=(6 bytes)

@ ¥ Vendor Specific ID=221 Vendor Specific Lem=30 OUI=00-90-4C Epigram Data=(27 bytes)

@ ¥~ WMM ID=221 ¥MV Len=7 OUI=00-50-F2 Microsoft OUI Type=2 OUI SubType=0 Information Element Version=1
= ¥ ECS - Frame Check Sequence

@ Fcs: O0xFBABSF62 Calculated
< >
00 00 3R 01 BO 75 D5 74 AQ EC 88 1F A1 87 74 1B B0 75 DS 74 A0 EC DO 0C 21 04 14 00 00 08 43 4D 43
43 2D 57 45 42 01 08 82 84 2B 96 24 BO 48 6C 21 02 03 14 24 02 01 op[32.04 8C 12 98 60]2D 1A 20 00
1A FF 00 00 00 00 00 00 00 00 00 00 00 0O 00 0O 00 00 0O 00 0O 00 00 00 DD 08 00 10 18 02 00 00 00
00 00 DD 1E 00 90 4C 33 20 00 1A FF 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 OO 00 00 00 00
00 DD 07 00 50 F2 02 00 01 00 00 00 00 00
BRI, WA Lk

IFRIXERIBRIRAAPH, KRISEWEANEANXL(SENR? /SXAEmR: EImwEImE.
802.11 Assoc Rsp, 1HZF#5(E 7HY802.11 Probe Rsp

XA #REe W8y #Ro X2 SWEwm TEm ®0w ®EH WildPackets ©mniPeek
(PO HPRRAREE S HT2OEM NN @B
> B men  mE | WREE MR B EEESe « 5
=2 |[fX8 5 w8 e @
r Packet Info Packet Number=7 Fl, Packet Length=199 Timestamp=14:56:15.788259200 10/21/2015
@ ¥ [0-23] 802.11 MAC Header i Type=200 Mz t ¥pe: 1 Association ion=314 Microsecon on=8
= ¥ 802.11 Mana t - Association
® ¥ Capability Info=30000010000100001
@ Status Code: 0 Successful [26-28]
@ Association ID: 1 [28-29 Mask Ox3FFF]

¥ Rates= ID=1 Rates: Len=8 Rate=1.0 Mrps Rate=2.0 Mpps Rate=5.5 Mops Rate=6.0 Mbps Rate=9.0 Mops Rate=11.0 Mops Rate=12.0 Mps Rate=18
¥ Extended Supported Rates ID=S0 Extznded Supportsd Rates Len=4 Rate=24.0 Mpps Rate=36.0 Mbps Rate=48.0 Mbps Rate=54.0 Mops
@ ¥ HT Cap= ID=45 HT Cap: Len=26
@ ¥ AP Channel Report ID=51 AP Channel Report Len=26 Regulatory Class=140
@ ¥ HT Info= ID=61 HT Info: Len=22 Primary Channel=11
@ ¥ Neighbor Report ID=52 Neighbor Report Len=22 BSSID=0B:08:04:00:00:00 Regulatory Class=0 Channel Number=0 PHY Type=0
= ¥ ECS - Frame Check Sequence
@ Ecs: O0xBCSECBEF Calculated

>
87 74 1B BO 75 D5 74 A0 EC BO 75 D5 74 A0 EC 10 10 21 04 00 00 01 CO 01
32 04 BO 48 60 6C 2D 1A 8C 01 1B FF FF 00 00 00 00 00 00 00 00 00 00 00
00 33 1A &C 01 1B FF FF 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
04 00 00 00 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 34 16 0B 08
00 00 00 00 00 00 00 00 00 00 00 4A OE 14 00 OA 00 2C 01 C8 00 14 00 05
S0 F2 02 01 01 80 00 02 A4 64 00 27 A4 00 00 42 43 SE 00 62 32 2F 00 00

B E—RIIRE, KR TMIKEKLETAP,



	使用OmniPeek抓取终端关联到AP（开放认证SSID） 过程配置案例
	开放认证的SSID


