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某局点 S12516F-AF CAR限速不生效问题

组网及说明

组网说明：两台S125F-AF的聚合2和聚合3接口都是上行对外的出接口，组网运行ISI

S路由协议。S125F-AF的下行口HundredGigE2/0/11--- HundredGigE2/0/14连接的是用户1
，对这些接口进行了入方向的CAR限速，限速47G。下行口XGE4/0/2---XGE4/0/25连接

的是用户2，未做限速。

https://zhiliao.h3c.com/questions/catesDis/122
https://zhiliao.h3c.com/User/other/142438


问题描述

从设备诊断中连接两个用户的下行接口、上行聚合口的成员口近5s的出入流量总

和来看，限速了的用户1 inbound占239 G、未限速的用户2 inbound占195.6 G、上
行聚合口2/聚合口3 outbound总和为430 G，排除部分设备自身的协议报文及可能存

在的未被限速的流量来看，转发的被限速用户报文达430-195.6=234.4G，但是理论

上接口下限速值为47 G，应该是不会超过47*4=188G，所以怀疑CAR限速未生效

。



过程分析

通过对设备进行排查：

1．接口入方向限速47G时，以接口HundredGigE 2/0/11为例，通过dis qos policy interface HundredGi
gE 2/0/11多次查看，发现接口下Red packets计数是有不断增长的， 说明从接口进来的报文是有被CA
R限速染色丢弃的。
 [FJXIM-PS-IDC-SW01-H3CS12516F]dis qos policy interface HundredGigE 2/0/11
Interface: HundredGigE2/0/11
  Direction: Inbound
  Policy: youyun_limit_speed
   Classifier: server
     Operator: AND
     Rule(s) :
      If-match acl 3021
     Behavior: host
      Committed Access Rate:
        CIR 47000000 (kbps), CBS 15360 (Bytes), EBS 0 (Bytes)
        Green action  : pass
        Yellow action : pass
        Red action    : discard
        Green packets : 1503360605537 (Packets)
        Red packets   : 35928332805 (Packets)
 
[FJXIM-PS-IDC-SW01-H3CS12516F]dis qos policy interface HundredGigE 2/0/11
Interface: HundredGigE2/0/11
  Direction: Inbound
  Policy: youyun_limit_speed
   Classifier: server
     Operator: AND
     Rule(s) :
      If-match acl 3021
     Behavior: host
      Committed Access Rate:
        CIR 47000000 (kbps), CBS 15360 (Bytes), EBS 0 (Bytes)
        Green action  : pass
        Yellow action : pass
        Red action    : discard
        Green packets : 1503364842057 (Packets)
        Red packets   : 35928417527 (Packets)
 
[FJXIM-PS-IDC-SW01-H3CS12516F]
[FJXIM-PS-IDC-SW01-H3CS12516F]dis qos policy interface HundredGigE 2/0/11
Interface: HundredGigE2/0/11
  Direction: Inbound
  Policy: youyun_limit_speed
   Classifier: server
     Operator: AND
     Rule(s) :
      If-match acl 3021
     Behavior: host
      Committed Access Rate:
        CIR 47000000 (kbps), CBS 15360 (Bytes), EBS 0 (Bytes)
        Green action  : pass
        Yellow action : pass
        Red action    : discard
        Green packets : 1503368293192 (Packets)
        Red packets   : 35928481373 (Packets)
 
2.接口限速47G时，进一步查看限速的底层acl信息，发现acl成功下发，并且限速的四个接口都是有限
速流量命中的，说明限速是生效了。

  ====debug port mapping chassis 1 slot 2==== 
[Interface]       [Unit] [Port] [Name] [Combo?] [Active?] [IfIndex] [MID] [Link]



============================================================================
===
HGE2/0/11        1       5     ce5     no        no      0x1ff     2     up
HGE2/0/12        1       1     ce1     no        no      0x200     2     up
HGE2/0/13        2       21    ce21    no        no      0x201     5     up
HGE2/0/14        2       17    ce17    no        no      0x202     5     up
 
[FJXIM-PS-IDC-SW01-H3CS12516F-probe]debug qacl show slot 2 c 2  verbose 0 acl-type 120
 
========
Acl-Type MQC L3 Port, Stage IFP, SinglePort, Installed, Active
L2 PROGRAM : Prio Mjr/Sub 4/15, Group 7 [0], enRtnHealth 1, Entry 306, Mdc 1
PolicyID 100, CBMapID 0, ClassID 100, BehaviorID 100 [IN]
ACL GroupNo : 3021, RuleID : 1000 V4v6 1
Rule Match --------
        In Port: 21
        Lookup: STP forwarding, 0x18, 0x18  Arad Only Set Stp and L3Route
        EtherType: 0x800, 0xffff
        Number-of-tags: 0x0, 0xf
Actions --------
        CAR cir 0x2cd29c0, cbs 0x7a, pir 0x0, pbs 0x7a, pps 0, kbps 1, mode srTCM color blind
        Account mode  packets,  green and red
        Grn Permit
        Red Deny
        Yel Permit
Stat L2 PROGRAM : 0x9000001f
Accounting: Green 2137431230, NoGreen 362895796
MeterPolicerId: 120
L2 PROGRAM : Bank 8 Location 0 HIT(read-clear): YES
========
Acl-Type MQC L3 Port, Stage IFP, SinglePort, Installed, Active
L2 PROGRAM : Prio Mjr/Sub 4/15, Group 7 [0], enRtnHealth 1, Entry 284, Mdc 1
PolicyID 100, CBMapID 0, ClassID 100, BehaviorID 100 [IN]
ACL GroupNo : 3021, RuleID : 1000 V4v6 1
Rule Match --------
        In Port: 17
        Lookup: STP forwarding, 0x18, 0x18  Arad Only Set Stp and L3Route
        EtherType: 0x800, 0xffff
        Number-of-tags: 0x0, 0xf
Actions --------
        CAR cir 0x2cd29c0, cbs 0x7a, pir 0x0, pbs 0x7a, pps 0, kbps 1, mode srTCM color blind
        Account mode  packets,  green and red
        Grn Permit
        Red Deny
        Yel Permit
Stat L2 PROGRAM : 0x9000005b
Accounting: Green 1187297687, NoGreen 1035645483
MeterPolicerId: 121
L2 PROGRAM : Bank 8 Location 1 HIT(read-clear): YES
[FJXIM-PS-IDC-SW01-H3CS12516F-probe]debug qacl show slot 2 c 1  verbose 0 acl-type 120
 
========
Acl-Type MQC L3 Port, Stage IFP, SinglePort, Installed, Active
L2 PROGRAM : Prio Mjr/Sub 4/15, Group 7 [0], enRtnHealth 1, Entry 274, Mdc 1
PolicyID 100, CBMapID 0, ClassID 100, BehaviorID 100 [IN]
ACL GroupNo : 3021, RuleID : 1000 V4v6 1
Rule Match --------
        In Port: 5
        Lookup: STP forwarding, 0x18, 0x18  Arad Only Set Stp and L3Route
        EtherType: 0x800, 0xffff
        Number-of-tags: 0x0, 0xf
Actions --------
        CAR cir 0x2cd29c0, cbs 0x7a, pir 0x0, pbs 0x7a, pps 0, kbps 1, mode srTCM color blind
        Account mode  packets,  green and red

解决方法

综上所述，排查发现接口CAR限速是生效的。但是由于客户现场流量存在锯齿形burst流量，设备是基
于RFC标准实现的，即在RFC实现标准下，burst流量是会导致出向流量大于限速流量的情况，要想达
到稳定的限速结果只有测试仪打稳定的流量才可以达到。

另外建议如果没有特殊要求，CBS值（桶深）不需要自己配置，取设备默认值即

可。



        Grn Permit
        Red Deny
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