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#
version 5.20, Release 1115
#
sysname H3C
#
domain default enable dot1x
#
telnet server enable
#
port-security enable
#
vlan 1
#
vlan2to 3
#
radius scheme dot1x
primary authentication 192.168.4.10
primary accounting 192.168.4.10
key authentication h3c
key accounting h3c
user-name-format without-domain
#
domain dot1x
authentication lan-access radius-scheme dot1x
authorization lan-access radius-scheme dot1x
accounting lan-access radius-scheme dot1x
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access-limit disable

state active

idle-cut disable

self-service-url disable
domain system

access-limit disable

state active

idle-cut disable

self-service-url disable
#

user-group system

#

local-user admin

password simple h3capadmin
authorization-attribute level 3
service-type telnet

#

wlan rrm

dot11a mandatory-rate 6 12 24
dot11a supported-rate 9 18 36 48 54
dot11b mandatory-rate 1 2

dot11b supported-rate 5.5 11

dot11g mandatory-rate 12 5.5 11
dot11g supported-rate 6 9 12 18 24 36 48 54
#

wlan service-template 3 crypto

ssid dot1x_mac_vlan

cipher-suite tkip

security-ie wpa

service-template enable

#

interface NULLO

#

interface Vlan-interface1

ip address 192.168.4.50 255.255.255.0
#

interface Ethernet1/0/1

port link-type trunk

port trunk permit vlan all

#

interface WLAN-BSS1

#

interface WLAN-BSS2

#

interface WLAN-BSS3

port link-type hybrid

port hybrid vlan 1 to 3 untagged
mac-vlan enable

port-security port-mode userlogin-secure-ext
port-security tx-key-type 11key

#

interface WLAN-Radio1/0/1

#

interface WLAN-Radio1/0/2

channel 1

service-template 3 interface wlan-bss 3
#

snmp-agent

snmp-agent local-engineid 800063A203000FE207F2E0
snmp-agent community read public
snmp-agent community write private
snmp-agent sys-info version v3

#

load xml-configuration



#

user-interface con 0
user-interface vty 0 4
authentication-mode scheme
#

return

h, IERESE:
#FRRORE.
[H3C]port-security enable
# BRE TGO, iOEBEERkhybrid, FFFEmac-vianDIgg

[H3Clinterface wlan-ess 3

[H3C-WLAN-ESSS3] port link-type hybrid
[H3C-WLAN-ESS3] port hybrid vian 1 to 3 untagged
[H3C-WLAN-ESS3] mac-vlan enable
[H3C-WLAN-ESS3] quit

# ECEIEORA802.1 XIAIEA .

[H3C-WLAN-ESS3] port-security port-mode userlogin-secure-ext
[H3C-WLAN-ESS3] port-security tx-key-type 11key

# BLE RS RN,

[H3C]wlan service-template 3 crypto
[H3C-wlan-st-3]ssid dot1x_mac_vlan
[H3C-wlan-st-3]bind wlan-ess 3
[H3C-wlan-st-3]cipher-suite tkip
[H3C-wlan-st-3]security-ie wpa
[H3C-wlan-st-3]service-template enable
[H3C-wlan-st-3]quit
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7. GESRGIE:
LU AMS 222" R, @idap< display wlan client verbose”ZESTART/EVLAN, WIT:
[H3C] display wlan client verbose
Total Number of Clients 1

Total Number of Clients Connected : 1
Client Information

MAC Address : 0012-f0cc-3a2¢
AID 1

Radio Interface : WLAN-Radio1/0/2
SSID :dot1x_mac_vlan
BSSID : 000f-e250-22e0
Port : WLAN-BSS3

VLAN 12

State : Running

LXRAMS“333"A, @idap< display wlan client verbose”E2ESTARTEBVLAN, 1T :

[H3C] display wlan client verbose

Total Number of Clients 1

Total Number of Clients Connected : 1
Client Information

MAC Address 1 0012-fOcc-3a2¢
AID 1

Radio Interface : WLAN-Radio1/0/2
SSID :dot1x_mac_vlan
BSSID : 000f-e250-22e0
Port : WLAN-BSS3

VLAN 53

State : Running
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