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[PE1]
#
ip vpn-instance 1 /BLEVPNIER
route-distinguisher 1:1 //RDJg1:1
vpn-target 1:1 import-extcommunity /RTH21:1
vpn-target 1:1 export-extcommunity

#
ospf 1 //BtEospfR A MEH
area 0.0.0.0

network 10.1.2.0 0.0.0.255

network 1.1.1.1 0.0.0.0

#

mpls Isr-id 1.1.1.1 /E&Empls Isr-id
#

mpls Idp //&BFFEmpls ldp

#

interface LoopBack0

ip address 1.1.1.1 255.255.255.255
#

interface GigabitEthernet0/0

port link-mode route

combo enable copper

ip binding vpn-instance 1 /AZE#CERYZO4E8EVPN 1
ip address 10.1.1.2 255.255.255.0
#

interface GigabitEthernet0/1

port link-mode route

combo enable copper

ip address 10.1.2.2 255.255.255.0
ospf network-type p2p

mpls enable /(EREPIEEEOFAmMplsFImpls ldp
mpls Idp enable
#
bgp 100 //BLEbgp

peer 3.3.3.3 as-number 100
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peer 3.3.3.3 connect-interface LoopBack0
#
address-family vpnv4
peer 3.3.3.3 enable
#
ip vpn-instance 1
#
address-family ipv4 unicast
import-route direct //BINEE
#
(P]
#
ospf 1
area 0.0.0.0
network 10.1.2.0 0.0.0.255
network 10.1.3.0 0.0.0.255
network 2.2.2.2 0.0.0.0
#
mpls Isr-id 2.2.2.2
#
mpls Idp
#
interface LoopBackO
ip address 2.2.2.2 255.255.255.255
#
interface GigabitEthernet0/0
port link-mode route
combo enable copper
ip address 10.1.2.1 255.255.255.0
ospf network-type p2p
mpls enable
mpls Idp enable
#
interface GigabitEthernet0/1
port link-mode route
combo enable copper
ip address 10.1.3.1 255.255.255.0
ospf network-type p2p
mpls enable
mpls Idp enable
#
[PE2]
#
ip vpn-instance 1
route-distinguisher 1:1
vpn-target 1:1 import-extcommunity
vpn-target 1:1 export-extcommunity
#
ospf 1
area 0.0.0.0
network 10.1.3.0 0.0.0.255
network 3.3.3.3 0.0.0.0
#
mpls Isr-id 3.3.3.3
#
mpls Idp
#
interface LoopBackO
ip address 3.3.3.3 255.255.255.255
#
interface GigabitEthernet0/0
port link-mode route
combo enable copper
ip address 10.1.3.2 255.255.255.0



ospf network-type p2p
mpls enable
mpls Idp enable
#
interface GigabitEthernet0/1
port link-mode route
combo enable copper
ip binding vpn-instance 1
ip address 10.1.4.2 255.255.255.0
#
bgp 100
peer 1.1.1.1 as-number 100
peer 1.1.1.1 connect-interface LoopBack0
#
address-family vpnv4
peer 1.1.1.1 enable
#
ip vpn-instance 1
#
address-family ipv4 unicast
import-route direct
#
[CE1]
#
acl advanced 3000
rule 0 permit ip source 10.1.1.0 0.0.0.255 destination 10.1.4.0 0.0.0.255
#
ipsec transform-set 1
esp encryption-algorithm des-cbc
esp authentication-algorithm md5
#
ike profile 1
keychain 1
match remote identity address 10.1.4.1 255.255.255.255
#
ike keychain 1
pre-shared-key address 10.1.4.1 255.255.255.255 key cipher $c$3$i90ITggPMsgflovTP3MRJUch3P
ZkFKkIH/w==
#
#
ipsec policy 1 1 isakmp
transform-set 1
security acl 3000
remote-address 10.1.4.1
ike-profile 1
#
interface GigabitEthernet0/0
port link-mode route
combo enable copper
ip address 10.1.1.1 255.255.255.0
ipsec apply policy 1
#
ip route-static 0.0.0.0 0 10.1.1.2
#
[CE2]
#
acl advanced 3000
rule 0 permit ip source 10.1.4.0 0.0.0.255 destination 10.1.1.0 0.0.0.255
#
ipsec transform-set 1
esp encryption-algorithm des-cbc
esp authentication-algorithm md5
#
ike profile 1



keychain 1

match remote identity address 10.1.1.1 255.255.255.255
#

ike keychain 1

pre-shared-key address 10.1.1.1 255.255.255.255 key cipher $c$3$AhfWOKT8fhAylzfdxgUpdw9/yoc
dIXINZw==

#

ipsec policy 1 1 isakmp
transform-set 1

security acl 3000

remote-address 10.1.1.1
ike-profile 1

#

interface GigabitEthernet0/0

port link-mode route

combo enable copper

ip address 10.1.4.1 255.255.255.0
ipsec apply policy 1
#

ip route-static 0.0.0.0 0 10.1.4.2
#

[7EPE1 LEEEBGPHRERER]
<PE1>display bgp peer vpnv4

BGP local router ID: 1.1.1.1
Local AS number: 100

Total number of peers: 1 Peers in established state: 1

* - Dynamically created peer
Peer AS MsgRcvd MsgSent OutQ PrefRcv Up/Down State

3.3.33 100 52 50 0  100:39:50 Established
[7EPE1 EEBvpnv4RHEE]

[PE1]display bgp routing-table vpnv4

BGP local router ID is 1.1.1.1
Status codes: * - valid, > - best, d - dampened, h - history
s - suppressed, S - stale, i - internal, e - external
a - additional-path
Origin: i - IGP, e - EGP, ? - incomplete

Total number of routes from all PEs: 1

Route distinguisher: 1:1(1)
Total number of routes: 3

Network NextHop MED LocPrf  PrefVal Path/Ogn
*> 10.1.1.0/24 10.1.1.2 0 32768 ?
*> 10.1.1.2/32 127.0.0.1 0 32768 ?

*>i10.1.4.024  3.3.3.3 0 100 0?7 /R TXuRPERIFARERH
[CE1_Eping CE2fii& IPseci#z ]

[CE1]ping -a 10.1.1.1 10.1.4.1

Ping 10.1.4.1 (10.1.4.1) from 10.1.1.1: 56 data bytes, press CTRL_C to break

Request time out //E—MZ, 1BBIPsecEEL

56 bytes from 10.1.4.1: icmp_seqg=1 ttI=255 time=3.000 ms

56 bytes from 10.1.4.1: icmp_seqg=2 tl=255 time=2.000 ms

56 bytes from 10.1.4.1: icmp_seq=3 ttI=255 time=3.000 ms

56 bytes from 10.1.4.1: icmp_seqg=4 ttl=255 time=2.000 ms

--- Ping statistics for 10.1.4.1 ---
5 packet(s) transmitted, 4 packet(s) received, 20.0% packet loss
round-trip min/avg/max/std-dev = 2.000/2.500/3.000/0.500 ms



[&Fike safllIPsec sa]
[CE1]dis ike sa
Connection-ID Remote Flag DOI

7 10.1.4.1 RD IPsec

[CE1]dis ipsec sa
IPsec policy: 1
Sequence number: 1
Mode: ISAKMP
Tunnelid: 1
Encapsulation mode: tunnel
Perfect Forward Secrecy:
Inside VPN:
Extended Sequence Numbers enable: N
Traffic Flow Confidentiality enable: N
Path MTU: 1444
Tunnel:
local address: 10.1.1.1
remote address: 10.1.4.1
Flow:
sour addr: 10.1.1.0/255.255.255.0 port: 0 protocol: ip
dest addr: 10.1.4.0/255.255.255.0 port: 0 protocol: ip

[Inbound ESP SAs]
SPI: 851573583 (0x32c1fb4f)
Connection ID: 4294967298
Transform set: ESP-ENCRYPT-DES-CBC ESP-AUTH-MD5
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/3536
Max received sequence-number: 4
Anti-replay check enable: Y
Anti-replay window size: 64
UDP encapsulation used for NAT traversal: N
Status: Active

[Outbound ESP SAs]

SPI: 402872853 (0x18035a15)

Connection ID: 4294967299

Transform set: ESP-ENCRYPT-DES-CBC ESP-AUTH-MD5

SA duration (kilobytes/sec): 1843200/3600

SA remaining duration (kilobytes/sec): 1843199/3536

Max sent sequence-number: 4

UDP encapsulation used for NAT traversal: N

Status: Active
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