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HEERERAMSRIMLLTPIRSHILNSMIRSE, BFRIGRS—BEARAMII.

7

1 BEERXLTPEE, REKIBERR:

# BiEAHPPPEIFvpdnuser, 2&%5 9Hello,
<LNS> system-view

[LNS] local-user vpdnuser class network

[LNS-luser-network-vpdnuser] password cipher $c$3$S3wwvYm3Vigvai8ca+sDr+Y2n/ojwEJIZA==

[LNS-luser-network-vpdnuser] service-type ppp
[LNS-luser-network-vpdnuser] quit

# ECEISPigsystemtPPPRFSR A A HHIRIIE,
[LNS] domain system

[LNS-isp-system] authentication ppp local
[LNS-isp-system] quit

# FFISL2TPIIRE,

[LNS] I2tp enable

#ECEPPPItE T,

[LNS] ip pool aaa 192.168.0.10 192.168.0.20
[LNS] ip pool aaa gateway 192.168.0.1

# BliEEO Vintual-Template1, PPPINIE/STCACHAP, FHEREbaaaaClientin > EelPibiL,

[LNS] interface virtual-template 1

[LNS-virtual-template1] ppp authentication-mode chap domain system

[LNS-virtual-template1] remote address pool aaa
[LNS-virtual-template1] quit

# QIELNSIRIUAIL2TPAE, BIERBEARIRZFRALNS, EERKFMRNRMEREDAVT, HEE

BREYImEFRAILAC,

LNS] 12tp-group 1 mode Ins

LNS-I2tp1] tunnel name LNS

LNS-I2tp1] mandatory-Icp

LNS-12tp1] allow [2tp virtual-template 1 remote LAC
# [EFREIGIETNRE, FHREFERIEEH /9aabbcc,

[
[
[
[

LNS-12tp1] tunnel authentication

[
[LNS-I2tp1] tunnel password cipher $c$3$EStTgOsOePuaX7Tqde9j92pLGni+sNhOyA==
[

LNS-I2tp1] quit
2.5 debug(ER B ERNTRE

*Aug 03 09:24:23:354 2017 ZCSW L2TP/7/L2TDBG:

*Aug 03 09:24:23:354 2017 ZCSW L2TP/7/L2TDBG:
*Aug 03 09:24:23:354 2017 ZCSW L2TP/7/L2TDBG:
CCN, sending it to the upper layer

*Aug 03 09:24:23:354 2017 ZCSW L2TP/7/L2TDBG:
*Aug 03 09:24:23:354 2017 ZCSW L2TP/7/L2TDBG:
=0 tunnel ID=4 MsgType = 4 Length = 38

*Aug 03 09:24:23:355 2017 ZCSW L2TP/7/L2TDBG:
m the peer: type=4, len = 38

*Aug 03 09:24:23:452 2017 ZCSW L2TP/7/L2TDBG:
*Aug 03 09:24:23:452 2017 ZCSW L2TP/7/L2TDBG:
*Aug 03 09:24:23:452 2017 ZCSW L2TP/7/L2TDBG:
CCN, sending it to the upper layer

*Aug 03 09:24:23:452 2017 ZCSW L2TP/7/L2TDBG:
*Aug 03 09:24:23:452 2017 ZCSW L2TP/7/L2TDBG:
=0 tunnel ID=0 MsgType = 1 Length = 65

*Aug 03 09:24:23:523 2017 ZCSW L2TP/7/L2TDBG:
m the peer: type=1, len = 65

*Aug 03 09:24:23:523 2017 ZCSW L2TP/7/L2TDBG:
in state 1 from 115.168.112.133

*Aug 03 09:24:23:523 2017 ZCSW L2TP/7/L2TDBG:
E=1

*Aug 03 09:24:23:523 2017 ZCSW L2TP/7/L2TDBG:
100

*Aug 03 09:24:23:523 2017 ZCSW L2TP/7/L2TDBG:

L2TP_PAYLOAD: Recv data Len = 38
L2TP_EVENT: Received message type: 4
L2TP_CONTROL: Received a SCCRQ or Stop

L2TP_EVENT: Received message type: 4
L2TP_EVENT: Board 0 recv from SOCK call ID

L2TP_CONTROL: Proc a control message fro
L2TP_PAYLOAD: Recv data Len = 65
L2TP_EVENT: Received message type: 1

L2TP_CONTROL: Received a SCCRQ or Stop

L2TP_EVENT: Received message type: 1
L2TP_EVENT: Board 0 recv from SOCK call ID

L2TP_CONTROL: Proc a control message fro

L2TP_CONTROL: Tunnel 1 recv SCCRQ when

L2TP_CONTROL: Checked SCCRQ MSG TYP

L2TP_CONTROL: Parse AVP Protocol version:

L2TP_CONTROL: Parse AVP Framing


https://zhiliao.h3c.com/User/other/1758

capability : 1

*Aug 03 09:24:23:523 2017 ZCSW L2TP/7/L2TDBG:
e: fijlac

*Aug 03 09:24:23:523 2017 ZCSW L2TP/7/L2TDBG:
P group: ******
*Aug 03 09:24:23:523 2017 ZCSW L2TP/7/L2TDBG:
number, value: 6320

*Aug 03 09:24:23:589 2017 ZCSW L2TP/7/L2TDBG:
size, value: 20

*Aug 03 09:24:23:589 2017 ZCSW L2TP/7/L2TDBG:
ART_CONTROL_CONNECTION_REPLY

*Aug 03 09:24:23:589 2017 ZCSW L2TP/7/L2TDBG:
100

*Aug 03 09:24:23:589 2017 ZCSW L2TP/7/L2TDBG:
3

*Aug 03 09:24:23:589 2017 ZCSW L2TP/7/L2TDBG:
*Aug 03 09:24:23:589 2017 ZCSW L2TP/7/L2TDBG:
D:1

*Aug 03 09:24:23:589 2017 ZCSW L2TP/7/L2TDBG:
*Aug 03 09:24:23:589 2017 ZCSW L2TP/7/L2TDBG:
ze: 20

*Aug 03 09:24:23:589 2017 ZCSW L2TP/7/L2TDBG:
0 A7 BA 6F F7 87 25 DE 32 C8 FE 8C 29 94

*Aug 03 09:24:23:589 2017 ZCSW L2TP/7/L2TDBG:
Up & RevLow): Ns (0) Nr (1)

*Aug 03 09:24:23:598 2017 ZCSW L2TP/7/L2TDBG:
dow, started ack timer

*Aug 03 09:24:23:598 2017 ZCSW L2TP/7/L2TDBG:
nnel 6320

*Aug 03 09:24:23:598 2017 ZCSW L2TP/7/L2TDBG:
mer (60 seconds)

*Aug 03 09:24:23:620 2017 ZCSW L2TP/7/L2TDBG:
*Aug 03 09:24:23:643 2017 ZCSW L2TP/7/L2TDBG:
*Aug 03 09:24:23:643 2017 ZCSW L2TP/7/L2TDBG:
=0 tunnel ID=1 MsgType = 3 Length = 42

*Aug 03 09:24:23:662 2017 ZCSW L2TP/7/L2TDBG:
m the peer: type=3, len = 42

*Aug 03 09:24:23:662 2017 ZCSW L2TP/7/L2TDBG:
1) Nr (1) from the peer

*Aug 03 09:24:23:662 2017 ZCSW L2TP/7/L2TDBG:
Up=1) proc ack Nr=1 from the peer

*Aug 03 09:24:23:662 2017 ZCSW L2TP/7/L2TDBG:
Nr(1) and cleared the acked packet

*Aug 03 09:24:23:662 2017 ZCSW L2TP/7/L2TDBG:
y. ACK timer turned off

*Aug 03 09:24:23:662 2017 ZCSW L2TP/7/L2TDBG:
in state 3

*Aug 03 09:24:23:662 2017 ZCSW L2TP/7/L2TDBG:
mer (60 seconds)

*Aug 03 09:24:23:662 2017 ZCSW L2TP/7/L2TDBG:
E=3

*Aug 03 09:24:23:662 2017 ZCSW L2TP/7/L2TDBG:

L2TP_CONTROL:

L2TP_CONTROL:

L2TP_CONTROL:

L2TP_CONTROL:

L2TP_CONTROL:

L2TP_CONTROL:

L2TP_CONTROL:

L2TP_CONTROL:
L2TP_CONTROL:

L2TP_CONTROL:
L2TP_CONTROL:

L2TP_CONTROL:

L2TP_PAYLOAD:

L2TP_PAYLOAD:

L2TP_CONTROL:

L2TP_CONTROL:

L2TP_PAYLOAD:

Parse AVP Host name, valu

Tunnel password of the L2T

Parse AVP Remote call

Parse AVP receive window

Put AVP Message Type: ST

Put AVP Protocol version:

Put AVP Framing capability

Put AVP Host name: fjpost
Put AVP Assigned Tunnel |

Put AVP Bearer capability: 3
Put AVP Receive window si

Put AVP Challenge :D8 57 4

Tunnel 1 sent control (Send

Tunnel 1 first ctrl in send win

Tunnel 1 sent SCCRP to Tu

Tunnel 1 started the Hello ti

Recv data Len = 42

L2TP_EVENT: Received message type: 3
L2TP_EVENT: Board 0 recv from SOCK call ID

L2TP_CONTROL:

L2TP_PAYLOAD:

L2TP_PAYLOAD:

L2TP_PAYLOAD:

L2TP_PAYLOAD:

L2TP_CONTROL:

L2TP_CONTROL:

L2TP_CONTROL:

L2TP_CONTROL:

nse FO 7F 22 37 23 3D A1 5B 4D 47 9E 34 C8 10 20 30

*Aug 03 09:24:23:665 2017 ZCSW L2TP/7/L2TDBG:
uthentication

*Aug 03 09:24:23:665 2017 ZCSW L2TP/7/L2TDBG:
6F F7 87 25 DE 32 C8 FE 8C 29 94

*Aug 03 09:24:23:665 2017 ZCSW L2TP/7/L2TDBG:
*Aug 03 09:24:23:665 2017 ZCSW L2TP/7/L2TDBG:
bOZfBGIM+y4qMelY222+JsUSd4wGWkA==

*Aug 03 09:24:23:665 2017 ZCSW L2TP/7/L2TDBG:
*Aug 03 09:24:23:665 2017 ZCSW L2TP/7/L2TDBG:
973 C7 C252C58B859B2E FD 1B A4 AC 97
*Aug 03 09:24:23:665 2017 ZCSW L2TP/7/L2TDBG:

L2TP_CONTROL:

L2TP_CONTROL:

L2TP_CONTROL:
L2TP_CONTROL:

L2TP_CONTROL:
L2TP_CONTROL:

L2TP_CONTROL:

Proc a control message fro

Tunnel 1: flow ctrl msg: Ns (

Tunnel 1 (SendLow=0 Send

Tunnel 1 recv a proper ACK:

Tunnel 1 send window empt

Tunnel 1 recv SCCCN when

Tunnel 1 started the Hello ti

Checked SCCCN MSG TYP

Parse AVP Challenge respo

CHAP response failed the a

Challenge: D8 57 40 A7 BA

Challenge ID: 3
Challenge secret: $c$3%$4LH

Challenge length: 16
Response should be : BC 4

Calls on tunnel 1 cleared be



cause 1

*Aug 03 09:24:23:665 2017 ZCSW L2TP/7/L2TDBG: L2TP_CONTROL: Tunnel 1 sent StopCCN to T
unnel 6320

*Aug 03 09:24:23:665 2017 ZCSW L2TP/7/L2TDBG: L2TP_CONTROL: Put AVP Message Type: ST
OP_CONTROL_CONNECTION_NOTIFICATION

*Aug 03 09:24:23:689 2017 ZCSW L2TP/7/L2TDBG: L2TP_CONTROL: Put AVP Assigned Tunnel |
D: 1

*Aug 03 09:24:23:689 2017 ZCSW L2TP/7/L2TDBG: L2TP_CONTROL: Put AVP Result code: RES
ULT_GENERAL_ERROR

*Aug 03 09:24:23:689 2017 ZCSW L2TP/7/L2TDBG: L2TP_PAYLOAD: Tunnel 1 sent control (Send
Up & RevLow): Ns (1) Nr (2)

*Aug 03 09:24:23:689 2017 ZCSW L2TP/7/L2TDBG: L2TP_PAYLOAD: Tunnel 1 first ctrl in send win
dow, started ack timer

*Aug 03 09:24:23:974 2017 ZCSW L2TP/7/L2TDBG: L2TP_EVENT: Cleared Tunnel remote ID:6320
, local ID:1

*Aug 03 09:24:23:995 2017 ZCSW L2TP/7/L2TDBG: L2TP_PAYLOAD: Recv data Len = 12

*Aug 03 09:24:24:105 2017 ZCSW L2TP/7/L2TDBG: L2TP_CONTROL: Received ctrl message is ZL
B, discard it

*Aug 03 09:24:24:126 2017 ZCSW L2TP/7/L2TDBG: L2TP_PAYLOAD: Recv data Len = 69

*Aug 03 09:24:24:231 2017 ZCSW L2TP/7/L2TDBG: L2TP_EVENT: Received message type: 10
*Aug 03 09:24:24:335 2017 ZCSW L2TP/7/L2TDBG: L2TP_ERROR:Failed to get the descriptor for t
his ctrl message

*Aug 03 09:24:24:577 2017 ZCSW L2TP/7/L2TDBG: because the message isn& # 39;t SCCRQ or St
opCCN. The message was discarded

3i8FKfail, errorFEXEF, KEILITHRES:
*Aug 03 09:24:23:665 2017 ZCSW L2TP/7/L2TDBG: L2TP_CONTROL: CHAP response failed the a
uthentication

*Aug 03 09:24:24:335 2017 ZCSW L2TP/7/L2TDBG: L2TP_ERROR:Failed to get the descriptor fo
r this ctrl message

4 NAS-Initiatedt T L2 TPRAEREELTFES |

(1) ImimERGTHost ARIFIY, EREIER,

(2) Host AFILAC (Device A) #4TPPP LCPI#7s.,

(3) LACSIHost AIRAIPPP SR TPAPE,CHAPIAIE,

(4) LACKINIEHEER (P&, BiE) RiXLERADIUSIRSSHITIAIE,

(5) RADIUSERSEZSSINILZAF, FHRERAEER,

(6) WERINBESY, BRERFEEAFTEISPEFIENZAFAL2TPAF, MLACHLNS (Device
B) KiBL2TPRYEREIIEK.

(7) ERENBFEHTAENERT, LACHILNSSBIAIECHAP challengef8, LAAERI I E5,
BREIPEILE, LACHILNSZ [aRkIhEss 7 L2 TPRkE,

) LACFILNSTEL2TPR¥E HEEZL2TPRIE,

) LACIEPPPEFEEFIPPPIIISEEEEELALNS,

0) LNSHEIANIHSERIXARADIUSIRSSSHITIAIL,

1) RADIUSERSESESAIEZAF, FHRERAEER.

2) JAIEEEE, LNSHHost ADEi— N Bl PIERRYIPHBIE,

3) 3KSIPHBILE, PPPRIFALAEIEHost Aiialil IERER.

ELSB(12)F0(13)7, LACTaETEHost AFILNSZ )55 A RS2, Host AFILACZ IR ERIZPPPEENA
. LACFILNSZ [BR2 ERYZL2TPEIEIR .

5. E—RIREIENESE (7) BENENMEBRETHER, EANGENNATEEFREHE, K
(1SRN EE =SB S Jyaabbec Uiz, R MBEIE i TiEkIR S,

[ZCSW-I2tp1] tunnel password simple aabbcc

[LAC-I2tp1] tunnel password simple aabbcc

{ESPARFE SRR
KRSSEREFANER—E, EREXAEETREERAHRN, NRESARINAILASE
PRI AMRERECE A —ENER, MNRENMTHKEdebugEREERERITE.
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