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CVE-2016-9310 The control mode (mode 6) functionality in ntpd in NTP before 4.2.8p9 allows re
mote attackers to set or unset traps via a crafted control mode packet.
CVE-2016-7434 The read_mru_list function in NTP before 4.2.8p9 allows remote attackers to ca
use a denial of service (crash) via a crafted mrulist query.
CVE-2016-2516 NTP before 4.2.8p7 and 4.3.x before 4.3.92, when mode?7 is enabled, allows re
mote attackers to cause a denial of service (ntpd abort) by using the same IP address multiple times i
n an unconfig directive.
CVE-2013-5211 The monlist feature in ntp_request.c in ntpd in NTP before 4.2.7p26 allows remo
te attackers to cause a denial of service (traffic amplification) via forged (1) REQ_MON_GETLIST or (
2) REQ_MON_GETLIST_1 requests, as exploited in the wild in December 2013.
CVE-2009-3563 ntp_request.c in ntpd in NTP before 4.2.4p8, and 4.2.5, allows remote attackers
to cause a denial of service (CPU and bandwidth consumption) by using MODE_PRIVATE to send a
spoofed (1) request or (2) response packet that triggers a continuous exchange of MODE_PRIVATE

error responses between two NTP daemons.


https://zhiliao.h3c.com/questions/catesDis/719
https://zhiliao.h3c.com/User/other/138884
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