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Router1fitH:

/EREIFEECLoopbackOiEIFIMEA R

interface LoopBack0

ip address 1.1.1.1 255.255.255.255
/AECGigabitEthernet0/0iEFAIPSECEEE

interface GigabitEthernet0/0

port link-mode route

combo enable copper

ip address 12.1.1.1 255.255.255.0

ipsec apply policy 123

#

IEEERRARH, T—HHEm3dikitbit12.1.1.2

ip route-static 0.0.0.0 0 12.1.1.2

#

IRBERLACL, {FPEIRERIRouter1 FlRouter3fYFAIRIMLL
acl number 3000

rule 0 permit ip source 1.1.1.1 0 destination 3.3.3.3 0

#

IFEEEIPSECIRIN, fERMZEEE/I3des-cbe, IMEEEIMDS
ipsec transform-set 123

esp encryption-algorithm 3des-cbc

esp authentication-algorithm md5

#
I[EEEIPSECSRRE AMIPSECIRIN. RLACL, 1SERE T iRtiE/23.1.1.2
ipsec policy 123 1 isakmp

transform-set 123

security acl 3000

local-address 12.1.1.1

remote-address 23.1.1.2
#
/ECEIKEfARbSE, Mimitiib/23.1.1.2, &$AH123
ike keychain 1

pre-shared-key address 23.1.1.2 255.255.255.255 key cipher
$c$3$fKzT3ddgs0YYoUQIGYOTIyUX4RIKkw==
Router3ftE:
[EEEWEC, #EURREAR
#


https://zhiliao.h3c.com/User/other/222

interface LoopBack0

ip address 3.3.3.3 255.255.255.255

#

/[EeEEGigabitEthernet0/1, FFBIPSECSRHES

interface GigabitEthernet0/1

port link-mode route

ip address 23.1.1.2 255.255.255.0

ipsec apply policy 123

#

IEEERAARRH, T—HHEmIdiRitiE23.1.1.1

ip route-static 0.0.0.0 0 23.1.1.1

#

IREACL, (RiFEETRIRouter3fIRouter1 FIRIMAEAAIELE, FMAIKEREENEER
acl number 3000

rule 0 permit ip source 3.3.3.3 0 destination 1.1.1.1 0

#
IEREIPSECIRIY, {ERMZEHEH3des-cbe, IAERTLFIMDS
ipsec transform-set 123

esp encryption-algorithm 3des-cbc

esp authentication-algorithm md5
#
/EEEBIPSECEREE, EFIPSECIRIN. B2ACL, fEEXmithEI12.1.1.1
ipsec policy 123 1 isakmp

transform-set 123

security acl 3000

local-address 23.1.1.2

remote-address 12.1.1.1

#

[EEBIKESARHE, fEENTRibiEY12.1.1.1, &EAM123

ike keychain 1

pre-shared-key address 12.1.1.1 255.255.255.255 key cipher
$c$3$XCU5kp2dS69DM/qa7fidSOWxUfNeWA==

Mitid Tz

[Router1]ping -a 1.1.1.1 3.3.3.3

Ping 3.3.3.3 (3.3.3.3) from 1.1.1.1: 56 data bytes, press escape sequence to brea
k

Request time out 11E5%E—1E

56 bytes from 3.3.3.3: icmp_seq=1 ttI=255 time=0.434 ms

56 bytes from 3.3.3.3: icmp_seq=2 ttI=255 time=0.182 ms

56 bytes from 3.3.3.3: icmp_seq=3 ttI=255 time=0.180 ms
56 bytes from 3.3.3.3: icmp_seq=4 ttI=255 time=0.171 ms
[Router1]display ike sa

Connection-ID Remote Flag DOl
3 23.1.1.2 RD IPSEC
Flags:

RD--READY RL--REPLACED FD-FADING
[Router1]display ipsec sa

Interface: GigabitEthernet0/0

IPsec policy: 123
Sequence number: 1
Mode: isakmp
Tunnel id: 0
Encapsulation mode: tunnel
Perfect forward secrecy:
Path MTU: 1443
Tunnel:
local address: 12.1.1.1 /EEEEEEE/12.1.1.1
remote address: 23.1.1.2  /AJEESERHENEH23.1.1.2



Flow:
sour addr: 1.1.1.1/255.255.255.255 port: 0 protocol: ip
dest addr: 3.3.3.3/255.255.255.255 port: 0 protocol: ip

[Inbound ESP SAs]
SPI: 1383692956 (0x52797a9c)
Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-MD5
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/3571
Max received sequence-number: 4
Anti-replay check enable: Y
Anti-replay window size: 64
UDP encapsulation used for nat traversal: N
Status: active

[Outbound ESP SAs]
SPI: 2694185529 (0xa0960239)
Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-MD5
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/3571
Max sent sequence-number: 4
UDP encapsulation used for nat traversal: N
Status: active
[Router1]display ike sa verbose

Connection ID: 3

Outside VPN:

Inside VPN:

Profile:

Transmitting entity: Initiator

Local IP: 12.1.1.1
Local ID type: IPV4_ADDR
Local ID: 12.1.1.1

Remote IP: 23.1.1.2
Remote ID type: IPV4_ADDR
Remote ID: 23.1.1.2

Authentication-method: PRE-SHARED-KEY
Authentication-algorithm: SHA1
Encryption-algorithm: DES-CBC

Life duration(sec): 86400

Remaining key duration(sec): 86315

Exchange-mode: Main /&3¢

Diffie-Hellman group: Group 1

NAT traversal: Not detected /(ZBENATIES, K&
M. EHEXHES:
1. {FiERouter1flRouter3Z[GIEHTNX;
2. Router1fllRouter3@UIEZLACLEE, RIFEEHESR,
3. V7igETRHASEZAMECEEike keychainfl, V5igFTEike peerdifiE;
4. ipsecZEFEMET (ipsec transform-set) FIAZGEMZINAESZHY, XS5
EiE.
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