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interface LoopBack0

ip address 1.1.1.1 255.255.255.255

#

//Router1f9GigabitEthernet0/03[1iFFAIPSECHRHE
interface GigabitEthernet0/0

port link-mode route

combo enable copper

ip address 12.1.1.1 255.255.255.0

ipsec apply policy 123

#

(EEERRSIRH, T—HHEm3dikitbit12.1.1.2

ip route-static 0.0.0.0 0 12.1.1.2

#

IRBERLACL, {FPEIRERIRouter1 FlRouter3fYFAIRIMLL
acl number 3000

rule 0 permit ip source 1.1.1.1 0 destination 3.3.3.3 0
#

/EREBIPSECHRIY, MNEEAzt3des-cbe,iMEAFIMDS
ipsec transform-set 123

esp encryption-algorithm 3des-cbc

esp authentication-algorithm md5
#
/EREIPSECEERE, AR TIKE profile, IPSECIRIY. REACLUARISEM it
ipsec policy 123 1 isakmp

transform-set 123

security acl 3000

local-address 12.1.1.1

remote-address 23.1.1.2

ike-profile 123
#
INFABIREHRRIB R Buser-fqdn
ike identity user-fqdn
#
I[EEBIKE profile, EX{EREFEIEN, FiFEFHRouter1, iFHEFHRouter3
ike profile 123

keychain 1


https://zhiliao.h3c.com/User/other/222

exchange-mode aggressive

local-identity user-fqdn Router1

match remote identity user-fqdn Router3

#

/FEREIKE RYARLEE, Ximithib23.1.1.2, #iAH123

ike keychain 1

pre-shared-key address 23.1.1.2 255.255.255.255 key cipher
$c$3$fKzT3ddqs0YYoUQIGYOT9yUX4RIKkw==
Router3figE& :

[EREREOEEIRARR

interface LoopBack0

ip address 3.3.3.3 255.255.255.255

#

/4% GigabitEthernet0/1iFBIPSECRRZ

interface GigabitEthernet0/1

port link-mode route

ip address 23.1.1.2 255.255.255.0

ipsec apply policy 123

#

FRERSIRE, T—HHemiRitib2s.1.1.1

ip route-static 0.0.0.0 0 23.1.1.1

#

IFRERLACL (FREIERFIRouter1 FlRouter3fPIFltEtE, FIRouter1 BREEIE
%

acl number 3000

rule 0 permit ip source 3.3.3.3 0 destination 1.1.1.1 0

#

/[EEIPSECIRIY, MBHiEH3des-cbe, INEAERAMDS
ipsec transform-set 123

esp encryption-algorithm 3des-cbc

esp authentication-algorithm md5

#

//EREIPSECERRS, AMIke profile, IPSECIRY. RLACL, FiSEximittttia12.1.
11

ipsec policy 123 1 isakmp

transform-set 123

security acl 3000

local-address 23.1.1.2

remote-address 12.1.1.1

ike-profile 123
#
IFRARIREHBIIE N B user-fadn

ike identity user-fqdn
#
/[EEElke profile, {SEEMFEEN, FEMAREE
ike profile 123

keychain 1

exchange-mode aggressive

local-identity user-fqdn Router3

match remote identity user-fqdn Router1
#
/ELEAREE1, HBEE123
ike keychain 1

pre-shared-key address 12.1.1.1 255.255.255.255 key cipher
$c$3$XCU5kp2dS69DM/qa7fidSOWxUfNeWA==
MitidE:
<Router1>ping -a 1.1.1.1 3.3.3.3
Ping 3.3.3.3 (3.3.3.3) from 1.1.1.1: 56 data bytes, press escape sequence to brea
k
Request time out =M EE
56 bytes from 3.3.3.3: icmp_seq=1 ttI=255 time=0.436 ms
56 bytes from 3.3.3.3: icmp_seq=2 ttI=255 time=0.184 ms
56 bytes from 3.3.3.3: icmp_seq=3 ttI=255 time=0.185 ms
56 bytes from 3.3.3.3: icmp_seq=4 ttI=255 time=0.162 ms



<Router1>display ike sa verbose

Connection ID: 11

Outside VPN:

Inside VPN:

Profile: 123

Transmitting entity: Initiator

Local IP: 12.1.1.1
Local ID type: USER_FQDN
Local ID: Router1

Remote IP: 23.1.1.2
Remote ID type: USER_FQDN
Remote ID: Router3

Authentication-method: PRE-SHARED-KEY

Authentication-algorithm: SHA1
Encryption-algorithm: DES-CBC

Life duration(sec): 86400

Remaining key duration(sec): 86379

Exchange-mode: Aggressive
Diffie-Hellman group: Group 1
NAT traversal: Not detected
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2. Router1fIRouter3fIRLACL, RIFEHEIR;
3. IKEHEUBKIA IS, fElke profileliERNEH IR, V5igEFHETEike peer

HITEE,

4. FRHZ=ZAEIKe keychainfi#t{TELE, V5iRETEike peerAEiE;
5. ipsecR2RMET (ipsec transform-set) FIARRBEMBZFLAES AN, X=FE
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