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{EFkRAs: E0006P05
Router1fig&:
/EREREEE RMAR

interface LoopBack0
ip address 1.1.1.1 255.255.255.255
#
/A& GigabitEthernet0/0iEFAIPSECHE
interface GigabitEthernet0/0
port link-mode route
combo enable copper
ip address 12.1.1.1 255.255.255.0
ipsec apply policy 123
#
IEEERSIRH, T—HHEm3dikibit12.1.1.2
ip route-static 0.0.0.0 0 12.1.1.2
#
IRER2ACL, FRFFAEMIARIMER
acl number 3000
rule 0 permit ip source 1.1.1.1 0 destination 3.3.3.3 0
#
/ERBIPSECIRIY, MZEEiXEA3des-cbc, IAEERAMDS
ipsec transform-set 123
esp encryption-algorithm 3des-cbc
esp authentication-algorithm md5
#
IEEEIPSECERRE, IAFIPSECIRIN. TERACL. ikeRSIERFHEE T IHMEF23.1.
1.2
ipsec policy 123 1 isakmp
transform-set 123
security acl 3000
remote-address 23.1.1.2
ike-profile 123
#
IAFRE BB Buser-fqdn
ike identity user-fqdn
#
/i &ike profile (EABHEIEN, FimtRiRIRouter
ike profile 123
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keychain 1

exchange-mode aggressive

local-identity user-fqdn Router1

match remote identity address 23.1.1.2 255.255.255.0

#

EOEIKE {ARbAE, Yimithit7923.1.1.2, FEAH123

ike keychain 1

pre-shared-key address 23.1.1.2 255.255.255.255 key cipher
$c$3$fKzT3ddgs0YYoUQIGYOTIyUX4RIKkw==
Router2fig&:

[Router2-GigabitEthernet2/0/1]display this

#

/4% GigabitEthernet2/0/1BEENAT

interface GigabitEthernet2/0/1

port link-mode route

combo enable copper

ip address 23.1.1.1 255.255.255.0

nat outbound

Router3figE:

ERERE OISR AR

interface LoopBack0

ip address 3.3.3.3 255.255.255.255

#

/AE#EO GigabitEthernet0/1iFBIPSECHER

interface GigabitEthernet0/1

port link-mode route

ip address 23.1.1.2 255.255.255.0

ipsec apply policy 123

#

(ERERSIRE, T—HHEmdiRtik23.1.1.1

ip route-static 0.0.0.0 0 23.1.1.1

#

IEEERRACL, RIPEWETRIIRouter1 FRouter3aIAMitHLL
acl number 3000

rule 0 permit ip source 3.3.3.3 0 destination 1.1.1.1 0

#

/FREIPSECIRIY, MZHiAEM3des-cbe, IMERAERAMDS
ipsec transform-set 123

esp encryption-algorithm 3des-cbc

esp authentication-algorithm md5

#

/EEEBIPSECRRE, IAMIPSECIRIN. ERACL, ikeRSIERFHEE IIRMEF23.1.
a1l

ipsec policy 123 1 isakmp

transform-set 123

security acl 3000

local-address 23.1.1.2

remote-address 23.1.1.1

ike-profile 123
#
IEEEike profile, FHIKESARLHE, (ERFFEIEN. BEMREIIRouter
ike profile 123

keychain 1

exchange-mode aggressive

match remote identity user-fqdn Router1
#
/[ECEIKE $ARbEE, #iH79123

ike keychain 1

pre-shared-key address 23.1.1.1 255.255.255.255 key cipher
$c$3$XCU5kp2dS69DM/qa7fidSOWxUfNeWA==

Migigiz

<Router1>ping -a 1.1.1.1 3.3.3.3

Ping 3.3.3.3 (3.3.3.3) from 1.1.1.1: 56 data bytes, press escape sequence to brea
k



Request time out  /E—/E XS

56 bytes from 3.3.3.3: icmp_seq=1 ttI=255 time=0.365 ms
56 bytes from 3.3.3.3: icmp_seq=2 ttI=255 time=0.190 ms
56 bytes from 3.3.3.3: icmp_seq=3 ttl=255 time=0.182 ms
56 bytes from 3.3.3.3: icmp_seq=4 ttI=255 time=0.168 ms

[Router1]display ike sa verbose

Connection ID: 12

Outside VPN:

Inside VPN:

Profile: 123

Transmitting entity: Initiator

Local IP: 12.1.1.1
Local ID type: USER_FQDN
Local ID: Router1

Remote IP: 23.1.1.2
Remote ID type: USER_FQDN
Remote ID: Router3

Authentication-method: PRE-SHARED-KEY
Authentication-algorithm: SHA1
Encryption-algorithm: DES-CBC

Life duration(sec): 86400
Remaining key duration(sec): 86380

Exchange-mode: Aggressive /1BFEEET
Diffie-Hellman group: Group 1
NAT traversal: Detected IRSE T NATIR ST

[Router1]display ipsec sa

Interface: GigabitEthernet0/0

IPsec policy: 123
Sequence number: 1
Mode: isakmp
Tunnel id: 0
Encapsulation mode: tunnel
Perfect forward secrecy:
Path MTU: 1435
Tunnel:
local address: 12.1.1.1
remote address: 23.1.1.2
Flow:
sour addr: 1.1.1.1/255.255.255.255 port: 0 protocol: ip
dest addr: 3.3.3.3/255.255.255.255 port: 0 protocol: ip

[Inbound ESP SAs]
SPI: 2772268438 (0xa53d7596)
Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-MD5
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/3562
Max received sequence-number: 4
Anti-replay check enable: Y
Anti-replay window size: 64
UDP encapsulation used for nat traversal: Y
Status: active



[Outbound ESP SAs]

SPI: 402158417 (0x17f87351)

Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-MD5

SA duration (kilobytes/sec): 1843200/3600

SA remaining duration (kilobytes/sec): 1843199/3562

Max sent sequence-number: 4

UDP encapsulation used for nat traversal: Y

Status: active
M. EHEXES:
1. IPSEC NATERHMRIEE, REEEIKES—HERERFHEEX;
2. V7ig=EEIKEIEZR (profile) , iFMIke keychain, FAEEIRI. TEXTIRE
HUser-fqdn, 7EV5igEHRERTEike peerdA5ehk;
3. V7ig&EEi&Elke keychain, EEFRHEZ®IA; V5iREEEEIke PeerfA5Eht,
4.ipsecELRIET (ipsec transform-set) ERIAZRBIMBIAESGER, XRFE
s,
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