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Router1EgE :

(EREREEOERRBERER

interface LoopBack0

ip address 1.1.1.1 255.255.255.255

#

/3% GigabitEthernet0/0iFFBIPSECERER

interface GigabitEthernet0/0

port link-mode route

combo enable copper

ip address 12.1.1.1 255.255.255.0

ipsec apply policy 123

#

(FRERSIRE, T—HHsminithit12.1.1.2

ip route-static 0.0.0.0 0 12.1.1.2
#
/R BRLACLFPEIREHR IRouter1 FlRouter3IFIRIItELE
acl number 3000

rule 0 permit ip source 1.1.1.1 0 destination 3.3.3.3 0
#
IEEEIPSECIRIY, MEBHER3des-cbe,INEATL/IMD5
ipsec transform-set 123

esp encryption-algorithm 3des-cbc

esp authentication-algorithm md5

#
/[EREBIPSECSERS, IWMIPSECIEN. RE/ACL, ikeRSIERHISE IRMEIE/23.1.
1.2

ipsec policy 123 1 isakmp

transform-set 123

security acl 3000

remote-address 23.1.1.2

ike-profile 123

#

IHRiRiI& &RV AUser-fqdn

ike identity user-fqdn

#

/B &ike profile, FMIKEIAREE1, (EABEEN, FiRfERETRIRouter


https://zhiliao.h3c.com/User/other/222

ike profile 123

keychain 1

exchange-mode aggressive

local-identity user-fqdn Router1

match remote identity address 23.1.1.2 255.255.255.0
#

IFEEIketARLEE, Fimitihtra23.1.1.2, 5879123

ike keychain 1

pre-shared-key address 23.1.1.2 255.255.255.255 key cipher
$c$3$fKzT3ddgs0YYoUQIGYOTIyUX4RIKkw==

#

Router3ftE:

#

[EEERERED, SEUPRREBR

interface LoopBack0

ip address 3.3.3.3 255.255.255.255

#

/A& GigabitEthernet0/1iEIPSECSRHS

interface GigabitEthernet0/1

port link-mode route

ip address 23.1.1.2 255.255.255.0

ipsec apply policy 123

#

ERERSIRE, T—Rigmxinitit2s.1.1.1

ip route-static 0.0.0.0 0 23.1.1.1

#

/EEEIPSECRIN, MEEA[EM3des-cbc, IAMEfERAMDS
ipsec transform-set 123

esp encryption-algorithm 3des-cbc

esp authentication-algorithm md5

#

EREIPSECHRRAZIERR321, FHMIPSECIRIN. IKERLIER
ipsec policy-template 321 1

transform-set 123

local-address 23.1.1.2

ike-profile 123

#

IEEEIPSECERRE, RAFARIRIRhR

ipsec policy 123 1 isakmp template 321

#

IFFRIRERIG N User-fqdn

ike identity user-fqdn

#

/B &Eike profile, FAMIKEIARLEE1, (EAHEEN. BEMIRZFRARouter
ike profile 123

keychain 1

exchange-mode aggressive

match remote identity user-fqdn Router1

#

/EEEIke$ARLHE EFHostname#{TELE, iHJ123

ike keychain 1

pre-shared-key hostname Router1 key cipher $¢$3$9Rx1vV5ERg6fF4ARvrdU7S
zoMTRgJw==

#

MitidE:

[Router1]ping -a 1.1.1.1 3.3.3.3

Ping 3.3.3.3 (3.3.3.3) from 1.1.1.1: 56 data bytes, press escape sequence to brea
k

Request time out IIE—NEBARE

56 bytes from 3.3.3.3: icmp_seq=1 ttI=255 time=0.353 ms
56 bytes from 3.3.3.3: icmp_seq=2 ttI=255 time=0.187 ms
56 bytes from 3.3.3.3: icmp_seq=3 ttI=255 time=0.170 ms
56 bytes from 3.3.3.3: icmp_seq=4 ttI=255 time=0.175 ms
[Router1]display ike sa verbose



Connection ID: 13

Outside VPN:

Inside VPN:

Profile: 123

Transmitting entity: Initiator

Local IP: 12.1.1.1
Local ID type: USER_FQDN
Local ID: Router1

Remote IP: 23.1.1.2
Remote ID type: USER_FQDN
Remote ID: Router3

Authentication-method: PRE-SHARED-KEY
Authentication-algorithm: SHA1
Encryption-algorithm: DES-CBC

Life duration(sec): 86400
Remaining key duration(sec): 86367

Exchange-mode: Aggressive /EFERIET
Diffie-Hellman group: Group 1
NAT traversal: Detected IHEEINT NATER %

[Router1]display ipsec sa

Interface: GigabitEthernet0/0

IPsec policy: 123
Sequence number: 1
Mode: isakmp
Tunnel id: 0
Encapsulation mode: tunnel
Perfect forward secrecy:
Path MTU: 1435
Tunnel:
local address: 12.1.1.1
remote address: 23.1.1.2
Flow:
sour addr: 1.1.1.1/255.255.255.255 port: 0 protocol: ip
dest addr: 3.3.3.3/255.255.255.255 port: 0 protocol: ip

[Inbound ESP SAs]
SPI: 462954425 (0x1b981fb9)
Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-MD5
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/3530
Max received sequence-number: 4
Anti-replay check enable: Y
Anti-replay window size: 64
UDP encapsulation used for nat traversal: Y
Status: active

[Outbound ESP SAs]
SPI: 2234815411 (0x853493b3)
Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-MD5
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/3530
Max sent sequence-number: 4
UDP encapsulation used for nat traversal: Y



Status: active
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