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Router1fig&:
[ECEIRE SRR

#

interface LoopBack0

ip address 1.1.1.1 255.255.255.255

BBt

#

interface GigabitEthernet0/0

port link-mode route

combo enable copper

ip address 10.1.1.1 255.255.255.0

/EcBtunnelod, #&ExikiEgre, FHEHEEO TEARIPSECHKRRS
#

interface Tunnel0 mode gre

ip address 20.1.1.1 255.255.255.0

source 10.1.1.1

destination 10.1.1.2

ipsec apply policy 123

#

IECEFSIEE, T—BHEMtunnelod

ip route-static 2.2.2.2 32 Tunnel0

IECEZREACL, FIPINIARMAER
#

acl number 3000

rule 0 permit ip source 1.1.1.1 0 destination 2.2.2.2 0
/EEEBIPSECIRY, INZEA(EFI3des-che AEEAfEFAMDS
#

ipsec transform-set 123

esp encryption-algorithm 3des-cbc

esp authentication-algorithm md5
/[EEEBIPSECHRRE, ARZEACL, IPSECIRIN. EExmkii AT iHtunnel itk
#

ipsec policy 123 1 isakmp

transform-set 123

security acl 3000

remote-address 20.1.1.2
#
IEEEkefARLAE, HEHFAXTIKtunnel OitEht, PSK/9123
ike keychain 1

pre-shared-key address 20.1.1.2 255.255.255.255 key cipher $c$3$dItAoRINnJ5Dk(f
kQHOitp5yUcHLOg==
#


https://zhiliao.h3c.com/User/other/222

Return

Router2fg&:

[ECEIRE AR

#

interface LoopBack0

ip address 2.2.2.2 255.255.255.255

=csEEmbiaily

#

interface GigabitEthernet0/0

port link-mode route

ip address 10.1.1.2 255.255.255.0

/[BEEtunnel0d, 1#&x{gre, FEMEECERIPSECHKRES

#

interface Tunnel0 mode gre

ip address 20.1.1.2 255.255.255.0

source 10.1.1.2

destination 10.1.1.1

ipsec apply policy 123

#

IBEBEREACL, BXAMFEFEE

acl number 3000

rule 0 permit ip source 2.2.2.2 0 destination 1.1.1.1 0

#

/EEEIPSECIRY, INEEHZEFI3des-cbe NEREERMDS

ipsec transform-set 123

esp encryption-algorithm 3des-cbc

esp authentication-algorithm md5

#

/[ECEIPSECHRG, JAMREACL, IPSECIRY, B ikt AtdiHtunnel Oitbit
ipsec policy 123 1 isakmp

transform-set 123

security acl 3000

remote-address 20.1.1.1

#

IECE ke ZEHE, HHEAXimtunnel ik, PSK/9123

ike keychain 1

pre-shared-key address 20.1.1.1 255.255.255.255 key cipher
$c$3$TVHB0q00pQNGt53BjIUFIA5IeOecHwW==

#

Return

M. MitidiE:

<Router1>ping -a 1.1.1.1 2.2.2.2

Ping 2.2.2.2 (2.2.2.2) from 1.1.1.1: 56 data bytes, press escape sequence to break
Request time out IB—BEE

56 bytes from 2.2.2.2: icmp_seq=1 ttl=255 time=0.474 ms

56 bytes from 2.2.2.2: icmp_seq=2 ttl=255 time=0.260 ms

56 bytes from 2.2.2.2: icmp_seq=3 ttl=255 time=0.239 ms

56 bytes from 2.2.2.2: icmp_seq=4 ttl=255 time=0.239 ms

h. REXER:

1. ipsecRZ2KEE T (ipsec transform-set) BRARIRBIIEFNAES AR, XRE
=R

2. ImimtHEEXNSRIGREFECRIIPHELE, A2YIEECIRVIPHBLL;
3. IPSECHREXSPEIEGRERSEL;

4. EMESEAERREREEENZNRES I \EIGREFEL;
5. V7iggEEtunnelfZEO, FEMSTEEEN, FEFVHRE;
6. V7REIMH=ZEANEETREf ke keychainPELE, FETFV5IRE.
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