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Router1fig& :
/[EEEOSPFMY, 1B EIE OitsitFtunnel Otk
#
ospf 1 router-id 1.1.1.1
area 0.0.0.0
network 1.1.1.1 0.0.0.0
network 100.1.1.0 0.0.0.255
#
[ECEIRE AR
interface LoopBack0
ip address 1.1.1.1 255.255.255.255
/[BLE$EOGigabitEthernet2/0/0, EMIPSECIKRES
#
interface GigabitEthernet2/0/0
port link-mode route
combo enable copper
ip address 10.1.1.1 255.255.255.0
ipsec apply policy 123

#
IEEEtunneliEM, &x(agre, FERIEUIAGRIER Citht, BAIMIEIRouter3/Y
YRR ChE

interface Tunnel0 mode gre

ip address 100.1.1.1 255.255.255.0

source 10.1.1.1

destination 20.1.1.2

IECERSIEE, T—B910.1.1.2

#

ip route-static 20.1.1.0 24 10.1.1.2

#

IFEEZREACL, RIFEURRStunnel OE3AYRE,. Btk
acl number 3000

rule 0 permit ip source 10.1.1.1 0 destination 20.1.1.2 0

#

/EEEIPSECRIY, INZEEL/93des-che MIES R AMD5
ipsec transform-set 123
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esp encryption-algorithm 3des-cbc

esp authentication-algorithm md5
#
/EEEBIPSECHME, JAFERSACL, IPSECIRY, iSEX ittt IRouter3yp 3R it
ipsec policy 123 1 isakmp

transform-set 123

security acl 3000

remote-address 20.1.1.2
#
IEEEIketARLSE, PSK/123

ike keychain 1

pre-shared-key address 20.1.1.2 255.255.255.255 key cipher
$c$3$ZjXBWzdem34rj6XvnVx7ikg+ARmh+g==
Router3ftE :
/[EEEOSPF, @A umEFAE OF0tunnel Citkiik
#
ospf 1 router-id 3.3.3.3

area 0.0.0.0

network 3.3.3.3 0.0.0.0

network 100.1.1.0 0.0.0.255
#
[EEEIRE Ot BHIKRAER

interface LoopBack0

ip address 3.3.3.3 255.255.255.255
#
/[ER B GigabitEthernet0/1, FHiEAFIIPSECEREZ
interface GigabitEthernet0/1

port link-mode route

ip address 20.1.1.2 255.255.255.0

ipsec apply policy 123
#
/EEEtunnelo, #&Exogre, ECRMBUEAARYIIE O, BR%EIE/IRouter14)
O
interface Tunnel0 mode gre

ip address 100.1.1.2 255.255.255.0

source 20.1.1.2

destination 10.1.1.1
#
IECEFSEE, T—BHEm20.1.1.1

ip route-static 10.1.1.0 24 20.1.1.1
#
IEEEZR2ACL SRouter RS ACLIRIFEIEE A FRI&
acl number 3000

rule 0 permit ip source 20.1.1.2 0 destination 10.1.1.1 0
#
/ECEIPSECIRIY, {EFINZEEI%/93des-chcAERA/IMDS
ipsec transform-set 123

esp encryption-algorithm 3des-cbc

esp authentication-algorithm md5
#
/[ECEIPSECHRE, JAMIPSECIEIN. Z2ACL. EEumibiARouter 1 FIHIER D
ik
ipsec policy 123 1 isakmp

transform-set 123

security acl 3000

remote-address 10.1.1.1
#
e EiketARLGE, PSKJ9123
ike keychain 1

pre-shared-key address 10.1.1.1 255.255.255.255 key cipher $c$3$wJMvMgdr+Mng
kgnyro+TFIfJdTQHw==
#
M. SRS

<Router1>display ip routing-table



Destinations : 20 Routes : 20

Destination/Mask Proto Pre Cost NextHop Interface
0.0.0.0/32 Direct0 0 127.0.0.1 InLoop0
1.1.1.1/32 Direct0 0 127.0.0.1 InLoop0
2.2.2.2/32 Static 60 0 10.1.1.254  GE2/0/0

3.3.3.3/32 OSPF 10 1562 100.1.1.2  Tun0
//Router1 B2 Z! 7 Router3HIFAE] itk

<Router3>display ip routing-table

Destinations : 19 Routes : 19

Destination/Mask Proto Pre Cost NextHop Interface
0.0.0.0/32 Direct0 0 127.0.0.1 InLoop0
1.1.1.1/32 OSPF 10 1562 100.1.1.1 TunO
//Router3Z 3 F T Router1 AYFRE] [tk

<Router1>display ike sa

Connection-ID Remote Flag DOI
27 20.1.1.2 RD IPSEC
Flags:

I\KE SABRFE

IPSEC SAtHFIE:
<Router1>display ipsec sa

Interface: GigabitEthernet2/0/0

IPsec policy: 123
Sequence number: 1
Mode: isakmp
Tunnel id: 0
Encapsulation mode: tunnel
Perfect forward secrecy:
Path MTU: 1443
Tunnel:
local address: 10.1.1.1
remote address: 20.1.1.2
Flow:
sour addr: 10.1.1.1/255.255.255.255 port: 0 protocol: ip
dest addr: 20.1.1.2/255.255.255.255 port: 0 protocol: ip

[Inbound ESP SAs]
SPI: 1504282990 (0x5929896¢)
Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-MD5
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843200/3549
Max received sequence-number: 0
Anti-replay check enable: Y
Anti-replay window size: 64
UDP encapsulation used for nat traversal: N
Status: active

[Outbound ESP SAs]
SPI: 738374673 (0x2c02b411)
Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-MD5
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/3549
Max sent sequence-number: 1



UDP encapsulation used for nat traversal: N
Status: active

IPsec policy: 123
Sequence number: 1
Mode: isakmp
Tunnel id: 0
Encapsulation mode: tunnel
Perfect forward secrecy:
Path MTU: 1443
Tunnel:
local address: 10.1.1.1
remote address: 20.1.1.2
Flow:
sour addr: 10.1.1.1/255.255.255.255 port: 0 protocol: ip
dest addr: 20.1.1.2/255.255.255.255 port: 0 protocol: ip

[Inbound ESP SAs]
SPI: 3748049068 (0xdf66b0ac)
Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-MD5
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/3521
Max received sequence-number: 2
Anti-replay check enable: Y
Anti-replay window size: 64
UDP encapsulation used for nat traversal: N
Status: active

[Outbound ESP SAs]
SPI: 499347401 (0x1dc36fc9)
Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-MD5
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/3521
Max sent sequence-number: 2
UDP encapsulation used for nat traversal: N
Status: active

IPsec policy: 123
Sequence number: 1
Mode: isakmp
Tunnel id: 0
Encapsulation mode: tunnel
Perfect forward secrecy:
Path MTU: 1443
Tunnel:
local address: 10.1.1.1
remote address: 20.1.1.2
Flow:
sour addr: 10.1.1.1/255.255.255.255 port: 0 protocol: ip
dest addr: 20.1.1.2/255.255.255.255 port: 0 protocol: ip

[Inbound ESP SAs]
SPI: 2748716393 (0xa3d61569)
Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-MD5
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843190/3559
Max received sequence-number: 161
Anti-replay check enable: Y
Anti-replay window size: 64
UDP encapsulation used for nat traversal: N



Status: active

[Outbound ESP SAs]

SPI: 1018788745 (0x3cb97b89)

Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-MD5

SA duration (kilobytes/sec): 1843200/3600

SA remaining duration (kilobytes/sec): 1843191/3559

Max sent sequence-number: 118

UDP encapsulation used for nat traversal: N

Status: active
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