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Router1figH:

[ERERERECERRIMAER

interface LoopBack0

ip address 1.1.1.1 255.255.255.255

#

//Router1f3GigabitEthernet0/0[TiEFBIPSECEHERE
interface GigabitEthernet0/0

port link-mode route

combo enable copper

ip address 100.1.1.1 255.255.255.0

ipsec apply policy 123

#

[EEEESIRH, T—BHEr100.1.1.2

ip route-static 2.2.2.2 32 100.1.1.2

#

IEEEZEACL

acl number 3000

rule 0 permit ip source 1.1.1.1 0 destination 2.2.2.2 0
#
/EEEPKItEh3c, CARRSSERRIURLItELEY9100.1.1.253
pki domain h3c

ca identifier ts-msr

certificate request url http://100.1.1.253/certsrv/mscep/mscep.dlil
certificate request from ra

certificate request entity h3c

public-key rsa general name 123

undo crl check enable
#
/IPKIEE{FJgh3c
pKi entity h3c

common-name h3c

country CN


https://zhiliao.h3c.com/User/other/222

#
/EEEBIPSECIRIN, IZBEEER3des-cbe,IMESTL/IMD5
ipsec transform-set 123
esp encryption-algorithm 3des-cbc
esp authentication-algorithm md5
#
IFRBIPSECR LR, AMAELACL, IPSECIZNFNIKE Profile
ipsec policy 123 1 isakmp
transform-set 123
security acl 3000
remote-address 100.1.1.2
ike-profile 123
#
I/MECBIKE Profile 123, {HFEEFEHIE
ike profile 123
certificate domain h3c
exchange-mode aggressive
local-identity fqdn Router1
match remote identity fqdn R2
proposal 123
#
IFEEEikelRiY, IEEERMFTEHNEAR
ike proposal 123
authentication-method rsa-signature
authentication-algorithm md5
#
Return
IREBEREETE:
11 R A 2R EARY
[Router1]public-key local create rsa name 123
The local key pair already exists.
Confirm to replace it? [Y/N]:y
The range of public key modulus is (512 ~ 2048).
If the key modulus is greater than 512, it will take a few minutes.
Press CTRL+C to abort.
Input the modulus length [default = 1024]:
Generating Keys...
........ ++++++
Bkt
Create the key pair successfully.
IBREVAREH
[Router1]pki retrieve-certificate domain h3c ca
The trusted CA's finger print is:
MD5 fingerprint:AD2B A928 850E BB26 1F56 6C98 12EB 97C0
SHAT1 fingerprint:34B7 OFAC 121B E7F2 CCFA 7042 A737 1668 400D OE3E
Is the finger print correct?(Y/N):y
Retrieved the certificates successfully.
IBRENAHIES, password/aAitiZiRIEFHEES (BEDF2A91DED372FF)
[Router1]pki request-certificate domain h3c password 6054576C2575ED24
Start to request general certificate ...
Certificate requested successfully.

EFHKEIREN G
£ http:/100.1.1.253/certsrv/mscep_admin
BABPENZEBESEHINTRE:



http://100.1.1.253/certsrv/mscep_admin

B=

Router2fgH:

#

[ERERECOERIRAR

interface LoopBack0

ip address 2.2.2.2 255.255.255.255

#

/A& GigabitEthernet0/0iEFIPSECEHRAE
interface GigabitEthernet0/0

port link-mode route

ip address 100.1.1.2 255.255.255.0

ipsec apply policy 123

#

/ERERHSIRE, T—518[[100.1.1.1

ip route-static 1.1.1.1 32 100.1.1.1

#

IEEEREACL

acl number 3000

rule 0 permit ip source 2.2.2.2 0 destination 1.1.1.1 0
#

IEEEPKIEh3c, CABRS3ERRIURLII100.1.1.253
pki domain h3c

ca identifier h3c

certificate request url http://100.1.1.253/certsrv/mscep/mscep.dil
certificate request from ra

certificate request entity h3c

public-key rsa general name 123

undo crl check enable

#

/[EEEPKIZ{Fh3c

pki entity h3c

common-name h3c

country CN

organization-unit h3c

organization H3C
#
/MEEIPSECIRIY, MEBHiEHI3des-cbe, MESE/IMDS
ipsec transform-set 123

esp encryption-algorithm 3des-cbc

esp authentication-algorithm md5
#
/[ECEIPSECHRHRE, AMAELACL, IPSECERRE. IKE Profile
ipsec policy 123 1 isakmp

transform-set 123

security acl 3000

remote-address 100.1.1.1

ike-profile 123
#



I[EEEike profile, {EFREFEIR

ike profile 123

exchange-mode aggressive

local-identity fqdn R2

match remote identity fqdn Router1

proposal 123

#

IEEEIkeiRiN, EEBRIEBIMESRD

ike proposal 123

authentication-method rsa-signature
authentication-algorithm md5

#

IEBERiETE:

[R2]public-key local create rsa name 123  //“Epk A~ Ez$ARS
The local key pair already exists.

Confirm to replace it? [Y/N]:y

The range of public key modulus is (512 ~ 2048).
If the key modulus is greater than 512, it will take a few minutes.
Press CTRL+C to abort.

Input the modulus length [default = 1024]:
Generating Keys...

................ ++++++
Create the key pair successfully.
| BREVARIE
[R2]pki retrieve-certificate domain h3c ca
The trusted CA's finger print is:
MD5 fingerprint:AD2B A928 850E BB26 1F56 6C98 12EB 97C0
SHAT1 fingerprint:34B7 OFAC 121B E7F2 CCFA 7042 A737 1668 400D OE3E
Is the finger print correct?(Y/N):y
Retrieved the certificates successfully.
I BRENAHGEH
[R2]pki request-certificate domain h3c password 6A8C9FACB2CA3DCF
Start to request general certificate ...
Certificate requested successfully.
[R2]%Jun 20 10:33:28:748 2013 R2 PKI/5/REQUEST_CERT_SUCCESS: Request
certificate of domain h3c successfully
M. SRS
IEERER
[Router1]display pki certificate domain h3c ca
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
56:¢3:98:36:bf:9d:45:29:43:61:78:94:72:3a:ad:ab
Signature Algorithm: sha1WithRSAEncryption
Issuer: CN=WIN-2VHX793UTF1-CA
Validity
Not Before: Dec 24 06:26:34 2012 GMT
Not After : Dec 24 06:36:33 2017 GMT
Subject: CN=WIN-2VHX793UTF1-CA
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Public-Key: (2048 bit)

Modulus:
00:b4:66:32:0d:55:39:6e:93:4d:4a:46:1b:29:e1:
89:13:fe:58:d0:ac:50:2c:0c:af:7b:36:3e:bc:04:
7f:a5:de:da:97:52:b4:d7:23:6f:0a:e7:7e:66:b4:
fd:96:4a:68:3f:53:fe:46:bb:8c:0d:08:97:1d:00:
84:14:1b:a4:08:cf:eb:39:8c:c0:f5:3b:a6:fb:fe:
ab:10:47:36:cc:7b:75:e3:aa:3b:fb:38:cb:c0:bb:
1a:20:21:9f:01:ce:59:0d:3f:a8:91:46:bd:3f:bc:
ee:d3:23:7e:7b:8d:cd:ee:b4:79:d0:28:f0:58:3d:
73:ad:b1:e1:ff:60:8e:16:4e:b6:58:¢8:67:60:56:



05:d6:b8:90:90:19:d4:41:cc:7a:12:81:16:4¢:89:
89:d3:52:€9:52:1f:10:39:15:a1:c2:8d:e2:69:45:
ad:ba:e7:04:86:05:7c:c5:c0:f9:65:af:d0:e5:7c:
76:41:13:62:73:28:92:db:46:09:ec:64:d5:55:38:
Oa:ba:3c:80:€6:0d:e9:4a:db:3f:f6:67:4b:be:40:
cf:29:eb:50:e1:63:f1:7c:d3:18:72:ce:9e:4f:a2:
f3:c4:a2:6e:da:67:02:d1:ff:1e:6e:7f:25:8f:f9:
56:31:c8:10:6b:98:6a:6a:8a:8c:3a:6e:a0:0f:67:
d3:17
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Key Usage:
Digital Signature, Certificate Sign, CRL Sign
X509v3 Basic Constraints: critical
CA:TRUE
X509v3 Subject Key Identifier:
A2:F1:E9:DE:21:48:C8:AA:C6:89:D8:3E:D8:24:9E:E6:40:99:7B:E6
1.3.6.1.4.1.311.21.1:

Signature Algorithm: shalWithRSAEncryption
72:ed:88:12:01:73:be:75:1f:00:d5:39:a8:9a:6d:f8:ed:ec:
f5:5e:a9:12:2d:1a:9d:1e:cc:09:6a:55:86:99:fe:96:97:e3:
97:4b:11:ac:34:€2:70:25:27:7c:eb:05:3a:6¢:9c:c5:7d:46:
46:8:00:05:29:40:€1:36:06:b0:e4:68:6d:74:fe:5f:60:7c:
d1:73:8f:37:0e:11:72:cf:6c:af:ff:63:6¢:94:cf:d1:cd:65:
a1:f2:52:65:3e:b1:a4:38:68:eb:2a:06:cc:5d:35:4e:4f:1b:
df:b6:03:ff:0e:cd:e3:3f:6a:b2:ab:d0:1e:4c:72:7c:e8:1c:
9d:bc:fa:3a:05:b8:71:bf:15:6f:34:ba:b6:2f:14:a1:76:e8:
2f:af:9c:11:70:35:80:4b:44:3e:75:85:€8:8d:8e:4f:01:2e:
7b:48:11:3e:20:74:54:0c:27:0d:80:73:dd:16:€9:5f:a7:1e:
€3:93:39:11:ec:46:4c:df:56:f2:4b:c7:45:71:4f:4e:31:94:
68:3c:cb:f0:d8:04:d7:16:3c:b2:bf:07:db:b0:5b:1f:33:¢3:
fc:53:5e:aa:04:27:9c:2f:4e:aa:3a:25:c0:f6:00:75:ee:2b:
b0:7a:a8:€9:5f:c0:b7:90:d5:80:€4:16:9a:86:1a:57:9d:cb:
08:ac:cb:50

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
61:70:75:6d:00:00:00:00:00:27
Signature Algorithm: sha1WithRSAEncryption
Issuer: CN=WIN-2VHX793UTF1-CA
Validity
Not Before: Jun 17 05:53:07 2013 GMT
Not After : Jun 17 06:03:07 2014 GMT
Subject: C=CN, O=H3C, CN=8048TEST-2008Server-RA
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)

.................................................................. IREHE IR
IEEFES
[Router1]display pki certificate domain h3c local
Certificate:

Data:

Version: 3 (0x2)
Serial Number:
61:5¢:c1:1e:00:00:00:00:00:2a
Signature Algorithm: sha1WithRSAEncryption
Issuer: CN=WIN-2VHX793UTF1-CA
Validity
Not Before: Jun 20 02:03:18 2013 GMT
Not After : Jun 20 02:13:18 2014 GMT
Subject: unstructuredAddress=100.1.1.1, C=CN, CN=h3c



Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Public-Key: (1024 bit)

Modulus:
00:bd:61:46:6¢c:1a:44:cc:97:27:a3:77:b1:cc:ec:
22:29:e1:65:¢3:4e:d4:4d:96:d0:ca:76:bd:4f:8f:
52:69:33:9d:ea:5e:3:4d:65:9a:bb:a4:4c:02:a2:
0f:c4:b0:64:34:e1:79:ad:4b:2d:93:1a:f8:8d:c9:
5a:92:3e:80:96:b4:8a:c4:f4:3c:fa:7f:f3:88:0d:
24:0e:6e:b8:ef:53:d2:63:9d:31:f8:09:8e:1a:ae:
4a:e1:60:63:36:8a:a0:0c:8b:46:fb:2b:53:67:87:
29:20:b7:45:20:19:00:20:91:52:21:55:0d:51:41:
17:f2:6¢:92:56:fe:5f:66:b5

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Key Usage:
Digital Signature, Non Repudiation, Key Encipherment, Data Encipher
ment
X509v3 Subject Alternative Name:
IP Address:100.1.1.1
X509v3 Subject Key Identifier:
8F:F9:E7:57:94:F3:A6:FA:78:A9:2E:72:F7:BD:8E:E2:87:13:03:EB
X509v3 Authority Key Identifier:
.................................... IREBBEHRE
<Router1>ping -a 1.1.1.1 2.2.2.2
Ping 2.2.2.2 (2.2.2.2) from 1.1.1.1: 56 data bytes, press escape sequence to brea
k
Request time out IE—EEE
56 bytes from 2.2.2.2: icmp_seq=1 ttI=255 time=0.438 ms
56 bytes from 2.2.2.2: icmp_seq=2 ttl=255 time=0.238 ms
56 bytes from 2.2.2.2: icmp_seq=3 ttl=255 time=0.218 ms
56 bytes from 2.2.2.2: icmp_seq=4 tt|=255 time=0.252 ms

<Router1>display ike sa

Connection-ID Remote Flag DOI
3 100.1.1.2 RD IPSEC
Flags:

RD--READY RL--REPLACED FD-FADING
<Router1>display ipsec sa

Interface: GigabitEthernet0/0

IPsec policy: 123
Sequence number: 1
Mode: isakmp
Tunnel id: 0
Encapsulation mode: tunnel
Perfect forward secrecy:
Path MTU: 1443
Tunnel:
local address: 100.1.1.1
remote address: 100.1.1.2
Flow:
sour addr: 1.1.1.1/255.255.255.255 port: 0 protocol: ip
dest addr: 2.2.2.2/255.255.255.255 port: 0 protocol: ip

[Inbound ESP SAs]
SPI: 3563806421 (0xd46b5ed5)
Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-MD5
SA duration (kilobytes/sec): 1843200/3600



SA remaining duration (kilobytes/sec): 1843199/3582
Max received sequence-number: 4

Anti-replay check enable: Y

Anti-replay window size: 64

UDP encapsulation used for nat traversal: N

Status: active

[Outbound ESP SAs]

SPI: 3208384833 (0xbf3c1141)

Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-MD5

SA duration (kilobytes/sec): 1843200/3600

SA remaining duration (kilobytes/sec): 1843199/3582

Max sent sequence-number: 4

UDP encapsulation used for nat traversal: N

Status: active
h, BREXER:
1. (RIEEZIPSECRAHERIFMBHZRFICARSREEIE;
2. FEVFHGERE], BeEIEREEMFZAY,
3. AMERAINE(EREFHAED, LHKIEBRiEEWEBILIRCARSSRIRAEGE;
4.ipsecZLHEMET (ipsec transform-set) ERIARRBEMBINNESER, XRB



	MSR-G2系列路由器 RSA方式建立IPSEC的典型配置

