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Router1EtE:

[ECEREREN, SIURRNER

interface LoopBack0

ip address 1.1.1.1 255.255.255.255

#

/HEOGigabitEthernet2/0/0iE FBIPSECEEHE 123
interface GigabitEthernet2/0/0

port link-mode route

combo enable copper

ip address 10.1.1.1 255.255.255.0

ipsec apply policy 123

#

[EEERSEA, T—BHERVRRPRIEIE

ip route-static 2.2.2.2 32 10.1.1.254

#

IEEEREACL, {RIPRRIHEE

acl number 3000

rule 0 permit ip source 1.1.1.1 0 destination 2.2.2.2 0
#
/EEEIPSECIRIY, (EFERIINEEEIE93des-cbe IAERIE/IMDS
ipsec transform-set 123

esp encryption-algorithm 3des-cbc

esp authentication-algorithm md5
#
/ECEIPSECHEE, AMREACL, IEEMinmibiAVRRP B
ipsec policy 123 1 isakmp

transform-set 123

security acl 3000


https://zhiliao.h3c.com/User/other/222

remote-address 10.1.1.254

#

IEcEiketHRLHE, (EF%ETD/9123

ike keychain 1

pre-shared-key address 10.1.1.254 255.255.255.255 key cipher $c$3$bcRFrReUFq
eqvvABk2S42Zta86dnzA==

Router2fit&:
/AZMGigabitEthernet0/0iEFEIPSECHRIRHEEOECEVRRPAH, REiI/910.1.1.254
#

interface GigabitEthernet0/0

port link-mode route

ip address 10.1.1.2 255.255.255.0

vrrp vrid 1 virtual-ip 10.1.1.254

ipsec apply policy 123

#

(EEEFSIRE, T—HHti/10.1.1.1

ip route-static 1.1.1.1 32 10.1.1.1

#

IEEEZEACL, RIFFIUA R

acl number 3000

rule 0 permit ip source 2.2.2.2 0 destination 1.1.1.1 0

#

/[EREIPSECIRIY, fERNZEA/93des-cbe, IAEEIAAMDS
ipsec transform-set 123

esp encryption-algorithm 3des-cbc

esp authentication-algorithm md5

#

IEEEIPSECHRE, EARSACL, IPSECIRIY, fEEXumiMIEA10.1.1.1, Aigtbit
JIVRRPREHEHE10.1.1.254

ipsec policy 123 1 isakmp

transform-set 123

security acl 3000

local-address 10.1.1.254

remote-address 10.1.1.1

#

I[ECEiketARLGE, $EREPSKAI123

ike keychain 1

pre-shared-key address 10.1.1.1 255.255.255.255 key cipher
$c$3$Ncp7fPbgg2AhRBHE0bDTJXgJbv8DOQ==

#

Router3fgH&:

/fEFEOGigabitEthernet0/0E FHIPSECHIEHERZ OB EVRRPAH, Eitbit/910.1.1.2
54

interface GigabitEthernet0/0

port link-mode route

ip address 10.1.1.3 255.255.255.0

vrrp vrid 1 virtual-ip 10.1.1.254

ipsec apply policy 123
#
[ECERSER, T—BHEm10.1.1.1

ip route-static 1.1.1.1 32 10.1.1.1
#
IECBEZRSACL, {FIFREMIA Rt

acl number 3000

rule 0 permit ip source 2.2.2.2 0 destination 1.1.1.1 0
#
/EEEIPSECIRIY, {EFNNEEIE/93des-cbe, IAEEIEZMDS
ipsec transform-set 123

esp encryption-algorithm 3des-cbc

esp authentication-algorithm md5
#
/[EEEIPSECHRHE, FRAREACL, IPSECIRIN, HHlExdunitti/910.1.1.1, AuntbiE
JIVRRPEHELE10.1.1.254

ipsec policy 123 1 isakmp



transform-set 123

security acl 3000

local-address 10.1.1.254

remote-address 10.1.1.1

#

/[EEEike$BRLHE, PSKZERE 123

ike keychain 1

pre-shared-key address 10.1.1.1 255.255.255.255 key cipher $c$3$FWEY1gp45QC
NjK8wOBmMCrOY5SIvang==

#

M. SIEREE

<Router1>ping -a 1.1.1.1 2.2.2.2

Ping 2.2.2.2 (2.2.2.2) from 1.1.1.1: 56 data bytes, press escape sequence to break
Request time out IIE—NEEE

56 bytes from 2.2.2.2: icmp_seq=1 ttl=254 time=0.758 ms

56 bytes from 2.2.2.2: icmp_seq=2 ttl=254 time=0.534 ms

56 bytes from 2.2.2.2: icmp_seq=3 ttl=254 time=0.535 ms

56 bytes from 2.2.2.2: icmp_seq=4 ttl=254 time=0.523 ms

<Router1>display ike sa

Connection-ID Remote Flag DOI
18 10.1.1.254 RD IPSEC
Flags:

RD--READY RL--REPLACED FD-FADING
<Router1>display ipsec sa

Interface: GigabitEthernet2/0/0

IPsec policy: 123

Sequence number: 1

Mode: isakmp
Tunnel id: 0
Encapsulation mode: tunnel
Perfect forward secrecy:
Path MTU: 1443

Tunnel:
local address: 10.1.1.1 /17Ut E
remote address: 10.1.1.254 VoSisils
Flow:

sour addr: 1.1.1.1/255.255.255.255 port: 0 protocol: ip
dest addr: 2.2.2.2/255.255.255.255 port: 0 protocol: ip

[Inbound ESP SAs]
SPI: 1894449663 (0x70eb01ff)
Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-MD5
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/3575
Max received sequence-number: 4
Anti-replay check enable: Y
Anti-replay window size: 64
UDP encapsulation used for nat traversal: N
Status: active

[Outbound ESP SAs]
SPI: 556617108 (0x212d4d94)
Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-MD5
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/3575
Max sent sequence-number: 4
UDP encapsulation used for nat traversal: N



Status: active

<Router3>display ike sa

Connection-ID Remote Flag DOI
12 10.1.1.1 RD IPSEC
Flags:

RD--READY RL--REPLACED FD-FADING
<Router3>display ipsec sa

Interface: GigabitEthernet0/0

IPsec policy: 123
Sequence number: 1
Mode: isakmp
Tunnel id: 0
Encapsulation mode: tunnel
Perfect forward secrecy:
Path MTU: 1443
Tunnel:
local address: 10.1.1.254  //Zimithit
remote address: 10.1.1.1 VSpiisls
Flow:
sour addr: 2.2.2.2/255.255.255.255 port: 0 protocol: ip
dest addr: 1.1.1.1/255.255.255.255 port: 0 protocol: ip

[Inbound ESP SAs]
SPI: 556617108 (0x212d4d94)
Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-MD5
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/3512
Max received sequence-number: 4
Anti-replay check enable: Y
Anti-replay window size: 64
UDP encapsulation used for nat traversal: N
Status: active

[Outbound ESP SAs]
SPI: 1894449663 (0x70eb01ff)
Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-MD5
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/3512
Max sent sequence-number: 4
UDP encapsulation used for nat traversal: N
Status: active
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[Router2]display ike sa

Connection-ID Remote Flag DOI

[Router2]display vrrp verbose

IPv4 Virtual Router Information:

Running Mode  : Standard

Total number of virtual routers : 2

Interface GigabitEthernet0/0

VRID 1 Adver Timer : 100
Admin Status : Up State : Backup
Config Pri : 100 Running Pri : 100



Preempt Mode : Yes Delay Time :0
Become Master : 2640ms left

Auth Type  :None

Virtual [P :10.1.1.254

Master IP :10.1.1.3

<Router3>display vrrp verbose
IPv4 Virtual Router Information:
Running Mode  : Standard
Total number of virtual routers : 2
Interface GigabitEthernet0/0

VRID 1 Adver Timer : 100
Admin Status : Up State : Master
Config Pri : 100 Running Pri : 100
Preempt Mode : Yes Delay Time :0

Auth Type  :None

Virtual [P :10.1.1.254

Virtual MAC : 0000-5e00-0101

Master IP :10.1.1.3
<Router1>ping -a 1.1.1.1 2.2.2.2
Ping 2.2.2.2 (2.2.2.2) from 1.1.1.1: 56 data bytes, press escape sequence to break
Request time out B BFER
56 bytes from 2.2.2.2: icmp_seq=1 ttl=254 time=0.758 ms
56 bytes from 2.2.2.2: icmp_seq=2 ttl=254 time=0.534 ms
56 bytes from 2.2.2.2: icmp_seq=3 ttl=254 time=0.535 ms
56 bytes from 2.2.2.2: icmp_seq=4 ttl=254 time=0.523 ms

<Router1>display ike sa

Connection-ID Remote Flag DOI
18 10.1.1.254 RD IPSEC
Flags:

RD--READY RL--REPLACED FD-FADING
<Router1>display ipsec sa

Interface: GigabitEthernet2/0/0

IPsec policy: 123

Sequence number: 1

Mode: isakmp
Tunnel id: 0
Encapsulation mode: tunnel
Perfect forward secrecy:
Path MTU: 1443

Tunnel:
local address: 10.1.1.1 I/AERtE
remote address: 10.1.1.254 /RS HbHE
Flow:

sour addr: 1.1.1.1/255.255.255.255 port: 0 protocol: ip
dest addr: 2.2.2.2/255.255.255.255 port: 0 protocol: ip

[Inbound ESP SAs]
SPI: 1894449663 (0x70eb01ff)
Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-MD5
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/3575
Max received sequence-number: 4
Anti-replay check enable: Y
Anti-replay window size: 64
UDP encapsulation used for nat traversal: N
Status: active



[Outbound ESP SAs]
SPI: 556617108 (0x212d4d94)
Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-MD5
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/3575
Max sent sequence-number: 4
UDP encapsulation used for nat traversal: N
Status: active

<Router3>display ike sa

Connection-ID Remote Flag DOI
12 10.1.1.1 RD IPSEC
Flags:

RD--READY RL--REPLACED FD-FADING
<Router3>display ipsec sa

Interface: GigabitEthernet0/0

IPsec policy: 123
Sequence number: 1
Mode: isakmp
Tunnel id: 0
Encapsulation mode: tunnel
Perfect forward secrecy:
Path MTU: 1443
Tunnel:
local address: 10.1.1.254  //AimitbiE
remote address: 10.1.1.1  //AJimitbiit
Flow:
sour addr: 2.2.2.2/255.255.255.255 port: 0 protocol: ip
dest addr: 1.1.1.1/255.255.255.255 port: 0 protocol: ip

[Inbound ESP SAs]
SPI: 556617108 (0x212d4d94)
Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-MD5
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/3512
Max received sequence-number: 4
Anti-replay check enable: Y
Anti-replay window size: 64
UDP encapsulation used for nat traversal: N
Status: active

[Outbound ESP SAs]
SPI: 1894449663 (0x70eb01ff)
Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-MD5
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/3512
Max sent sequence-number: 4
UDP encapsulation used for nat traversal: N
Status: active
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[Router2]display ike sa

Connection-ID Remote Flag DOI




[Router2]display vrrp verbose
IPv4 Virtual Router Information:
Running Mode  : Standard
Total number of virtual routers : 2
Interface GigabitEthernet0/0

VRID 1 Adver Timer : 100
Admin Status : Up State : Backup
Config Pri : 100 Running Pri : 100
Preempt Mode : Yes Delay Time :0

Become Master : 2640ms left
Auth Type  :None

Virtual IP :10.1.1.254
Master IP :10.1.1.3

<Router3>display vrrp verbose
IPv4 Virtual Router Information:
Running Mode  : Standard
Total number of virtual routers : 2
Interface GigabitEthernet0/0

VRID 1 Adver Timer : 100
Admin Status : Up State : Master
Config Pri : 100 Running Pri : 100
Preempt Mode : Yes Delay Time :0

Auth Type  :None
Virtual IP :10.1.1.254
Virtual MAC  : 0000-5¢00-0101
Master IP :10.1.1.3
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