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root@vm15:/tmp/testyul # useradd -m -d /home/tmp/testyul -s /usr/bin/sh testyu

root@vm15:/tmp/testyul # passwd testyu

Changing password for testyu

New password:

Re-enter new password:

Passwd successfully changed
2 BERGAFPNN. FAENRAFRESERN.
root@vm15:/tmp/testyut # more /etc/passwd
root:RPwbj.mQMUPBU:0:3::/:/sbin/sh
daemon:*:1:5::/:/sbin/sh
bin:*:2:2::/usr/bin:/sbin/sh
sys:*:3:3:1/:
adm:*:4:4::/var/adm:/sbin/sh
uucp:*:5:3::/var/spool/uucppublic:/usr/Ibin/uucp/uucico
Ip:*:9:7::/var/spool/lp:/sbin/sh
nuucp:*:11:11::/var/spool/uucppublic:/usr/Ibin/uucp/uucico
hpdb:*:27:1:ALLBASE:/:/sbin/sh
nobody:*:-2:-2::/:
www:*:30:1::/:
cimsrvr:*:101:101:WBEM Services:/var/opt/wbem:/sbin/sh
smbnull:*:102:102:DO NOT USE OR DELETE - needed by Samba:/var/opt/samba/nologin:/bin/false
opc_op:*:777:177:0VO default operator:/home/opc_op:/sbin/sh
hpsmh:*:103:103:System Management Homepage:/var/opt/hpsmh:/sbin/sh
sfmdb:*:104:20::/home/sfmdb:/sbin/sh
sshd:*:105:104:sshd privsep:/var/empty:/bin/false
iwww:*:106:1::/home/iwww:/sbin/sh
owww:*:107:1::/home/owww:/sbin/sh
tftp:*:108:105: Trivial FTP user:/home/tftp:/usr/bin/false
test:KSJFSZTEDx60k:109:106::/home/test:/usr/bin/sh
test1:x/nsRtObosZV.:110:20::/home/123:/sbin/sh
test2:*:111:20::/home/test2:/sbin/sh
test3:W7tYgkP4Ce8fw:112:20:chrooted user:/home/test3:/bin/sh
test4:IXUEDymG1FIrg:113:20:chrooted user:/user/test2:/bin/sh
test5:*:114:20::/home/tmp/testyu:/sbin/sh
testyu:urPHogTpjMASI:115:20::/home/tmp/testyut:/usr/bin/sh

3 4wtE /opt/ssh/etc/sshd_config BEEEX {4, IEINFEFTIFERERER.
root@vm15:/home # vi /opt/ssh/etc/sshd_config

# Example of overriding settings on a per-user basis

Match User test3

ChrootDirectory /newroot

Match User test4

ChrootDirectory /newroot2

Match User testyu

ChrootDirectory /home/tmp/testyu1

# X11Forwarding no
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#  AllowTcpForwarding no

# ForceCommand cvs server

4 H197./ssh_chroot_setup.sh RS,
root@vm15:/opt/ssh/utils # ./ssh_chroot_setup.sh

HP SECURE SHELL: CHROOT ENVIRONMENT SETUP - MAIN MENU

Select one of the option below
1.Configure a chroot enviroment
2.Exit

Enter your choice : 1
Chroot setup

User name (Maximum eight chars) : testyu

Chroot setup

User name (Maximum eight chars) : testyu

chroot setup checks for user details

Enter the new root directory for testyu with absolute path (or press return for default(/newroot)):
/home/tmp/testyut
Select chroot secure shell option

1 sftp
2 ssh & sftp & scp
press return key to skip this step

Option : 2
Now configuring the chroot environment for ssh & sftp & scp...finished
Summary
Chroot-ed user : testyu3
Chroot-ed user& # 39;s new root directory : /newroot
Secure Shell configuration : SSH & SFTP & SCP
5 {Z1k /sbin/init.d/secsh 5%,
root@vm15:/opt/ssh/utils # /sbin/init.d/secsh stop
HP-UX Secure Shell stopped
6 350 /sbin/init.d/secsh &%,
root@vm15:/opt/ssh/utils # /sbin/init.d/secsh start
HP-UX Secure Shell started
7 HA /newroot IXNBREBIEE.
root@vm15:/opt/ssh/utils # cd /newroot
root@vm15:/newroot # Il

total 16

dr-xr-xr-x 2 bin bin 96 Aug 10 16:01 bin
dr-xr-xr-x 3 bin bin 96 Aug 10 16:01 dev
dr-xr-xr-x 2 bin bin 8192 Aug 10 16:01 etc
dr-xr-xr-x 3 bin bin 96 Aug 10 16:01 home
dr-xr-xr-x 4 bin bin 96 Aug 10 16:01 opt
dr-xr-xr-x 2 bin bin 96 Aug 10 16:01 sbin
drwxrwxrwt 2 root root 96 Aug 10 16:01 tmp
dr-xr-xr-x 5 bin bin 96 Aug 10 16:01 usr
dr-xr-xr-x 3 bin bin 96 Aug 10 16:01 var
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